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CHAPTER 1 
___________________________ 

INTRODUCTION 

 

1.1. DEFINITIONS 

 
Within this report the following terms and expressions shall have the following meanings: 
 
 
1.1.1 “API” means an application programming interface. 

 

1.1.2 “Consortium” means the partners as a whole involved within this project 
namely GESIS, GFI Benelux, Gov2u, Hansard Society, Open 
University (Knowledge Media institute), University of 
Koblenz-Landau and University of Southampton 
 

1.1.3 “Deliverable” means the deliverable to the European Commission of which 
this document forms part. 
  

1.1.4 “Policy Makers” means the users of the Toolset, such as governments and 
public institutions as well as  non-governmental organisations 
(NGO’s). 
 

1.1.5 “Scenarios” means the test cases as detailed within this Deliverable and  
through which the outputs of this project will be applied and 
tested and the term “Scenario” shall refer to one of the 
Scenarios. 
 

1.1.6 SNSs means social networking sites and “SNS” shall mean a social 
networking site. 
 

1.1.7 “Toolset” means the product being developed by WeGov upon which 
this report is based. 
 

1.1.8 “Users” refers only to users of SNSs or a SNS and the term “User” 
shall mean a user of SNSs or a SNS.  
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1.2. WEGOV 

WeGov is an acronym which stands for ‘Where e-Government meets the e-Society’.  It is 

a project funded by the European Commission, which seeks to enhance the degree of 

interaction between government and its constituents, through the development of a 

Toolset that will provide Policy Makers with the tools to harness the power of SNSs. 

SNSs provide an online environment where discussion on a limitless number of topics 

and interests can be raised and debated though blogs, forums and groups. Within this 

setting, political issues and policies are being widely discussed by and amongst Users, 

something which has not escaped the attention of many organisations. However whilst 

campaigners, political parties, and other such organisations have used these sites to 

extend the reach of their network, broadcasting or publishing1 their message on a much 

greater scale with far greater ease, both in terms of expense and time, there has been little 

in the way of targeting political opinion on existing, generic SNSs.    

The Consortium has taken an innovative approach to this issue and will be developing a 

general API that will enable a number of functions to be undertaken in relation to the 

data and information submitted by Users on existing SNSs.  

These functions that are to form part of the Toolset will provide Policy Makers with the 

tools to, variously, track both current and historical data, read the political opinions of 

individuals and/or group users, extract and analyse information and political discussion 

and furthermore to enter into dialogue with targeted users of, or groups on SNSs.   

The ability to not only track data relating to political issues, but to ‘seed’ discussion, 

engaging with the computer savvy younger generation, will equip Policy Makers with an 

extremely powerful tool.  On the one hand this degree of interactivity can be seen as a 

positive step towards more public involvement in the legal-making processes; but on the 

other it raises a whole host of legal and ethical questions, not least in the area of privacy. 

This has been recognised by the Consortium and the need to protect individuals’ legal 

rights and address ethical issues, has prompted the preparation of this report.  

 

                                                 
1 For example, ‘The animals rights watch’ as at 14 June  2010 had 270,102 fans on Facebook see 
http://www.facebook.com/home.php?#!/animalabuse?ref=ts 
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1.3. AIMS & OBJECTIVES  

This report is based on the assumption that the WeGov project output is a product i.e. 

the Toolset, supplied, perhaps through a licence agreement to Policy Makers.  It is 

stressed that should the Consortium consider it would be desirable to provide a service 

to Policy Makers, many of the legal issues contained within this report would need to be 

revisited and conclusions adapted accordingly.  

The aim of this report is to scope the general legal and ethical issues arising from the 

development and use of the Toolset; to provide recommendations (where possible) on 

how to deal with identified legal risks; and finally to assist the Consortium in identifying 

and dealing with areas of risk, following the departure of ILAWS from the project, 

primarily through the provision of a checklist (see Part III). As a general comment it is 

considered that it is usual in legal practice to rely on contract law to manage legal risk in 

areas of legal uncertainty and proper procedure to address ethical issues. 

The report’s focus is primarily on privacy, and intellectual property rights, with a 

consideration of how these issues are dealt with through the terms of use and privacy 

policies of some of the major SNSs.   

 

1.4. LIMITATIONS  

 
There are two significant limitations to this report.   

i) Undeveloped Technology 

The ILAWS legal and ethical review has been undertaken in relation to a product (the 

Toolset) that does not yet exist: the Toolset is being developed over a two year period, 

with the ILAWS involvement set to be completed upfront in this project, to be delivered 

within month six of the project.   This in itself places constraints on the report for the 

following reasons.   

First the developers’ ideas on what the technology is capable of achieving, based on the 

requirements of the scenario partners, and the methods by which the results are to be 

achieved are, naturally, still evolving.  To the extent that functions are still developing it 

has only been possible to provide an overview of legal and ethical concerns.  Therefore 

this report’s usefulness is to a large extent dependent on the information available from 

the Consortium up until June 10, 2010 pertaining to the Toolset’s development. 

Second, and in a way related to the first point, it is anticipated that as the technology 

develops the legal and ethical issues will also evolve.  Whilst this report provides a 

checklist as an aid to the Consortium (see Part III), it is probable that instances may arise 

that at this early stage were not foreseeable. 
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Finally, at the conclusion of this project, there is the possibility that there may have been 

significant changes in the law: this was recognised as a risk in the original WeGov 

documentation sent to the Commission2 , particularly given concerns in recent years 

concerning privacy and the use of SNSs both at an EU and national level. 3 

ii) Jurisdiction 

The second limitation that should be mentioned is that the legal and ethical review is 

necessarily restricted to a broad overview of EU law and legislation with a consideration 

of the law of England and Wales.  This approach allows the scoping of both breadth (EU) 

and depth (one particular jurisdiction) of issues.  Whilst additional legislation and case 

law from other countries are occasionally cited in this report, this has been done in an 

incidental manner, primarily to demonstrate the divergence of application within 

Member States of EC directives.  It is important to note that EC law does not address all 

the areas relevant to the WeGov project, and where this is the case, different EC 

Member States are free to develop purely national legal solutions to such issues.  

However, divergence in legal approach is not limited to such areas: even where the EC 

has legislated on a particular legal topic, there may still be significant differences in how 

each EC Member State addresses the same topic. 

To understand how such divergences can arise, one needs to understand the distinction 

between the two main forms of EC legislation4: EC directives differ from EC regulations 

in that directives must be transposed into national law, and in doing so Member States 

are bound so as to the result to be achieved.  However, Regulations are legally and 

directly binding in their entirety on all Member States.  Directives therefore give Member 

States some leeway as to how provisions should be implemented, which creates the 

potential for divergence in the national laws of EC Member States.  In most cases, the 

form of EC legislation relevant to this project is the directive.   

To determine how each Member State has implemented particular directives, would 

require not only an examination of the legislation giving effect to the directive within 

each Member State and a review of each Member State’s judicial decisions, but a detailed 

understanding of civil and criminal procedure in each Member State.  Such an analysis is 

outside the remit of the ILAWS contribution to this project.   

                                                 
2 Seventh Framework Programme, Theme ICT 2009.7.3: ICT for Governance and Policy Modelling; Grant 
Agreement for: Collaborative project “WeGov – Where eGovernment meets the eSociety” 4.11.2009. 
3  See also ENISA’S position paper  No.1. “Security Issues and Recommendations for Online Social 
Networks” 14.11.2007. Full report can be downloaded at  
http://www.enisa.europa.eu/act/res/other-areas/social-networks/security-issues-and-recommendations-
for-online-social-networks. 
4 The legal enactments for both Regulations and Directives are contained at Art.288 of the Treaty on the 
Functioning of the European Union. 
  See http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2008:115:0047:0199:EN:PDF 
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1.5. STRUCTURE 

 
This report is designed as a stand alone document, but as a summary of its key points, is 

contained within the main body of the Deliverable, it is to be appended to the 

Deliverable for ease of reference.   

The report is divided into four parts, with this introductory section forming Part I. 

Part II, which consists of five chapters (chapters 2-6), forms the main body of the report, 

providing a contextual analysis of the key ethical and legal issues on a topic-by-topic basis.   

Chapter 2 looks at ethics generally; Chapter 3 considers the area of privacy broadly, but 

with particular emphasis on data protection legislation; Chapter 4 highlights key 

intellectual property rights that may arise through the use of the Toolset; Chapter 5 

contains a medley of legal issues that have been considered relevant and finally Chapter 6 

reviews and compares the terms of use and privacy policies of the four SNSs that form 

the focus of the current scenarios envisaged by the WeGov Consortium, namely 

Facebook, Twitter, YouTube and Delicious. 

Within most chapters questions have been posed, in an attempt to demonstrate how the 

law might be applied and where it has been possible to do so question and answer boxes 

have been provided in an attempt to consolidate areas of likely concern to the 

Consortium in a concise manner. 

Whilst these boxes are useful for quick reference purposes, these are followed by a legal 

analysis or comments section, which provide the basis or reasoning upon which the 

questions have been answered.  It is therefore important that these are read in order to 

grasp the complexities of each topic.  

Part III has two aspects.  First, the methodology employed by the ILAWS team’s 

research in the WeGov project is placed into context.  Second, the team have also 

undertaken to develop the well-accepted ‘Privacy by Design’ concept to scoping legal and 

ethical concerns to provide a more general checklist of legal and ethical concerns 

germane to the SNS scope of the WeGov project.  This second element is designed to 

assist the Consortium with identifying the legal and ethical risks following the departure 

of ILAWS from the project. 

Finally the report is concluded at Part IV. 

 

1.6. ARCHITECTURE OF THE TOOLSET 

 
As this is a review of key legal and ethical issues arising from the projected development 

of the Toolset and its likely use, it would be helpful at this stage to provide an overview 

of the Toolset from the ILAWS perspective.  Diagrams produced by IT Innovation 



PART I – INTRODUCTION 
 

 

 10

based on the requirements of the Scenario Partners showing the initial version of the 

technology’s architecture have been included. 

The Toolset is to present Policy Makers with the tools to do the following:  

1. Track information on SNSs; 

2. Collect or extract data from SNSs; 

3. Analyse the extracted data; 

4. Review results from the analysed data; 

5. Inject discussion and facts into SNSs. 

Reference is made to the draft architecture, which provides a general overview of the 

functions and some of the key areas of legal and ethical concern have been highlighted in 

red. 
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As the above diagram shows, the use of cloud technology is envisaged. It is understood 

that cloud computing is a model for enabling convenient, on-demand network access to 

a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction5.  

 

Advantages in using cloud computing were cited in the original WeGov proposal6, and 

technologies have clear benefits in terms of scalability, flexibility and costs.  However, 

use of cloud computing raises additional concerns, particularly in the area of privacy and 

data protection.  This is because where applications are hosted and run on a third party 

service provider’s infrastructure; it raises questions such as: Where is the data?  Is the 

data fragmented and stored on different servers? Who controls and is responsible for the 

data?  The legal regulation of cloud computing, it is conceded, is in its infancy (as this 

report highlights, the concept of data portability is somewhat at odds with data 

protection principles) and together this must all increase the legal risks to be managed in 

this project.   

 

                                                 
5 The NIST Definition of Cloud Computing version 15 produced by Peter Mell and Tim Grance published 
by the U.S.Government's National Institute of Standards and Technology full document can be accessed at 
http://csrc.nist.gov/groups/SNS/cloud-computing/. 
6 Seventh Framework Programme, Theme ICT 2009.7.3: ICT for Governance and Policy Modelling; Grant 
Agreement for: Collaborative project “WeGov – Where eGovernment meets the eSociety” 4.11.2009. 
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CHAPTER 2 
____________________ 

  

GENERAL ETHICS 
 

2.1 BACKGROUND 

Ethics informs part of the wider context in which Law operates.  Alike Law, ethical 

considerations are normative in nature, i.e. they are both concerned with minimum 

standards of behaviour in a societal context.  Where Law and Ethics can be distinguished 

lies in the fact that the former are mandatory (failure to comply with legal rules generally 

results in criminal penalties or civil remedies), whereas ethics are essentially aspirational 

in nature.  Ethical frameworks also tend towards a more general framework intended for 

individual reflection, whereas legal rules apply on a clear societal basis and tend to be 

more specific in nature. 

2.2 ETHICAL CONSIDERATIONS RELEVANT TO WEGOV 

Addressing, in detail, the ethical concerns raised by the WeGov project will require 

greater clarification of the Toolset.  Nevertheless, at this early stage of the development 

of the Toolset, a number of general observations can be made as to the scope and 

context of the ethical concerns relevant to the WeGov Project, and, of best practice in 

addressing said concerns. 

To a certain extent, the ethical considerations likely to be relevant are also reflected in the 

legal issues raised by the WeGov project – it is, after all, a legal truism that most legal 

duties are founded in a moral obligation.  However: it is clear at this stage that there is an 

overarching consideration here in the form of public mistrust in government: this is likely 

to inform the ethical nexus of the WeGov project.  In this regard, it is useful to highlight 

the following observation: 

 ‘According to a survey of 1000 UK adults by Data Encryption Services, although three 

quarters of British people would provide their contact details, date of birth, health 

information and children’s details to anyone who asks for it, just 1 in 10 would trust the 

government with their data.  87% believe that the government is not competent to deal 

with keeping personal data secure and 69% thought the government had little regard to 

their privacy.’ 7 

 

 

 

 

                                                 
7 Weston, M “Even Bigger Brother” [2008] Vol 19(2) Computers & Law, pgs 19-23. 
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2.3 SUMMARY: ETHICS AND WEGOV BEST PRACTICE 
RECOMMENDATIONS 

 

Scoping the range of ethical considerations at this stage of the WeGov project is difficult, 

if ever possible: the aspirational nature of ethics means that there is always a certain 

‘fuzziness’ in attempting to capture ethical considerations (albeit some would argue that a 

Kantian approach to ethics, based on the idea of a pure moral law, where right and 

wrong can be distinguished in universal terms and decision-making can be approached 

upon categorical imperatives).  Clearly there are a range of ethical concerns, from general 

issues of freedom of expression8 and particular issues in relation to civil and political 

rights9) as well as other, less tangible, considerations10.  Nevertheless, it is felt that the 

ethical cornerstone (as well as a significant legal issue) of all of these is privacy11, and it is 

privacy concerns that this Section primarily considers. 

Both in order to scope ethical considerations and in order to address general issues of 

best practice, consideration of another domain where ethical concerns relating to 

sensitive information are managed has been undertaken.  Although many of the 

technologies to be employed in the WeGov Toolsets have their origins in technologies 

employed in online advertising, it is considered that this commercial use does not 

provide the most realistic best practice model for the WeGov project as this use does not 

generally concern sensitive data and/or information relating to political views.  However, 

the fact that such technologies are employed for advertising purposes, generally without 

significant legal and ethical concerns being raised12, is notable.  It is also notable that in 

the commercial advertising domain, standard contractual terms and citizen consent (of 

varying degrees of transparency) are the main tools used to manage ethical, as well as 

legal, concerns. 

It was considered that there was not a developed model or code of ethical consideration 

and best practice directly and specifically pertaining to SNSs, citizen’s political views, 

sensitive personal data and the technologies to be employed in the WeGov Toolset that 

                                                 
8 Art.10 European Convention on Human Rights (as amended). 
9 E.g. Freedom of thought, conscience and religion and the right to peaceful assembly and association with 
others (respectively, Art. 9 and 11 European Convention on Human Rights, as amended.  Art.14 of this 
Convention also provides that all Convention rights apply irrespective of, amongst other factors, political 
and religious opinions).  At the international level, please see the International Covenant on Civil and 
Political Rights (New York, 1966, as amended): Art.3 (men and women to have equal enjoyment of civil 
and political rights), Art 18 (freedom of thought, conscience and religion), Art 19 (freedom of expression: 
interestingly this article specifically notes that there should be: (i) Art.19(1) – freedom to hold opinions 
without interference; (ii) Art.19(2) a broad rights of freedom of expression in the media of the individual’s 
choice, and; Art.19(3) the exercise of the right to freedom of expression carries with it restrictions as to the 
rights and reputation of third parties and the protection of national security, etc), Art.20 (prohibition of 
war propaganda and advocacy of national, racial or religious hatred), Art.21 (right to peaceful assembly), 
Art.22 (right to freedom of association), Art.25(a) (the right to participate in the conduct of public affairs), 
Art.26 (prohibition of discrimination on grounds including race, language, religion, political or other 
opinion). 
10 Such as ethical obligations to report hate speech. 
11 Art.8 European Convention on Human Rights (as amended). 
12 A notable exception to this being the Phorm system outlined at p.81, below. 
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could be drawn upon for use in the project13.  It was decided that it would be helpful to 

look elsewhere for developed examples of managing ethical considerations, and that 

lessons for best practice in the WeGov project would be derived from this.  It was 

considered that the most developed of such models are likely to be found in the medical 

sector.  Given the national/regional focus of this Report, the interaction of ethical and 

legal considerations and that the WeGov Toolset is regarded as being a product, it was 

felt appropriate to consider the particular example of how ethical considerations are 

managed in the process of pharmaceutical product licensing14.  

This example shall be briefly outlined in this paragraph: In the pharmaceutical sector, 

medical products (e.g. pharmaceutical drugs) must obtain national and or regional 

authorisation (product licenses) before being made available, by prescription or over-the-

counter, to patients15.   The data relating to the pharmaceutical product is commercially 

sensitive information, and before the clinical trials undertaken as part pharmaceutical 

product development, an ethical review process is undertaken16 at the planning stage and 

is independently reviewed by a Research Ethics Committee (hereafter, REC) where 

ethical (and legal) risks are considered.  Generally in clinical research there is a troika of 

principles intended to address the ethical considerations between research subject and 

research project: informed consent, anonymity and confidentiality, with the principle of 

informed consent to medical treatment17 being at the core of this.  Also, it can be argued 

that the emergent literature on the ethics of Internet and web-based research stress in 

addition the need for effective data management – e.g. data must be secure (including 

data in transit) and the anonymity of participants preserved. 

Before considering how best practice from this domain might be applied to the WeGov 

project, it may be helpful to consider the following conceptualisation of different stages 

of ethical consideration for the WeGov project:  

• Stage 1: Initial stages of project (months 0-6).  During this period, the ethical issues 

that the early stages of developing use scenarios and the Toolset suggest have 

been scoped as part of the ILAWS Legal and Ethical Report; 

                                                 
13 Indeed, some commentators have noted the proliferation of such ethical codes (e.g. Homan, R. “Problems 
with Codes” Research Ethics Review (2006) Vol2., No.3, 98-103.  In the domain of medical research, the 
resultant complexity is addressed by norms and institutions (i.e. research type x is subject to Ethical Rules 
Y before Research Ethics Committee Z): the lack of institutions and formalities in the evolving body of 
modern (non-medical) online research therefore poses particular issues. 
14 An area with which one of the authors of this Report is familiar (see, for example, Matthews, D. and 
Wilson, C. “The Evolution of Rules For the European Single Market in Pharmaceuticals”, NIESR Discussion Paper 
125 (1997). 
15 National authorisation (the decentralised or mutual recognition procedure) is harmonised, at EU level, 
by Directive 2001/83/EC (as amended).  Regional authorisation (the centralised or regional route) is 
governed by Regulation (EC) No.726/2004. 
16 In the UK, see the Medicines for Human Use (Clinical Trial) Regulations 2004 (SI 2004 No.1031) and at 
the EU level, Directive 2001/20/EC. 
17 See, for example, the principles set out in the WMA Declaration of Helsinki – Ethical Principles for 
Medical Research involving Human Subjects (Adopted by the 18th WMA General Assembly, Helsinki, 
Finland, June 1964, as amended). 
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• Stage 2: Main part of project (months 7 to project end).  Consideration and 

implementation by the Consortium of the recommendations made in the ILAWS 

Legal and Ethical Report as part of the further development and testing stages of 

the project, and ongoing consideration of ethical considerations, and; 

• Stage 3:  The WeGov Toolset in Use.  It is suggested that some consideration be 

given as to recommendations that might be made as to how end users of the 

WeGov Toolset might manage ethical considerations. 

Returning to the exemplar domain of pharmaceutical product authorisation, it appears 

that there are three elements to best practice in ethical review that can be drawn from 

this domain: (i) a review of possible ethical issues at the planning stage; (ii) independent 

third party review of ethical concerns (the REC) and (iii) procedures or processes to 

ensure (informed) consent on the behalf of citizens.  Clearly pharmaceutical product 

authorisation is a very different thing to use of SNSs by Policy Makers to establish a 

dialogue with citizens on political views, but it is an ethical model that has very high 

standards for dealing with sensitive data, so whilst it may not apply as a best practice 

model in its entity to the WeGov project, it is still regarded as providing a useful example.  

In the context of the WeGov Consortium, Point (i) can be satisfied by this very Report 

(Ethical Stage 1, above) and the consideration of recommendations to end users of the 

WeGov Toolset (Ethical Stage 3, above).  Point (iii) may be said to be addressed by the 

recommendation made in this Report for ensuring active and full consent of citizens in 

use of the WeGov Toolset, but Point (ii) is more problematic.  Although the WeGov 

Consortium has undertaken to seek relevant national authorisation/review from relevant 

national data protection authorities in terms of the scenarios to be developed (which 

could be said to address Point (ii) within Ethical Stage 2, at least), there may be no legal 

imperative for end users of the WeGov Toolset to engage in a formal independent third 

party ethical review process (Ethical Stage 3).  The authors of this Report therefore 

suggest that within the Terms and Conditions of the WeGov Toolset that it is 

recommended that the end user have regard to the relevant legal and ethical considerations. 

Again, with regard to the WeGov project, within the initial proposal sent to the 

Commission, emphasis is placed on anonymity and confidentiality at a technological 

level18: the legal obligations here have been scoped elsewhere in this Report19, and this is 

felt to provide a good context for ongoing Consortium consideration of ethical 

considerations in Ethical Stages 2 and 3. 

With regard to the issue of consent (in the context of the WeGov project, this would 

refer to consent by citizen SNS users), again the legal constraints here are scoped 

elsewhere in this report in the context of data protection and privacy20.  It appears clear 

that both from a legal and an ethical perspective, the normal expectation should be that 

citizen users should be actively consent to participation in any work involving 

deployment of the WeGov Toolset: from an ethical and a (legal) data protection 

                                                 
18 Refer to footnote 2. 
19 Refer to Chapter 3 section 3.2.1 generally pp.23-65 
20 Refer to pp. 47-48. 
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perspective, procedures for consent should include information about the purpose and 

scope of the research being carried out by the WeGov Toolset user and disclosure about 

on-going data management of data gathered and any re-purposing21.   

One area that has caused some debate amongst Consortium members is whether it is 

ethical best practice to require active consent by all affected citizen SNS user(s) before 

‘scraping’ public areas of SNSs for political opinion (where there are no legal barriers to 

doing this).  Additional legal and ethical literature in this area is described at p.84, below. 

In considering this issue, the authors of this Report have considered some of the 

literature on online medical research – an area that is regarded as being in its infancy22 - 

but here there is some support in this literature for the view that comments posted on 

public fora (such as open message boards) are public acts, and that there are reduced 

ethical considerations here23.  This view would support a robust approach as to the 

ethical challenges of ‘scraping’ SNSs for political opinion without the specific prior 

consent of the SNS users.  Nevertheless, the more cautious approach is recommended in 

this Report of ensuring specific citizen consent and participation wherever possible. 

Returning to the conceptualisation of the three ethical stages of the WeGov project, it 

might be helpful here to summarise the authors’ views of ethical best practice at each 

stage: 

• Stage 1: Initial stages of project (months 0-6).  In this planning and early development 

stage, ethical issues have been scoped in outline as part of this ILAWS Legal and 

Ethical Report.  Up-front consideration of ethical issues is regarded by the 

authors of this Report as constituting best practice, but they would like to caution 

that this scoping has (and is) necessarily general in nature due to the fact that the 

user scenarios are expected to evolve in Stage 2; 

• Stage 2: Main part of project (months 7 to project end).  In terms of best practice, 

ethical, as well as legal considerations, will rightly inform the risk analysis process 

being undertaken as part of the WeGov project.  It is hoped that there will be an 

iterative process of consideration and implementation by the Consortium of the 

recommendations made in this ILAWS Legal and Ethical Report both as part of 

the further development and testing stages of the project and of the ongoing 

consideration of ethical considerations.  Data protection and (legal) privacy 

norms, together with effective citizen consent mechanisms are considered to be 

key in managing the main ethical concerns raised by the WeGov project.  And; 

• Stage 3:  The WeGov Toolset in Use.  It is suggested that it be recommended that the 

end user have regard to the relevant legal and ethical considerations. 

                                                 
21 Refer to Chapter 3 section 3.2 generally pp. 23-65 
22 Rodham, K. And Gavin, J. “The Ethics of sing the Internet to collect Qualitative Research Data,” Research Ethics 
Review (2006), Vol2., No.3, 92-97 at 92. 
23 E.g. see Fleitas, J. “Spinning Tales from the World Wide Web: Qualitative Research in an Electronic Environment,” 
Quality Health Research (1998) Vol.8 283-292. 
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In terms of commitment to addressing ethical concerns in Stages 2 and 3 of the WeGov 

project, the following should be noted: 

• In undertaking this consideration of ethical, as well as legal, issues in the early 

stages of the WeGov project, the WeGov Consortium has demonstrated a 

commitment to careful and considered deliberation on ethical issues, and; 

• As illustrated by the recent furore over ever-changing and complex privacy 

settings in Facebook accounts24, in the domain of social networks users are not 

shy to demand changes in practice and: 

o This can be considered to be emblematic of the reality that there are 

evolving norms of best practice in interaction on SNSs, and that this 

poses particular challenges; 

o It is to the advantage to all parties that SNS user concerns (where 

expressed) are listened to and acted upon, and; 

o As the purpose of the WeGov Toolset is, ultimately, to enable dialogue 

between citizens and policy-makers, it is in the interests of both the 

Consortium and policy makers using the Toolset to engage in best 

practice as to ethical as well as legal issues.     

 

                                                 
24 See, for example, http://news.bbc.co.uk/1/hi/10125260.stm.  
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CHAPTER 3 
____________________ 

  

PRIVACY 

 

3.1. IN CONTEXT 

 
The technological ability to search and index web pages has been around since the early 

1990s.  A well known example is the Google search engine which enables individuals to 

quickly locate sites relevant to their search.  As technology developed it became possible 

to search for data contained within web pages, particularly beneficial to organisations that 

applied data mining techniques. Data mining can be defined as the process of searching, 

analyzing and filtering large amounts of data to find relationships, patterns, or any 

significant statistical correlations and today has become commonplace within the 

commercial world 25 . What makes the Toolset, distinctive and at the same time 

controversial is the environment in, and purpose for which, these tools are to be used.  

To recap the Toolset will enable its users, Policy Makers, to harness the power of SNSs, 

to facilitate a greater degree of interaction between Policy Makers and Users.  The 

Toolset will make it possible for Policy Makers to search, extract and analyse opinions of 

Users in relation to political matters, as well as inject discussion into SNSs where 

appropriate. 

Whilst some may take the view that the information posted by Users is public data, and 

should not give rise to privacy concerns, this view is overly simplistic for the following 

reasons. 

First, whilst it is true that Users are generally aware that their information is accessible to 

anyone, where privacy settings of a SNS remain unchanged, there are still many that 

remain uninformed and unaware that such access is permitted through the default 

privacy settings of SNSs.  This may be the case particularly with young adults, that may 

join SNSs, primarily to socialise with friends online, but spare little thought to the 

protection of their privacy.   

Secondly political opinions are sensitive in both legal and ethical terms, so a more 

defensive legal position needs to be adopted.  

Finally there is the social expectation factor (which will inform the ethical risks associated 

with this project): SNSs provide a degree of anonymity, particularly as many choose to 

register using pseudonyms.  So whilst many Users may be happy to ‘tweet’ about political 

matters or discuss them within a SNS’s forum, such individuals might be horrified to 

learn that Policy Makers may not only search and extract these opinions, but incidentally, 

                                                 
25For further information on data mining there are numerous conferences and papers produced.  Refer to 
http://datamining.typepad.com/data_mining/sentiment_mining/  
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through the aggregation of data on a particular User’s views over multiple SNSs, be able 

to build an extensive profile on the User.  This adds a more intrusive element.   

The potential impact on an individual’s privacy is clear, raising concerns of both a legal 

and ethical nature.  This chapter aims to address these concerns and where possible 

provide solutions through guidelines issued by the EU and UK advisory bodies. 

What is meant by privacy?  

This internationally recognised, fundamental human right protected by the constitution 

of almost every country; is surprisingly difficult to define. The fact that there is no “wholly 

satisfactory statutory definition” is something the UK Calcutt Committee commented upon.26   

Privacy is an umbrella term incorporating several distinct, but related concepts. Banisar27 

has identified four key aspects:  

1. Information privacy;  
2. Privacy of communications; 
3. Bodily privacy;  
4. Territorial privacy – “concerning the setting of limits on intrusion into the 

domestic and other environments, such as the workplace or public space.” 
 

At both an EU and national level, laws have developed, with the aim of protecting each 

of these aspects.  For example, the EC directive on the protection of data28, or the UK 

Regulation of Investigatory Powers Act 2000; a regulation that seeks to control the 

interception of electronic communications via telecommunication networks. 

However, just as the four aspects identified above interrelate, so do the specific laws.  

For example the EC directive on data protection should be considered in parallel with 

the EC directive on privacy and electronic marketing29, which regulates the sending of 

unsolicited marketing messages by electronic means.  Furthermore EU laws will 

undoubtedly overlap with the national laws of Member States.  A good example of this is 

the UK’s freedom of information legislation, which provides individuals rights of access 

to information held by public authorities, except in certain circumstances.  This means 

that public authorities within the UK are required to comply with both data protection 

legislation as well as those contained within legislation governing freedom of information. 

This chapter will deal predominately with the concepts of information privacy and 

privacy of communications, which are particularly pertinent to this project.  In this 

regard key legislation within the EU will be discussed, followed by a review of the 

principal laws of England & Wales.  In addition, the chapter will highlight general areas 

of ethical concerns pertaining to privacy. 

                                                 
26 Report of the Committee of Privacy and Related Matters, 1990. Cmnd. 1102. 
27 EPIC, “Privacy and Human Rights: An International Survey of Privacy Laws and Development”. 2000 (Electronic 
Privacy Information Center and Privacy International). 
28 Directive 95/46EC on the protection of individuals with regard to the processing of personal data and 
on the free movement of such data. 
29 Directive 2002/58/EC. 
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3.2. ‘INFORMATION PRIVACY’ 

 
‘Information privacy’ is one of the key aspects of privacy identified by Banisar.  

Internationally, countries have sought to protect data using different methods or a 

combination of methods. As Banisar discusses the US is an example of this as it adopts a 

self regulation approach, coupled with specific sectoral laws such as video rental records 

and financial privacy.  This can be contrasted by the EU’s ‘comprehensive law’ approach, 

which imposes stringent obligations on controllers of personal data.   

Two EC Directives were implemented in the 1990’s, Directive 95/46/EC on the 

protection of individuals with regard to the processing of personal data and on the free 

movement of such data, (“Data Protection Directive”) and Directive 97/6630, repealed 

and replaced by Directive 2002/58/EC31 on privacy and electronic communications (“E-

Privacy Directive”).   The Directives seek to harmonise laws on data protection within 

Member States, in order to facilitate the unrestricted flow of data throughout the EU and 

also to provide a level of consistency and certainty to both controllers of personal data 

and data subjects within the EU.   

These EC directives have been implemented into the law of England & Wales through 

the Data Protection Act 1998 and the Privacy and Electronic Communications (EC 

Directive) Regulations 2003 respectively.  In addition in relation to records held by 

public authorities, legislation pertaining to freedom of information requires review.  

 

3.2.1. Data Protection Legislation: Data Protection and Data Retention 

 
Within this sub-section a number of questions have been posed, which ought to be 

considered by Policy Makers:  

These are:  

1. How is a “data controller” determined? 
2. Does data protection legislation apply to the processes that may be undertaken 

through use of the Toolset? 
3. What are the obligations placed on data controllers under data protection 

legislation? 
4. How can data controllers best ensure compliance?  
5. Are there additional obligations on data controllers when transferring ‘personal 

data’ to third party service providers? 
6. What rights are granted to data subjects under the legislation? 

 

                                                 
30 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 concerning the 
Processing of Personal Data and the Protection of Privacy in the Telecommunications Sector. 
31 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector. 
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Brief answers have been provided within the question and answer boxes, designed for 

quick reference purposes only.  It is stressed that the legal analysis and/or review 

sections should also be read.  

 
 

 

 

LEGAL ANALYSIS 

‘Data Controller’ or ‘Data Processor’? 

Question 1:  How is a data controller determined? 

 
The Article 29 Working Party’s recent opinion has sought to clarify the definitions of data 
controller and data processor.   
 
The distinction is fundamental as data processors are not obliged to comply with data 
protection legislation.   
 
A data controller is defined within the Data Protection Directive as ‘the natural or legal 
person, public authority, agency or any other body which alone or jointly with others 
determines the purposes and means of the processing of personal data’.   
 
The opinion considers the essential elements of the definition to be: ‘determines the 
purposes and means of the processing’.  
 
When considering what is meant by the term ‘determines’, factual influences should take 
precedence over formal requirements (i.e. contractual allocation of responsibility), as it may 
be the case that the contract does not reflect reality.  The following questions should be 
asked: 

• Why is the processing taking place? 

• Who initiated it? 
 
The opinion considers that the ‘purposes’ and ‘means’ can be equated to the ‘why’ and ‘how’ 
of the processing.   
 
Given the complexities of commercial transactions and the broad definition of ‘processing’ 
it is considered that it may often be the case that there will be more than one entity 
determining the why and how.  For example it may be clear that one entity decides the 
purpose for which data may be processed, but it may not necessarily determine the means of 
the processing.   
 
Some helpful questions in this regard: 

• Who determines the data to be processed? 

• Who determines for how long the data will be stored? 

• Who determines who shall have access to the data? 
 
The actor determining the means of the processing might be considered a joint controller of 
the data with the actor determining the purpose and in circumstances where it processes 
data for its own purposes a sole data controller. 
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(i)  The EU Perspective 

The obligations contained within the Data Protection Directive are placed upon 

controllers of ‘personal data’.  It stands to reason that, if an organisation or individual is 

not deemed to be a data controller, or their activities do not involve the ‘processing of 

personal data’ then the Directive will not apply.  A word of warning, as although 

activities of data controllers, may fall outside of the Directive’s ambit, such activities may 

still fall foul of the national laws of Member States.   

A data controller is defined at Article 2(d) of the Directive and is ‘the natural or legal 

person, public authority, agency or any other body which alone or jointly with others 

determines the purposes and means of the processing of personal data..’.   

Due to the complex nature of commercial transactions and the financial benefits of 

outsourcing, the distinction between the two has become increasingly blurred.  For this 

reason the independent EU body established, under Article 29 of the Directive, to advise 

on issues relating to privacy and data protection, (the Article 29 Working Party), recently 

adopted an opinion32 seeking to provide clarification and certainty. 

The opinion breaks the definition into 3 components: 

1. the personal aspect (i.e. ‘the natural or legal person, public authority, agency or 

any other body) 

2. the possibility of pluralistic control (i.e. ‘alone or jointly’) 

3. the essential elements (i.e. ‘determines the purposes and means of the processing 

of personal data’) 

Dealing with the last component first the opinion moves on to discuss what is meant by 

‘determines’ and states that in this respect ‘one should look at the specific processing operations 

in question and understand who determines them.’   The following questions should be posed 

•  “Why is this processing taking place?”  

• “Who initiated it?”  
 

Its approach emphasises the factual elements as opposed to formal requirements such as 

contractual appointments, as it is argued that contractual allocation of responsibility may 

not reflect reality. 

The case of SWIFT is highlighted; here the data protection authorities on both a national 

and EU level held that the Belgium based bank transfer organisation although designated 

a data processor, was in certain circumstances acting as a data controller. The opinion 

                                                 
32The Article 29 Data Protection Working Party, Opinion 1/2010 on the concepts of “controller” and 
“processor” adopted by the Article 29 Working Party on 16 February 2010; 00264/10/EN (WP 169). 
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states with reference to this case that whilst ‘a contract may reveal relevant information regarding 

the legal status of [a] party, such contractual designation is nonetheless not decisive in determining its 

actual status, which must be based on concrete circumstances.’ 

The allocation of responsibility where factual responsibility lies may require a thorough 

and comprehensive investigation and three circumstances are considered from which 

control may stem:  

1. Control stemming from explicit legal competence.  This would include 

circumstances where the law imposes a duty on organisations or individuals to 

process data. (e.g. social security) 

2. Control stemming from implicit competence. Where the capacity arises from 

common legal provisions or established legal practice.  For example an employer 

processing data on its employees. 

3. Control stemming from factual influence. Where an assessment of the factual 

circumstances is required.  An analysis of the parties contractual relations might 

be undertaken, however note the SWIFT case above. 

 ‘In case of doubt, other elements than the terms of a contract may be useful to find the controller, 

such as the degree of actual control exercised by a party, the image given to data subjects and 

reasonable expectations of data subjects on the basis of this visibility.’ 

The opinion moves on to look at ‘purposes and means of processing’ and states that 

determining the purpose and means can be equated to the ‘why’ and ‘how’; therefore 

‘taking into account that both elements go together, there is a need to provide guidance about which level 

of influence on the “why” and the “how” may entail the qualification of an entity as a controller.’ 

The opinion advocates that a pragmatic approach be adopted and questions should be 

asked such as: 

• “Why is the processing happening?” 

• “What is the role of connected actors, e.g. outsourcing companies?” 

• “Would the connected actor have processed data if it were not asked to be the 
data controller?” 

• “If so, upon what conditions?” 
 

The ‘means’ element requires an analysis of both technical and organisational questions 

and essential elements, and the following questions should be asked: 

• “Which data shall be processed?” 

• “For how long shall they be processed?” 

• “Who shall have access to them?” 
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To summarise actors determining the purpose would de facto qualify as data controllers.  

Those actors determining the means ‘would imply control, [but] only when the determination 

concerns the essential elements of the means.’  

Where organisations are deciding on substantial questions in relation to the data 

processing such as storage periods and access, such organisations are acting as controllers 

concerning this part of the processing. 

The second element of the definition of ‘controller’ as broken down by the opinion 

provides the possibility of joint control.   

Processing is widely defined within the Data Protection Directive as ‘any operation or set 

of operations which is performed upon personal data whether or not by automatic 

means, such as collection, recording, organisation, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 

making available, alignment or combination, blocking, erasure or destruction.’ (Article 

2(b)).  

This definition has been commented upon by many academics as one that encompasses 

such a wide range of activities that it would be a challenge to find an activity that would 

not be caught. 

In light of the wide variety of activities that would be classified as ‘processing’ the 

opinion considers that this increases the likelihood that multiple actors may be involved 

in different processes in relation to the same set of data.   

‘In assessing joint control a substantive and functional approach should be taken…focusing on whether 

the purposes and means are determined by more than one party.’ 

The participation of the different actors does not have to be equally shared as ‘..they may 

have a very close relationship (sharing, for example, all purposes and means of a processing) or a more 

loose relationship (for example, sharing only purposes or means, or a part thereof).’ 

A number of examples are provided within the opinion, but only a couple have been 

reproduced below.  

Example No. 11: E-Government portals 

E-Government portals act as intermediaries between the citizens and the public 

administration units: the portal transfers the requests of the citizens and deposits the 

documents of the public administration unit until these are recalled by the citizen.  

Each public administration unit remains controller of the data processed for its own 

purposes. Nevertheless, the portal itself may be also considered controller. Indeed, it 

processes (i.e. collects and transfers to the competent unit) the requests of the citizens as 

well as the public documents (i.e. stores them and regulates any access to them, such as 

the download by the citizens) for further purposes (facilitation of e-Government services) 

than those for which the data are initially processed by each public administration unit.  
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These controllers, among other obligations, will have to ensure that the system to 

transfer personal data from the user to the public administration's system is secure, since 

at a macro-level this transfer is an essential part of the set of processing operations 

carried out through the portal. 

Example No 12: Social networks 

Social network service providers provide online communication platforms which enable 

individuals to publish and exchange information with other users. These service 

providers are data controllers, since they determine both the purposes and the means of 

the processing of such information. The users of such networks, uploading personal data 

also of third parties, would qualify as controllers provided that their activities are not 

subject to the so-called “household exception”. 

The opinion suggests that given the complexity of data processing environments that 

data subjects ought to be provided with clear information which explains the different 

stages of the processing as well as the different actors involved.  In addition a clear 

information notice should be provided which makes it clear ‘..if every controller is competent to 

comply with all data subject’s rights or which controller is competent for which right.’ 

The definition of data ‘processor’ is set out at Article 2(e) and means ‘a natural or legal 

person, public authority, agency or any other body which processes data on behalf of the 

controller.’ 

The opinion considers that there are two basic conditions for qualification as a data 

processor:   

1. The actor being a separate legal entity from the controller  

2. The actor processing data on the controller’s behalf. 

However, of importance to note is that ‘the same entity may act at the same time as a controller 

for certain processing operations and as a processor for others, and the qualification as controller or 

processor has to be assessed with regard to specific sets of data or operations.’ 

Consideration is had to the second of the two elements i.e. ‘processing on behalf of the 

controller’. 

‘[T]he lawfulness of the processor’s data processing activity is determined by the mandate given by the 

controller. A processor that goes beyond its mandate and acquires a relevant role in determining the 

purposes or the essential means of processing is a (joint) controller rather than a processor.’ 

Some helpful points are contained within the opinion, when making an assessment on 

controller/processor status.   

 

• Look at the level of prior instructions given by the data controller, which 
determines the margin of manoeuvre left to the data processor. 
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• Monitoring by the data controller of the execution of the service.  A constant and 
careful supervision by the controller to ensure thorough compliance of the 
processor with instructions and terms of contract.  This implies that the 
controller is in full and sole control 

• Visibility/image given by the controller to the data subject and expectations of 
the data subject based on this visibility. 

• Expertise of the parties:  where the traditional role and professional expertise of 
the service provider play a predominant role, this may entail qualification as a 
data controller 

• The autonomous decision-making power left to organisations 

• Look at the means put in place to reach the purpose.  
 
Again the opinion provides a number of examples, but of particularly interest is example 

24, which has been reproduced below. 

Example No. 24: Processing for historical, scientific and statistical purposes 

National law may introduce, with regard to processing of personal data for historical, 

scientific and statistical purposes, the notion of intermediary organization to designate, 

the body in charge of transforming non-encoded data into encoded data, so that the 

controller of the processing for historical, scientific and statistical purposes would not be 

able to re-identify the data subjects. 

If several controllers of initial processing operations transmit data to one or more third 

parties for further processing for historical, scientific and statistical purposes, the data are 

first encoded by an intermediary organization. In this case the intermediary organization 

may be considered as controller pursuant to specific national regulations, and it is subject 

to all resulting obligations (relevance of the data, informing the data subject, notification 

etc.). This is justified by the fact that when data from different sources are brought 

together, there is a particular threat to data protection, justifying the intermediary 

organisation's own responsibility. Consequently, it is not simply considered as processor 

but fully regarded as controller pursuant to national law. 

(ii)   England and Wales 

The Data Protection Act 1998 implemented the EC Directive on data protection, 

within the law of England and Wales.  

A data controller is defined within Part 1 of the Act at section 1 and appears to be 

compatible with the definition contained within the Directive, although it refers to the 

‘purposes and manner’ of the processing as opposed to the Directive’s ‘purposes and 

means’ of the processing.  Reasons for the substituted wording are unclear. 

A data processor is also defined within this section as ‘any person (other than an 

employee of the data controller) who processes data on behalf of the data controller’.   
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The UK’s data protection authority the Information Commissioner’s Office (ICO) may 

well produce guidelines on the distinction following the Article 29 Working Party’s 

opinion discussed above. 

iii) In context 

Whilst the straw man architecture designates processing tasks to different actors i.e. 

debate manager, data collector and data analyser, this report is based on the assumption 

that the Toolset will be supplied to Policy Makers to be deployed upon terminal 

equipment within their organisations.  This being the case the Policy Maker would be 

classified a data controller. 

A Policy Maker may decide to outsource certain elements such as data storage; however 

for the purposes of this report it is considered that the Policy Maker retains control and 

any outsourcing is undertaken on a data controller/data processor basis.   
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Yes 

Yes 

Yes 

A. Is information being processed? 

B. Is it about an individual or does it have a 
purpose element or a result element? 

C. Is the individual identified/identifiable? 

Personal Data is being processed.  Data protection legislation applies 

The Data Protection 
Directive and Data 
Protect Act does not 
apply 

No 

No 

No 

A. Processing is defined so widely that it is difficult to contemplate an activity performed 
using the Toolset that would not fall within the definition: collecting, extracting, analysing, 
recording, dissemination, holding, storing, erasure and transmission would all be 
‘processing’. 
 

B. ‘Relate’ includes information that can be linked to an individual, (For example:  seemingly 
harmless pieces of information collected over a number of different SNSs, may together 
make up an extensive profile ‘relating’ to an identifiable data subject), or where processing 
can have an impact on, or affect an individual. For example: YouTube video footage of a 
political demonstration could be used by an identifiable person’s employer in disciplinary 
proceedings, where perhaps that person had called in sick in order to attend the 
demonstration.  

 
C. Here, please note that pseudo-anonymisation techniques still allow an individual to be 

retraced either by the data controller and/or third party, so the individual is identifiable.  
Incidentally the process of applying pseudo-anonymisation techniques to data is 
considered processing. 

 
Question 2:   Does data protection legislation apply to the processes that may be 

undertaken through use of the Toolset? 
 
Having established that Policy Makers would be classified data controllers, the next 
question is whether the Toolset processes ‘personal data’ as opposed to simply data.  
 
The Data Protection Directive considers data to be personal where the ‘information relates 
to an identified or identifiable natural person’.  The terms ‘relate’ and ‘identifiable’ have 
been much discussed at a European and national level and the legal analysis section 
consider the opinions of the Article 29 Working Party and the ICO in depth.   In short it is 
concluded that ‘personal data’ would be processed through the use of the Toolset and 
furthermore much of this ‘personal data’ is likely to be of a sensitive nature. 
 
The flowchart below: provides a general summary of the position: 
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LEGAL ANALYSIS 

What constitutes ‘personal data’? 

 (i)  The EU Perspective 

The question of what constitutes ‘personal data’ has produced much discussion, debate 

and divergence in approach by Member States.  

Its definition is contained at Article 2(a) of the Directive, which states it is: 

‘any information relating to an identified or identifiable natural person (‘data subject’); an 

identifiable person is one who can be identified, directly or indirectly, in particular by 

reference to any identification number or to one or more factors specific to his physical, 

physiological, mental, economic, cultural or social identity.’ 

Further analysis of this definition is required, as it raises the following questions: 

(a) What is meant by the expression ‘an identified or identifiable natural person’? 
(b) When does data ‘relate’ to an individual? 

 
Looking at the first of these questions, the latter part of the expression has caused some 

debate on whether the words ‘natural person’ relate also to deceased persons.  Whilst 

some Member States such as the UK, have made it clear that their data protection laws 

only relate to living individuals, in other Member States the position is uncertain.  

Furthermore some States have extended their laws to apply to information relating to 

companies and other legal entities.  This is not the case in the UK, unless it can be said 

that information relates to individuals within those companies.   

 The first part of the expression, whether a person can be ‘identified or is identifiable’ has 

proved more problematic to determine. Recital 26 of the Directive states that ‘account 

should be taken of all the means likely reasonably to be used either by the controller or 

by any other person to identify the said person.’  

The Article 29 Working Party adopted Opinion 4/2007 on the concept of personal data 

on 20th June 2007 (WP 136).  It states that having regard to all the means available ‘..the 

possibility (of identifying an individual) does not exist or is negligible, the person should not be considered 

as “identifiable”, and the information would not be considered as “personal data”.’   

The opinion goes on to state that the test is dynamic and that where data are held for a 

length of time, whilst identification may not be possible today, a person may become 

identifiable in the future as a result of technological advancements, at which point the 

information would be considered ‘personal data’.  In other words even where technical 

measures are in place preventing identification of data subjects, thus placing the data 

processing outside the remit of the Directive, regular reassessment of the data in light of 

state of the art technology is required. 

In this respect, the project mentions the adoption of pseudo-anonymisation techniques. 

It is still uncertain what is envisaged from the technical side, but it should be noted that 
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where an individual can be retraced, which would be the case where a data controller 

holds both encrypted data and the key, data protection rules would be applied to both 

sets of data. The Article 29 Working Party does however suggest that the application of 

the Directive’s rules on data protection would be more flexible than if the information 

allowed for the direct identification of individuals. 

The second question raised by the Directive’s definition of ‘personal data’ is when does 

data relate to an individual?  

The Article 29 Working Party also considered this issue and opined that data ‘relates’ to 

an individual when either a “content” element OR a “purpose” element” OR a “result” 

element is present.  These elements ‘..must be considered as alternative conditions, and not as 

cumulative ones.  In particular, where the content element is present, there is no need for the other 

elements to be present to consider that the information relates to an individual.’ 

The ‘content’ element may arise when the information is ‘“about” that person’; the 

‘purpose’ element may arise where the ‘the data are used or are likely to be used….with the 

purpose to evaluate, treat in a certain way or influence the status or behaviour of an individual’; and 

finally the ‘result’ element may arise where the data are ‘likely to have an impact on a certain 

person’s rights and interests’.  The result of the impact need not be significant. It must be 

noted that all these elements must be assessed in light of the circumstances surrounding 

the case.  

 

 

Examples: 
 

1. Information collected on SNSs visited by an individual, is clearly information 
about a person, from which a person’s preferences and tastes may be gleaned.  
Such data are extremely useful to advertisers, enabling them to target individuals 
who have shown interest in similar products. (‘content’ element) 
 

2. Information collected may be used for different purposes.  For example the names 
and addresses of individuals objecting to a planning application presented by way 
of an e-petition to a local authority, might also be used by that authority’s council 
tax department. (‘purpose’ element). 

 
3. Using the Article 29 Working Party’s example:  A location system is set up which 

enables a taxi firm to determine where their taxis are in real time.  The system is 
designed to allocate jobs to cabs closest to a client’s location, with the intention of 
providing a better service and also to save on fuel costs. Strictly speaking the 
system processes data relating to the cars, however the performance of the drivers 
can also be monitored by the data, such as checking whether they respect speed 
limits etc.  The processing of this data can be said to have a considerable impact 
on the drivers and therefore would be data relating to natural persons. (‘result’ 
element.)  
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Special Categories of Data/Sensitive Data 
 
‘Personal data’ is further subcategorised.  The Directive prohibits the processing of 

personal data of a sensitive nature unless such processing falls within one of the 

exemptions contained within the Directive’s Article 8(2).   

These special categories of data (classified under the Data Protection Act 1998 as  

‘sensitive data’), are defined at Article 8(1) of the Directive as ‘personal data revealing 

racial or ethnic origin, political opinions, religious beliefs or philosophical beliefs, trade 

union membership, and the processing of data concerning health or sex life’.  

Whilst not expressly prohibited Article 8(4) provides that the ‘processing of data relating 

to offences, criminal convictions or security measures may be carried out only under the 

control of official authority , or if suitable specific safeguards have been provided under 

national law.’   As such the Data Protection Act includes within its definition of ‘sensitive 

data’ information relating to the commission or alleged commission of any offence by 

the data subject or proceedings for any offence committed or alleged to have been 

committed by him, the disposal of such proceedings or the sentence of any court in such 

proceedings.    

The exemptions at Article 8(2) of the Directive have been incorporated into the Data 

Protection Act 1998, and are discussed at Question 3 below.  As permitted by the 

Directive many Member States have added to these exemptions. 

(ii)   England and Wales 

The definition of ‘personal data’ at section 1 of the Data Protection Act 1998 is generally 

compatible with the definition of ‘personal data’ contained within the Directive; however 

its interpretation by the courts has caused some ripples.   

In Durant v FSA33, the claimant, Durant was embroiled in a long running dispute with 

Barclays Bank, of which he made a formal complaint to the FSA.  The case was 

investigated, but closed without informing Durant of the outcome of their findings on 

the grounds of confidentiality.  Durant pursued the matter through the courts seeking 

disclosure of the FSA’s files pertaining to his complaint in support of his action against 

Barclays Bank.   

Durant submitted a data subject’s request to access under the Data Protection Act 1998, 

on the basis that he had a right to know if the FSA is processing personal data about him 

and to be provided with a copy of any such information.  The FSA supplied some of the 

information, some of which was in redacted form.  Durant therefore took the matter to 

court requesting all documents be disclosed, and all in a non-redacted form.     

The Court of Appeal’s decision adopted a narrower definition of ‘personal data’ stating 

that ‘…not all information retrieved from a computer search against an individual’s name or unique 

                                                 
33 Michael John Durant v Financial Services Authority [2003] EWCA Civ 1746. 
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identifier is personal data within the Act.  Mere mention of the data subject in a document held by a 

data controller does not necessarily amount to his personal data.’   

Following this decision the UK was called upon by the European Commission to justify 

its approach.  The initial response by the UK’s independent data protection authority, the 

ICO, in 2004 was to confirm that ‘information that has as its focus something other than the 

individual will not be personal data’.  This has now been superseded by the ICO’s guideline34, 

issued in response to the opinion adopted by the Article 29 Working Party (WP 136), 

discussed above. This guideline takes a step by step approach on the question of whether 

data ‘relates’ to an individual, categorising data into that which is ‘obviously’ about an 

individual, and that which is ‘not obviously’ about a person.   

Where data is ‘not obviously’ about an individual it sets out a number of questions designed 

to assist data controllers when determining whether the data would be classed as 

personal, such as whether the data can be linked to an individual; the purpose of the 

processing i.e. is the information ‘to be used to inform or influence actions or decisions affecting an 

identifiable individual’; whether the data has any biographical significance in relation to the 

individual for example ‘information about an individual’s whereabouts or actions at a particular 

time’; whether the information focuses on the individual and finally  whether the data 

impacts or has the potential to impact on an individual.   

Biographical significance and focus were the issues discussed by the Court of Appeal in 

Durant.  However, it is clarified within the guidelines that one needs to consider these 

aspects ‘only where information is not ‘obviously about’ an individual or clearly ‘linked to them’’.   

Critics have suggested that the issue ought to have been referred to the European Court 

of Justice (ECJ) for a ruling for the purposes of harmonisation; however academics have 

considered that the Court of Appeal’s ruling in Durant was perhaps made on reasons of 

policy. 

 As Baker’35 states ‘Durant...and the Information Commissioner’s position may be understandable 

responses to ‘vexatious or serial complainants’ trying to use the Act as an alternative to third party 

disclosure.’ 

 
 
 
 
 
 
 
 
 
 
 

                                                 
34 ICO, “Data Protection Technical Guidance: Determining what is personal data,” Version 1. (21.08.07). 
35 Baker, R,K. “Offshore IT Outsourcing and the 8th Data Protection Principle – legal and regulatory requirements – with 
reference to financial service”, I.J.L. & I.T. 2006, 14(1) 1-27. 
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iii) Additional points  
 
 
 

 
 

 

 
Additional points to consider: 
 

• Data aggregation: Seemingly harmless pieces of information, that on their own may 
not be classified as ‘personal data’ collected over numerous SNSs, may together 
make up an extensive profile of not just personal data but also sensitive personal 
data.  

 

• Profile pictures.  Clearly significant information can be gleaned from a picture or name 
i.e. a profile picture will show whether an individual is black or white. Is this not 
information relating to a person’s ethnicity or race?  

 

• User Names: What assumptions can be made as to ethnicity and race when 
considering information submitted by a User named John Smith or a Sanjay Patel?  
Whilst many use pseudonyms, there are a large proportion of Users that don’t.  In 
fact Facebook, the friends social networking site, which for many is a means to 
locate and contact friends, encourages members to register using correct identities.   
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Question 3: What are the obligations imposed on data controllers under data 
protection legislation? 

 
The Data Protection Directive’s obligations are contained within Articles 6, 8, 10, 11, 12-15, 
17 and Article 25.  These have been implemented within the Data Protection Act 1998, 
forming the eight data protection principles.   
 
These are: 
 

1. Personal data shall be processed fairly and lawfully and, in particular shall not be 

processed unless- 

(a) at least one of the conditions in Schedule 2 is met, (refer to ANNEX 1) 
and 

(b) in the case of sensitive data, at least one of the conditions in Schedule 3 
(refer to ANNEX 1) is also met 

2. Personal data shall be obtained only for one or more specified and lawful purposes, 
and shall not be further processed in any manner incompatible with that purpose or 
those purposes.  

3. Personal data shall be adequate, relevant and not excessive in relation to the 

purpose or purposes for which they are processed. 

4. Personal data shall be accurate and, where necessary, kept up to date. 

5. Personal data processed for any purpose or purposes shall not be kept for longer 

than is necessary for that purpose or purposes.  

6. Personal Data shall be processed in accordance with the rights of data subjects 

under this Act.  

7. Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against accidental loss or 

destruction of, or damage to, personal data. 

8. Personal data shall not be transferred to a country or territory outside the EEA 

unless that country or territory ensures an adequate level of protection for the rights 

and freedoms of data subjects in relation to the processing of personal data. 
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LEGAL ANALYSIS  
 
(EU perspective and the law of England & Wales) 

 
First Principle - ‘Fair and Lawful Processing & Conditions for Processing’  
 
By virtue of this principle, data shall not be processed unless one condition contained 

within Schedule 2 is met (reproduced at ANNEX 1) and where sensitive data is being 

processed one condition contained within Schedule 3 (reproduced at ANNEX 1) must 

also be met. 

The Conditions 

Of the conditions contained within Schedule 2 there are two of general relevance to this 

project:  

a) Where the data subject’s consent to the processing has been obtained. This can 

be distinguished from the Schedule 3 consent condition, in that implied consent 

will suffice. 

b) Where the processing is necessary for the purposes of the data controller’s 

legitimate interests, except where the processing is unwarranted in any particular 

case by reason of prejudice to the rights and freedoms or legitimate interests of 

the data subject.  This condition is a balancing act between the interests of an 

organisation and the rights and freedoms of individuals. 

Under Schedule 3 the additional conditions of general relevance to this project are 

where:- 

a) The data subject’s explicit consent has been obtained.  

b) The processing is carried out in accordance with a body’s legitimate activities and 

that body ‘is not established or conducted for profit, and exists for political, 

philosophical, religious and trade-union purposes’ and the processing ‘is carried 

out with appropriate safeguards for the rights and freedoms of data subjects.’  

However the processing must relate only to the body’s members or to those that 

‘have regular contact with it in connection with its purposes and the processing 

does not involve disclosure to third parties without consent.’ 

c) The data has been made public as a result of steps deliberately taken by the data 

subject.  This is of particular significance, as there is much debate on whether 

information posted on social networking sites is considered to be information 

within the public domain.  A careful consideration of all the factors need to be 

considered such as the privacy settings stipulated by the User.  

It has been established that Policy Makers, the data controllers, will be processing 

personal data, much of which will be of a sensitive nature. Under the Data Protection 

Directive the processing of sensitive data is prohibited except where one of the 
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exemptions contained within Article 8(2) of the Directive apply.  These include the 

explicit consent condition, except where the laws of the Member State decide this is 

insufficient, where processing is undertaken in the course of the data controller’s 

legitimate activities as discussed above and also where the data has been made public by 

the data subject.  

Member States were permitted, for reasons of substantial public interest, to add to these 

exemptions, therefore each Policy Maker would need to consult national data protection 

legislation, to establish whether additional exemptions may be applied. 

Policy Makers, subject to the law of England and Wales, must when processing sensitive 

data comply with one condition from Schedule 2 and one condition from Schedule 3.  A 

number of combinations may be used if applicable, however the following combination 

of obtaining the data subject’s implied consent (Schedule 2 condition) coupled with the 

Schedule 3 condition of the data subject having made their data publicly available, 

requires some consideration, as it has particular relevance to this project. 

Whether Policy Makers would be able to rely on this combination is dependent upon the 

answer to the following questions. 

1. As the Policy Makers are not collecting data directly from the data subject but 

from SNSs; to what extent can Policy Makers point to the terms of use/privacy 

policies of SNSs as evidence of having obtained implied consent from the data 

subject? 

2. Has the data been made publicly available as a result of steps deliberately taken 

by the data subject? 

With regard to the first of these questions a look at the terms of use/service and privacy 

policies of the four SNSs reviewed would assist. 

Facebook’s privacy policy sets out how it may collect and use information.  With 

reference to Facebook’s privacy policy, some of the ways in which Facebook shares 

users’ information with third parties is where it believes that the user has permitted the 

sharing, to give search engines access to publicly available information (name, profile 

pictures and connections and other information set to Facebook’s ‘Everyone’ setting), or 

pre-approved third party websites and applications that use Facebook’s ‘platform’ at the 

time a user visits.  Concerning the latter Facebook only supplies ‘General Information’ 

about its users and requires that these websites or applications go through an approval 

process.  Facebook maintains a list of those pre-approved on its website.  The user has 

the opportunity to opt-out and also block all pre-approved websites and applications 

from obtaining this information.  General Information includes the user’s and the user’s 

friends names , profile pictures, gender, user IDS, connections and any content shared 

using the ‘everyone’ setting.  Information about the location of the user’s computer and 

age may also be supplied. 
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In addition when a user’s friend connects with an application or website or one of those 

pre-approved, these third party sites will be able to access the user’s name, profile 

picture, gender, user ID and information shared with ‘Everyone’; however it will only be 

allowed to use that content and information about the user in connection with that 

friend.  Facebook provides tools which control how a user’s information is shared when 

a friend makes these connections e.g. by limiting what information friends may make 

available to applications and websites or blocking specific applications and websites from 

accessing this information. 

There are a variety of ways in which Facebook shares information with third parties; 

however assuming the Consortium will not develop a separate application for Facebook, 

or that Policy Makers would not opt for the pre-approved route, this leaves us with the 

question of what information may be accessed by third parties using the other permitted 

methods and whether Facebook users have consented to such access. 

Facebook shares information where it believes that the user has permitted the sharing, so 

presumably it would assume consent where a user has failed to alter default privacy 

settings, which is generally Facebook’s ‘Everyone’.  In addition a user’s General 

Information may be shared with third parties (unless the user has taken steps to prevent 

this) when the user’s friend connects to an application or website. 

To what extent have Facebook’s users consented to the use of their data by third parties 

for whatever purpose through their use of this site?   Whether this would amount to 

implied consent is a matter of debate and some key factors to consider would include an 

awareness by users of Facebook’s default privacy settings, knowledge of Facebook’s 

privacy policy (i.e. it is probably surprising to many that their data may be shared when a 

friend connects to an application or platform website), as well as the general perception 

of the SNS.  In comparison to Twitter, it might be said that Facebook is perceived as less 

of a public broadcasting site, so many may remain ignorant to the extent to which their 

information is publicly available by default.    

Twitter’s terms of service state that through using Twitter a user agrees to the collection 

and use of their information as set out within their privacy policy.  Twitter’s privacy 

policy states that it may share or disclose non-private, aggregated or otherwise non-

personal information with others, however in addition it highlights that must of the 

information provided by Twitter users is information that will be placed in the public 

domain such as Tweets the metadata provided with Tweets, the lists created, the people 

followed, the Tweets marked as favourites or ReTweet etc. 

The terms do not provide an exhaustive list of non-private information, however any 

extraction of data must comply with Twitter’s API’s terms of service and it may be that 

use of Twitter’s API restricts what can and cannot be extracted.  It would therefore 

appear that Policy Makers may have a strong argument that in relation to data collected 

from Twitter (provided Policy Makers through the use of the Toolset respect users’ 

privacy settings) that users of Twitter have tacitly consented to their data being processed 

by others, in light of Twitter’s very clear privacy policy, although it would also depend 
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upon the purpose(s) for data are to be processed.  This does not obviate the need to 

supply data subjects with a fair processing information notice, which can be incorporated 

within an online privacy policy.  

YouTube’s terms of use allow public search engines to copy materials from its site, but 

for the sole purpose of creating publicly searchable indices, so this provision would not 

assist Policy Makers.  Its privacy policy states that in relation to content uploaded to their 

site, any personal information or video content that a user voluntarily discloses may be 

collected and used by others.  It specifically states that any videos submitted may be 

redistributed through the Internet.  In addition when opening a YouTube account, some 

information about the account and activity will be provided to other users of YouTube.  

A YouTube user may control the information available to other users by editing default 

settings.  

In relation to videos uploaded and profile information, YouTube makes it clear that 

these will be publicly disseminated.   

Delicious’s privacy policy states that unless required by law, it will not share a user’s 

personal information, IP address and usage information, with third parties, except with 

the user’s consent or in an aggregate or anonymous form.  Delicious allows its users to 

mark their content.  If marked private this restricts access and use of content to only 

those explicitly granted access to.  This being the case where a Delicious user has marked 

their content as ‘public’, by doing so can it not be implied that the user has tacitly 

consented to third party use? 

The second question raised is a matter of debate.  Is it enough to say that the User has 

not altered their privacy settings from the default settings so this ought to imply they 

have taken deliberate steps to make their information public?  Perhaps, but what 

percentage of Facebook users are aware that the ‘Everyone’ setting means that everyone 

including people off of Facebook can access and use that information and associate it 

with the user? How many Facebook users are aware that their General Information is 

shared with third parties when friends connect to an application or platform website?  

Furthermore consider a situation where a SNS amends its privacy settings, making 

information of Users publicly available?  The public’s perception of a SNS would also be 

a factor to consider, for example Twitter is considered to be a public broadcasting 

platform. Its terms of use particularly highlight that ‘what you say on Twitter may be 

viewed by other users all around the world instantly.’   

It is clear that there is no one size fits all answer, as whilst it would be less problematic to 

rely on the implied consent combination with certain SNSs with others it is possibly 

contentious.  Furthermore, when considering the ethics of collecting and analysing Users’ 

data for purposes they have not explicitly agreed to, coupled with the ability to aggregate 

information and build profiles on Users, this only increases the level of uncertainty and 

hence risk to Policy Makers.   A more defensive stance would be for Policy Makers to 

seek explicit consent of Users.  
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What is meant by fair and lawful processing?  

When considering the fairness aspect, the Data Protection Act stipulates that ‘regard is to 

be had to the method by which they [data] are obtained, including in particular whether 

any person from whom they are obtained is deceived or misled as to the purpose or 

purposes for which they are to be processed.’   

The ICO is of the opinion that data will not be fairly processed unless the individual has, 

in addition to the obvious purpose or purposes, been informed of the ‘non-obvious’ 

purpose or purposes for which it is required.  

The Information Commissioner states that a data controller is not permitted to simply 

hold the data indefinitely.  In so far as practicable the data controller must ensure that the 

data subject has access to fair processing information ‘before the relevant time or as soon as 

practicable after that.’  

This may be done by means of a fair processing information notice discussed below, 

which must be provided to the data subject at the ‘relevant time’. 

Relevant time will generally be the time that the data controller first processes the data, 

or if it is to be disclosed to a third party at the time of disclosure, or within a reasonable 

period of the data controller becoming aware that the data is to be disclosed.  The 

Information Commissioner concludes ‘the data controller must inform the data subject before a 

reasonable period has elapsed,…unless the data are received from another data controller who provided 

the data subject with all information relating to the new data controller before passing the information 

on.’  

This is of particular importance as generally the data collected through the Toolset will 

not be data obtained directly from the data subject, but extracted from SNSs, so received 

from another data controller.   

Article 11 of the Data Protection Directive is the relevant provision dealing with 

information not obtained directly from the data subject.  It states that Member States 

shall provide that the data controller must provide the data subject with at least the 

following: 

a) the identity of the controller (this refers to the third party data controller) 

b) the purposes of the processing 

c) any other information such as: 

• the categories of the data concerned 

• the recipients or categories of recipients 

• the existence of the data subjects rights granted under the legislation i.e. 
right of access etc; 
 

except where this information has already been supplied to the data subject by the third 
party or where to do so would involve a ‘disproportionate effort’ on the data controller. 
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The privacy policies of SNSs contain rather general provisions concerning disclosures to 

third parties, which fall some way short of the minimum details set out above.  Policy 

Makers would therefore need to consider whether the effort of contacting the data 

subject would be disproportionate, (‘disproportionate effort’).  Unfortunately there is no 

guidance on the definition of ‘disproportionate effort’ within the legislation, but this will 

undoubtedly involve a balancing act between the time and expense to the data controller 

and the prejudice to the data subject in not receiving this information.   

Where extensive profiling is being undertaken by Policy Makers, it is likely that the 

prejudice to the data subjects will outweigh the ‘disproportionate effort’ to the Policy 

Maker in supplying this information.  In such a situation the Policy Maker ought to 

provide data subjects with a fair processing information notice, preferably at the point of 

processing, but in any event as soon as possible following the collection of Users’ data 

from SNSs.    

Turning to the issue of lawfulness, this has not been defined within the Act.  The 

Information Commissioner does provide some guidance stating that a data controller 

‘must comply with all relevant rules of law….relating to the purpose and ways in which the data 

controller processes personal data.’ The ICO further lists a number of particular areas of law.  

These are:- 

 
(a) Confidentiality arising from the relationship of the data controller with the data 

subject. 

(b) The ultra vires rule (i.e. where a company undertakes an act that is outside of its 

powers or purposes as set out within its Memorandum of Association) and the 

rule relating to the excess of delegated powers, under which the data controller 

may only act within the limits of its legal powers. 

(c) Legitimate expectation, that is, the expectation of the individual as to how the 

data controller will use the information relating to him. 

(d) Article 8 of the European Convention on Human Rights (the right to respect for 

private and family life, home and correspondence. 

Second Principle –Specific purpose or purposes condition 

This principle deals with situations where a data controller obtains information for one 

purpose, but then uses it for another.  The need to specify all the purpose or purposes 

for which data are processed is reinforced by this principle.  

Fulfilling this obligation may be achieved either by means of a specific provision or 

provisions to this effect contained within the fair processing information notice or by 

notification to the Information Commissioner.  Please note that with the latter approach 
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one would still need to satisfy the fairness approach of the first principle, i.e. provide the 

data subject with fair processing information. 

Third, Fourth & Fifth Principles – Relevancy, accuracy, updating and retention 

These principles relating to the relevancy, adequacy, accuracy and updating of data as 

well as data retention periods are closely linked. 

Whether the information in the possession of the data controller can be held to be 

inadequate, excessive or irrelevant to the purpose(s) for which it was collected depends 

upon the circumstances of each case.   

The Information Commissioner states that ‘it is not acceptable to hold information on the basis 

that it might possibly be useful in the future without a view of how it will be used’. 

Looking at the fourth principle which deals with data accuracy, the Act states that a data 

controller will not fall foul of this obligation if the inaccurate data arises from accurate 

information supplied by the data subject or third party where the data controller has 

taken reasonable steps to ensure the accuracy of that data and if the data subject has 

notified the data controller of inaccuracies, the data indicates that fact.  

The opinion of the Information Commissioner is that the data controller needs to take 

steps of a reasonable nature to confirm the accuracy of the information obtained.  It is 

not enough to rely on the fact that the data has been provided by the data subject or a 

third party.  As to what is reasonable would depend on the circumstances of each case; 

however it is likely to involve a consideration of the cost involved in terms of both time 

and money. 

The updating requirement, need only be carried out ‘where necessary’, so where data are 

used as a record of dealings between the data subject and data controller updating would 

not be appropriate.  

The fifth principle deals with retention periods.  There are no specified categories of time 

limits under either the Directive or Act, but what is clear is that data should not be kept 

for longer than is necessary.  Again the data controller would be required to take a pro-

active approach, regularly reviewing personal data under their control and erasing 

information that is no longer required for their purpose or purposes. 

Sixth Principle – Processing in accordance with data subjects’ rights 

The Directive and Act provides rights to individuals in respect of data held about them 

by data controllers.  These rights include subject access to information held about a data 

subject and in certain circumstances in relation to information held in respect of another 

person, prevention of processing for direct marketing purposes, and the prevention of 

processing causing damage or distress.  The basis of this principle is that a data controller 

must not process personal data which would be incompatible with these rights. 

Seventh Principle – Implementation of technical & organisational measures 



CHAPTER 3 – PRIVACY 
 

 

 45

This places an obligation on the data controller to adopt adequate security measures to 

prevent unauthorised or unlawful processing of personal data and to guard against 

accidental loss or destruction of, or damage to the data. 

According to the Directive these measures of an organisational and technical nature are 

to be undertaken both at the time of design as well as at the time of processing.   

The Article 29 Working Party together with the Working Party on Police and Justice 

produced an opinion on the future of privacy (WP 168), following the European 

Commission’s consultation on whether the current legal framework on data protection is 

still adequate, in light of advances in technology and globalisation. It concluded that 

whilst the main principles of data protection can be validly applied, it would be desirable 

to ‘renovate the framework’ through the introduction of new principles such as privacy 

by design and accountability. 

The concept of ‘privacy by design’ is strongly advocated, with the need to implement 

privacy enhancing technology.  Certainly the steps contained within the project proposal 

such as minimising data collection, using pseudo-anonymisation techniques, access 

control as well as maintaining a record of data access and processing operations would be 

looked on favourably.   

Eighth Principle – Transfer outside of the EEA 

The Directive and the Act restricts transfers of data to countries outside of the EEA, 

except in a number of permitted circumstances.   

The most relevant to this project are:- 

• Transfers to safe countries. 

• Transfers to the US under the Safe Harbor scheme. 

• The use of model contract clauses. 

• Consent of the data subject. 
 
The above is discussed in further detail at question 4 below. 

Where information is published on the internet this does however raise the question of 

when does a transfer occur?  

The European Court of Justice (ECJ) considered this matter in Bodil Lindqvist v 

Kammaraklargen36, in particular whether a transfer of data had been made to a country 

outside of the EEA (third country) where personal data was loaded onto an internet page 

by an individual of a Member State.  It was held that no such transfer occurs ‘..where an 

individual in a Member State loads personal data onto an internet page which is stored on an internet 

site on which the page can be consulted and which is hosted by a natural or legal person who is established 

in that State or in another Member State, thereby making those data accessible to anyone who connects to 

                                                 
36 European Court of Justice Case C-101/01 6 November 2003. 
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the internet, including people in a third country’.  A transfer was only deemed to have occurred 

where the internet page was actually accessed by a person in a third country. 

The ICO has produced a guideline on the eighth data protection principle 37  which 

suggests ‘..in practice, data are often loaded onto the internet with the intention that the data be accessed 

in a third country, and, as this will usually lead to a transfer the principle in the Lindqvist case will not 

apply in such circumstances.’ 

Notification Requirements 

Pursuant to the Directive, data controllers will be required (unless the processing is 

exempt from notification) to notify the relevant data protection supervisory authority 

before processing any personal data.  Both the Directive and Act state that unless the 

data controller is exempt it is a criminal offence to process personal data without 

notification (Article 18(1)).  

 

 

 

                                                 
37 ICO “The eighth data protection principle and international data transfers: The Information Commissioner’s recommended 
approach to assessing adequacy including consideration of the issue of contractual solutions, binding corporate rules and Safe 
Harbor, Version 3.” 17.12.08. 

Question 4: How can data controllers best ensure compliance?  
 
The Article 29 Working Party and ICO have issued numerous guidelines on the principles 
discussed above. These guidelines look at amongst other things: 
 

• Obtaining consent from data subjects at the point of processing, through the use 
of opt-out and opt-in clauses 
 

• Providing comprehensive well drafted fair processing information notices which 
stipulate both the obvious and non-obvious purpose or purposes for which 
personal data will be processed 

 

• Implementing security measures of both a technological and organisational 
nature.  This will include the use of privacy enhancing technology such as data 
collection minimisation, access control, pseudo-anonymisation techniques and 
provenance trails; a risk assessment of premises, staff training measures and 
security risks in relation to portable media and access to computers within the 
organisation.   
 

• The permitted circumstances for transferring personal data outside of the EEA. 
Reliance on the derogations contained within the data protection legislation, in 
particular the consent of the data subject has received much criticism from both 
the Article 29 Working Party and the ICO. 

 

 

 



CHAPTER 3 – PRIVACY 
 

 

 47

 
BEST PRACTICE GUIDANCE:  
 
(from the Article 29 Working Party and ICO) 
 
Obtaining consent 

Policy Makers should start by analysing the data they are processing.  Where it is 

considered that the data is not of a sensitive nature, implied consent will suffice.  In 

practice organisations may find it an arduous task to distinguish between personal data 

and sensitive data and to then implement two separate procedures.  Where it is certain 

that at least some of the data processed would be sensitive data, such organisations may 

decide to treat all data as sensitive. 

Where sensitive data is being processed one condition from Schedule 2 and one 

condition from Schedule 3 must be met.   

A number of combinations may be applied, for example, obtaining implied consent from 

the data subject, in satisfaction of a Schedule 2 condition, coupled with the Schedule 3 

condition of publicly available data.  This has been discussed in detail above and in light 

of the numerous uncertainties that this throws up, it is recommended that a more 

defensive approach be adopted, whereby Policy Makers seek explicit consent from the 

data subject. 

The issue of obtaining explicit consent, is still nonetheless problematic and the ICO and 

the Article 29 Working Party have warned against relying solely on the consent category, 

both emphasising the importance of obtaining informed consent from the data subject.  

Uncertainty would bring the validity of any consent obtained into question.   

The Information Commissioner considered that ‘the adequacy of any consent or purported 

consent must be evaluated.  For example consent obtained under duress or on the basis of misleading 

information will not be a valid basis for processing.’    

It is clear that a data subject must fully understand what he is consenting to. Therefore 

lengthy privacy notices, full of legal jargon are unlikely be adequate.  

The Act does not provide a definition of ‘data subject’s consent’ it is defined within the 

Directive as ‘..any freely given specific and informed indication of his wishes by which the data subject 

signifies his agreement to personal data relating to him being processed.’   

Where consent is the condition to be relied upon, it might be obtained by means of a 

comprehensive notice stipulating the purpose or purposes for which the data is to be 

processed, with an opt-in box that may be ticked by the data subject.  In addition, 

maintaining records of explicit consent would be considered good practice, as data 

controllers may be required to produce these records as evidence to a data protection 

authority.   

Opt-Out and Opt-In 
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There has and continues to be much debate over the merits of ‘opt-out’ and ‘opt-in’ 

clauses. 

Essentially opt-out clauses assume an individual’s consent to receiving information from 

an organisation, or for that person’s data to be used in a particular way, unless the data 

subject ticks the relevant box next to the clause effectively opting out.  An opt-in clause, 

typically specifies the purpose or purposes for which the data controller wishes to use the 

data subject’s information and requests consent from the data subject by requiring that 

individual to tick a box next to the clause.  Pre-ticked boxes should be avoided. 

The Data Protection Tribunal made it clear in British Gas Trading Limited v The Data 

Protection Commissioner 38  that obtaining consent by means of opt-out clauses was 

satisfactory but that consent could not be assumed from customers’ inaction. In this case 

British Gas sent out leaflets with their customers’ quarterly bills. These leaflets stated that 

British Gas wished to pass on customers details to companies within its Group for the 

promotion of products.  Customers were requested to return the tear off slip at the 

bottom of the leaflet if they did not wish to receive information about these products.  A 

customer’s consent was assumed to the processing of their data, if none was received.   

Fair Processing Information 

To ensure compliance with the first and second principles care should be taken when 

drafting these notices.  Where a data controller seeks to use information for a purpose or 

purposes not stipulated within the fair processing information notice, such processing 

would breach data protection legislation. 

It is usual for this information to be incorporated within privacy policies.   The 

Information Commissioner states that the size position and layout of such notices must 

be sufficient to draw the individual’s eye to it.  The privacy policy incorporating the fair 

dealing information is usually coupled with opt-out or opts-in boxes discussed above. 

The ICO has provided some guidance on what should be included within the fair 

processing information such as:- 

a) the identity of the data controller or if a representative has been nominated the 

identity of the representative; 

b) the purpose or purposes for which the data are intended to be processed, and; 

c) any further information which is necessary, taking into account the specific 

circumstances in which the data are to be processed, to enable processing in 

respect of the data subject to be fair. 

Relevancy, accuracy and retention periods 

Procedures must be put in place to ensure compliance with principles 3 -5 inclusive.   

                                                 
38 [1998] Info.T.L.R. 393, Data Protection Tribunal. 
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Guidance from the Information Commissioner suggests data controllers consider the 

following:- 

• the number of individuals on whom information is held; 

• the number of individuals for whom it is used; 

• the nature of the personal data; 

• the length of time it is held; 

• the way it was obtained; 

• the possible consequences for individuals of the holding or erasure of the data; 

• the way in which it is used; 

• the purpose for which it is held. 

Access Requests 

Procedures would also need to be put in place to ensure a data subject’s request to access 

records is dealt with promptly and effectively.  This has been discussed in detail at 

Question 6 below. 

Security Measures 

Both the Article 29 Working Party, and the ICO have produced guidance on effective 

security measures. 

The opinion adopted by the Article 29 Working Party (WP 168) stressed amongst other 

things that consideration at the design stage should include providing the data subject 

with more control over their data so ‘possibilities regarding consent and objection should be 

supported by technological means’; transparency, in that the subject should be provided with 

adequate information concerning the ‘means of operation of the systems. Electronic 

access/information should be enabled’; use limitation in the area of virtually connected 

systems i.e. cloud computing, data warehouses. These systems ‘have to guarantee that data 

and processes serving different tasks or purposes can be segregated from each other in a secure way’; 

confidentiality in that ‘only authorised entities have access to personal data’ and data 

minimisation so that the minimum amount of personal data is collected as possible  

The ICO’s good practice note refers to organisational measures, as well as staff, physical 

and computer measures.  It recommends for small and medium sized businesses that an 

organisation’s starting point should be assessing the personal data itself to determine how 

valuable, sensitive or confidential it is and hence the level of security required.  In terms 

of organisational measures, it suggests amongst other things, to ensure that an overall 

security policy is in place, that there is a procedure for investigating security incidents, to 
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establish who has access to the organisation’s premises and to ensure that security 

measures are periodically undertaken.   

Turning briefly to the issue of staff, reasonable steps ought to be taken by the data 

controller to ensure the reliability of their employees.  As the ICO commented a high 

proportion of security incidents are shown to be staff related.  The good practice note 

suggests amongst other things undertaking appropriate reference checks at the 

recruitment stage, to stipulate within employment contracts what employees may and 

may not do with personal information they handle and to train staff in relation to their 

responsibilities when handling personal data, (particularly in relation to confidential and 

sensitive data), as well as the need to properly identify individuals.    

The physical measures pinpointed by the ICO, primarily relate to the security of the 

premises, but it does highlight the need to dispose properly of unwanted paper records 

containing personal data by shredding.  Finally in relation to computer security, it 

recommends that an organisation assesses how the operation of their computer systems 

are managed; control of access to the computer systems, with adequate password 

strength; security risks in relation to laptops and portable media; procedures relating to 

the secure deletion of information held on computers, backing up information as well as 

security measures protecting against malicious software. 

Should a security breach occur the ICO has issued further guidance to assist 

organisations.  It considers that there are four main areas to any breach management plan; 

containment and recovery; assessment of ongoing risk; notification of breach; and 

evaluation and response.  It should be pointed out that there is no legal requirement to 

notify the ICO of a breach, but it is the Information Commissioner’s opinion that 

‘serious breaches’ be reported to the ICO.  Whilst the term ‘serious breaches’ is not 

defined, there is a guidance note pertaining specifically to this area.   

When deciding whether a breach ought to be reported the data controller must assess the 

potential harm to data subjects as a result of the breach.  This is considered by the ICO 

to be the overriding consideration and ‘where there is significant actual or potential harm as a 

result of the breach, whether because of the volume of the data, its sensitivity or a combination of the two, 

there should be a presumption to report.’  Conversely where the risk of harm is insignificant, for 

example where the data was encrypted, notification would likely be considered 

unnecessary, depending on the circumstances of the case. 

Transfers outside of the EEA 

Before Policy Makers transfer data outside of the EEA, consideration must be had to the 

circumstances permitted by data protection legislation and the most appropriate method 

applied.   

Safe countries 

Some countries are deemed by the European Commission to provide an adequate level 

of protection, in which case no further action would be required of the ‘data controller’ 
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Unfortunately to date only a handful of countries have been approved, namely Argentina, 

Guernsey, Isle of Man, Switzerland Jersey and recipients in Canada subject to the 

Canadian Personal Information Protection and Electronic Act.  

Safe Harbor 

With regard to transfers to the US, there is an arrangement in place (‘Safe Harbor’) which 

permits the transfer of data from the EU to the United States in circumstances where the 

US importing organisation has Safe Harbor status.  There are number of ‘Safe Harbor’ 

principles which US organisations, wishing to import EU data are required to either self 

–certify compliance with and thereafter self-regulate, or join a privacy or trust seal 

association.  Telecommunication companies and financial institutions are not covered by 

this scheme.  A full list of US companies that have signed up to the Safe Harbor regime 

can be found at www.export.gov/safehrbr/list.aspx.  The EU Commission has in recent 

years been critical of the safeguards offered by these companies in practice. 

O’Donoghue and Nicholson 39  comment that as at December 2006 less than 1,100 

companies had signed up to the regime and of those only 900 were certified participants.  

It considers that one of the reasons for the low numbers is ‘..the nature of the dispute 

resolution and enforcement requirements of the programme.’ As the model contract clauses 

discussed below require compliance with EU data protection laws as does the 

programme, the Safe Harbor regime ‘..adds the potential for additional penalties to the process.  

For example, a company’s failure to abide by the Safe Harbor principles might be considered exceptive 

and actionable by the FTC, which has the power to seek administrative orders and civil penalties of up to 

$12,000 per day.’  

Another reason discussed in their article is that annual re-certification requires the 

organisation to confirm that the information submitted to the Department of Commerce 

is still accurate and an officer to certify continued adherence to the Safe Harbor 

principles, furthermore misrepresentations of any information submitted may be 

actionable under the False Statements Act. ‘The re-certification process adds effort and risk over 

and above that necessary to implement and comply with the [model contract clauses].’ 

Model Contract Clauses 

Where the above methods cannot be applied, another approach approved by Article 26(2) 

of the Directive is the use of ‘appropriate contractual clauses’ between the data controller 

and service provider for the purposes of safeguarding the rights and freedoms of data 

subjects.  The European Commission has approved three sets of model clauses, which 

whilst cannot be modified, may be included within a contract.  

Set I relates to transfers between an exporting controller and importing controller.  

Liability under this clause is joint and several, making the exporting controller liable to 

                                                 
39O’Donoghue, C.F.  and Nicholson, N.L, “Transferring personal data outside the EEA: the least worst solution” 
C.T.L.R. 2007, 13(2) 66-69. 
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the data subject for breaches by the data importer.  Understandably Set I has not proved 

popular.   

Set II again relates to controller to controller transfers, but is considered more 

commercially viable, as a data subject can only enforce its rights against the infringing 

data controller. That is not to say that, if the importing controller is in breach, a data 

subject may not have any recourse against the exporting controller as it does undertake 

to use reasonable endeavours to ensure that the importing controller is complying with 

its obligations.  As O’Donoghue and Nicholson point out in their article, ‘Set II 

incorporates a due diligence regime’, which needs to be taken seriously as ‘..[i]n the event that the 

data exporter does not use reasonable efforts and the data importer infringes the Directive the data subject 

may in those circumstances proceed directly against the data exporter.’ This may cause some 

difficulties as ‘..not all data importers will relish the requirement to submit their data protection 

structures to a data exporter’s due diligence investigation.’  They also refer to Set II’s one month 

time limit imposed upon data exporters in which they are required to take appropriate 

action against the data exporter for any alleged breach.  Failure to do so will leave the 

exporter open to direct action by the data subject.  

 Set III refers to transfers made between controller and processor.  The data exporter 

remains liable to the data subject for any infringements except in very limited 

circumstances.   A recent decision of the EU Commission on 5 February 2010 revised 

the provisions of Set III.  These amendments are to be applied from 15th May 2010.   

The revisions primarily deal with the issue of subcontracting, where importing processors 

transfer data to third party processors and where the importing processor and third party 

processor(s) are situated outside of the EEA.  They impose additional obligations on 

parties such as a duty on the data importer not to make third party disclosures of that 

data without the prior written consent of the data controller and that the written contract 

made between the importing processor and each sub processor should ‘only consist of 

the operations agreed in the contract between the data exporter and the data importer 

incorporating the standard contractual clauses provided for in [the] Decision’.  The data 

processor will remain fully liable to the controller should the third party processor fail to 

observe and perform its contractual data protection obligations.  

The Decision also clarifies that the contract should be governed by the law of the 

country in which the data exporter is established, furthermore a data subject can bring a 

claim against a sub processor in respect of its data processing operations, in the event 

that both the controller and processor have disappeared, ceased to exist in law or have 

become financially insolvent.  

Furthermore the amendments allow data protection authorities to step in ‘to audit data 

importers and sub-processors and, where appropriate take decisions which are binding 

on data importers and sub-processors.’  This action should only be taken in 

circumstances ‘where the data exporter fails in its obligation to instruct a data importer 

properly,’ and where there is an ‘imminent risk of grave harm to the data subjects.’ 

Consent of the data subject 
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There are also a number of derogations at 26(1) of the Directive, one of those being the 

consent of the data subject. Nevertheless, it is the opinion of the Article 29 Working 

Party (WP 114)40 that the derogations ‘...make it substantially easier to transfer personal data to a 

third country ’, as the exporting organisation ‘..neither has to make sure that the recipient will 

provide adequate protection nor usually needs to obtain any kind of prior authorisation for the transfer 

from the relevant authorities..’  It further considers that the derogations were ‘..designed to deal 

with a limited number of situations in which an exemption from the “adequacy” requirement for third 

country transfers was considered to be appropriate’.  Reference is made to their previously 

adopted opinion (WP12)41 which states that ‘[t]hese exemptions, which are tightly drawn, for the 

most part concern cases where risks to the data subject are relatively small or where other interests (public 

interests or those of the data subject himself) override the data subject’s right to privacy. As exemptions 

from a general principle, they must be interpreted restrictively.’   

It is for the above reasons that obtaining a valid consent may prove more difficult than 

immediately apparent. The consent must be clear and unambiguous, a positive act that 

excludes any system where the right to object occurs after the transfer has taken place.   

The consent must also be specific, informed and freely given.  On this issue the 

Information Commission states that ‘..the data subject must have a real opportunity to withhold 

their consent without suffering any penalty, or to withdraw it subsequently..’ and further adds that in 

cases where repeated or structural transfers to third countries are to be made consent  is, 

for these reasons, ‘..unlikely to provide an adequate long-term framework for data controllers..’. 

With regard to obtaining consent on Internet sites the Working Party does recommend 

the use of ‘..boxes to be ticked by the data subject as an indication of his prior consent’ but considers 

that pre-ticked boxes will not be ‘..a clear and unambiguous indication of wishes’ and hence 

would not be a valid consent. 

Under Article 4, EU law is applicable to data processing where either the data controller 

is established in the EU or is using equipment within the EU, however the opinion 

adopted by the Article 29 Working Party (WP 168) considers that it is not always clear 

whether EU law is applicable or even which Member State law is applicable in certain 

circumstances.  This is one of the issues considered at the Working Party’s recent 

meeting.   

The above methods must be carefully considered when determining which approach to 

take.  For example, a Policy Maker may wish to transfer data to a US Policy Maker for 

the purposes of analysis and comparison.  In such a scenario the US importing 

organisation would be classed as a controller and the transfer would be seen as a 

controller to controller transfer.   It has been made clear by the Article 29 Working Party 

and Information Commissioner that the derogations are to be strictly applied, so on this 

basis consent should be the data controller’s last option.  The preferred approach would 

                                                 
40 Article 29 Working Party, “Working document on a common interpretation of Article 26(1) of Directive 95/46/EC 
of 24 October 1995 adopted on 25 November 2005.” 
41 Article 29 Working Party,“Working document on transfers of personal data to third countries: Applying Articles 25 
and 26 of the EU data protection directive adopted on 24 July 1998”. 
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be to consider whether the importing organisation has Safe Harbor status and if not 

whether the model contract terms can be incorporated within a contract.    

This is not to say that a transfer which satisfies the eighth principle can be made in 

breach of any of the other data protection principles.  Particular reference is made to the 

first and second principles, whereby the data subject must be informed of the purpose or 

purposes for which the data is to be used, and which prohibits data collected for one 

purpose to be used for another.   

This again emphasises the need for careful drafting of the fair processing information 

notice; failure to include a purpose within the notice will necessitate the data controller 

reverting back to the data subject for consent before that individual’s information can be 

lawfully processed for that additional purpose.   

Notification 

In the UK the register is maintained by the ICO and notification must include the 

registrable particulars, such as the details of the data controller, the purpose of 

processing, the intended recipients of the data and if a public authority a statement to 

that effect, a list of countries outside of the EEA to which the data may be transferred 

and a statement that certain data are exempt from notification (if applicable).  In addition 

the notice must provide a general description of the measures to be adopted to ensure 

compliance with the seventh principle.  An annual fee will also be payable.   
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BEST PRACTICE GUIDANCE: 
 
(from the Article 29 Working Party and ICO) 
 
The use of cloud technology as discussed within the project will at some level or other 

require the involvement of third party service providers. 

To recap cloud computing is a model for enabling convenient, on-demand network 

access to a shared pool of configurable computing resources (e.g. networks, servers, 

storage, applications, and services) that can be rapidly provisioned and released with 

minimal management effort or service provider interaction42.  

Whilst undoubtedly this model has its advantages in terms of scalability, flexibility and 

costs, the concept of data portability is somewhat at odds with data protection principles 

                                                 
42 NIST.  The NIST Definition of Cloud Computing version 15 produced by Peter Mell and Tim Grance 
published by the U.S. Government's National Institute of Standards and Technology full document can be 
accessed at http://csrc.nist.gov/groups/SNS/cloud-computing/. 
 
 

Question 5:  Are there additional obligations on data controllers when transferring 
‘personal data’ to third party service providers? 

 
Whilst the data protection legislation does not place additional obligations per se on data 
controllers using third party service providers, there are a number of issues that require 
consideration, such as. 
 

• Will the transfer to a third party service provider involve a controller to controller 
transfer or a controller to processor transfer? 
 

• If the third party service provider is classed as a data controller, then that service 
provider, if operating within the EU, must comply with data protection legislation. 
 

• Cloud service providers often transfer data to other service providers, which begs the 
question of where is the data stored?  
 

• The above point needs to be considered particularly in light of the eighth principle 
which restricts transfers of personal data outside of the EEA. 
 

• Where a third party service provider is merely acting on the instructions of a ‘data 
controller, the controller assumes legal responsibility for the actions of the service 
provider.  An assessment of the third party’s security measures should be undertaken to 
ensure compliance with the seventh principle. 

 

• Policy Makers should bear in mind the Public Procurement Directive, which governs the 
purchase of goods, services and public works by governments and public utilities 
‘contracting authorities’.  
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and sufficient care must be taken by the data controller to ensure that the rights and 

freedoms of data subjects are not adversely affected through the use of such services.   

Data controllers or data processors? 

The first question that ought to be considered by data controllers is: 

Would cloud service providers be classed as ‘data controllers’ or ‘data processors’? 

This report has already discussed the distinction between data controllers and data 

processors and the same considerations would be applied here; however to recap in 

simple terms, where an organisation is a separate legal entity from a data controller and 

merely acts on the instructions of a controller, it is likely that the organisation would be 

considered a data processor.   

Nevertheless as has been discussed and highlighted by the Article 29 Working Party’s 

opinion (WP 168) Web 2.0 technologies and cloud computing are blurring the distinction;  

Nauwelaerts and le Bousse 43 consider an example where a cloud service provider would 

be considered a data controller, in circumstances where the provider analyses data for 

behavioural advertising.   

Should a third party service provider be classed as a ‘data controller’, operating within the 

EU, that provider must also comply with data protection legislation. 

Location of Data 

It is often the case with cloud service providers that the data received by them is 

transferred to other service providers, some of whom may be outside of the EEA.  So 

even where a data controller has been careful not to invoke the obligations contained 

within the eighth principle by contracting with a cloud service provider operating within 

the EEA, it may still find itself in breach, where that cloud service provider has sub-

contracted its obligations to a service provider outside of the EEA.  

Such a situation would need to be dealt with by way of contractual terms within the 

service contract.  Alternatively, data controllers may well consider that it is in their best 

interest to use cloud service providers outside of the EEA, in which case they would be 

able to utilise the revised Set III model clause (See pg. 52), approved by the European 

Commission.   

Security Measures 

The ICO’s good practice note particularly mentions the use of third party organisations 

for processing personal information.  The data controller assumes legal responsibility for 

the actions of the data processor in relation to the personal data transferred by the 

controller to the processor.  In short a claim may be brought by a data subject against the 

data controller as a result of a data processor’s lax security measures.  The ICO states 

                                                 
43 Nauwelaerts, W. and Le Bousse, P., “Cloud Bursting”. 
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that there must be a contract in place between the controller and processor which makes 

it clear what the processor is allowed to do with the information transferred to it; 

stipulates that the processor has adequate and effective security measures ‘that are the 

equivalent of those you would need if you were doing the job for yourself’.  Furthermore, the data 

processor should provide guarantees in relation to their security measures.   

It is clear that use of third party service providers will require an analysis of their security 

measures and perhaps a comparison of the measures adopted by different service 

providers. Where such a comparison has been undertaken it would be a matter of good 

practice to file the results as well as any reasons for choosing a particular service provider 

over another.  For Policy Makers this may need to be done as part of the public 

procurement process as discussed below.   

Other recommendations highlighted by Nauwelaerts and le Bousse 44relate to security 

measures, primarily privacy enhancing technology such as ‘encryption techniques applicable by 

default, data minimising applications to ensure that data is only stored or otherwise processed if necessary 

and purging or anonymisation of data bases.’ 

Halliday and Dollery put forward some practical points in their article entitled ‘Beyond 

the Cloud’45  in relation to the obligation placed on data controllers pursuant to the 

seventh principle ‘[t]here are a couple of key challenges from the point of view of meeting this basic 

obligation.  The first that there is inherently no ‘one size fits all’ answer to what appropriate security is in 

any circumstances – any service which is based on one to many and on demand utility is fundamentally 

less likely to meet the required standard for all.  Second, and for the same underlying reason, service 

providers are very unlikely to want to assume any significant risk in this area.’  

An added difficulty Policy Makers face when seeking to procure services is that public 

procurement is subject to a number of regulations. In particular two EC directives: the 

Public Sector Directive (2004/18)46 and the Utilities Directive (2004/17/EC)47.  

The Directives are based on the principles of transparency, non-discrimination and 

competitive procurement, and its procedures are aimed at facilitating the achievement of 

value for money for taxpayers. 

The Public Contracts Regulations 2006 as amended by the Public Contracts 

(Amendments) Regulations 2009 transposed the Public Sector Directive into the law 

of England and Wales and is discussed briefly below.  

The Regulations apply to contracting authorities seeking to procure goods, works and 

services, where the estimated value of such contracts (net of VAT) equals or exceeds 

relevant financial thresholds.   

                                                 
44 Refer to footnote 43 
45 Halliday, D. and Dollert, S. “Beyond the Cloud”, Comms. L. 2009, 14(3), 77-79. 
46Directive 2004/18/EC of the European Parliament and the Council of 31 March 2004 on the 
coordination of procedures for the award of public works contracts, public supply contracts and public 
service contracts  
47 Directive 2004/17/EC of the European Parliament and of the Council of 31 March 2004 coordinating 
the procurement procedures of entities operating in the water, energy, transport and postal services sectors 



PART II – A GENERAL LEGAL AND ETHICAL CONTEXTUAL ANALYSIS BY AREA 
 

 

 58

A ‘contracting authority’ is defined at section 3 of the Regulations and includes 

government departments, local authorities, both Houses of Parliament, and any entity 

specified within Schedule 1 to the Regulations.   The users of the Toolset are almost 

certainly caught within this extensive list. 

Where Policy Makers are looking to contract with a third party service provider the 

procedures as implemented within each Member State must be followed. 

Under the Regulations services are categorised as either Part A or Part B.  Computing 

and related services fall under the Part A service category.  This means that the full 

Regulations apply.  Only particular provisions of the Regulations apply to Part B services.  

For the period beginning 1 Jan 2010 to 31 December 2011, the minimum financial 

threshold (with some exceptions) for services procured by entities contained within 

Schedule 1 of the Regulations is 125,000 Euros. Where the exceptions apply (i.e. Part B 

services, research and development services and some telecommunications services) the 

limit is 193,000 Euros. 

For other public sector contracting authorities the limit is 193,000 Euros. 

There are number of provisions concerning how the total value of the contract is to be 

estimated, but only a few have been set out below. 

Where a total price is not indicated the estimated value shall be: 

(a) the aggregate of the value of the consideration which the contacting 

authority expects to be payable under the contract if the term of the 

contract is fixed for 48 months or less; or 

(b) the value of the consideration which the contracting authority expects to 

be payable in respect of each month of the period multiplied by 48 if the 

term of the contract is fixed for more than 48 months, or over an 

indefinite period. 

Where a contracting authority has a single requirement for goods or services and has or 

will be entering into a series of contracts to fulfil that requirement, the estimated value of 

each of those contracts is the aggregate of the value of the consideration which the 

contracting authority expects to be payable under each of those contracts (section 8(11)).   

Section 8(11) shall not apply if the contract has a value of less than 80,000 Euros (public 

services contract) and it is less than 20% of the aggregate value of the consideration 

which the contracting authority has given or expects to be payable under all the contracts 

entered into or to be entered into to fulfil the single requirement for goods, services or 

for the carrying out of work (section 8(12). 

Where contracts exceed the financial threshold Part 3 of the Regulations sets out the 

procedures leading to the award of a public contract, starting with the advertisement of 
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the contract within the Official Journal of the European Union (OJEU) in the form 

prescribed within the Annex to Commission Regulation (EC) No 1564/2005.  The use 

of these forms is a mandatory requirement.  

Any contract award criteria must either be set out within the notice or tender documents 

and a specific weight or range (e.g. 10%-20%) must be designated to each criterion.  

There are a number of procedures contained within the Regulations, but the general ones 

are open, restricted, competitive dialogue and negotiated.  The notice sent to the OJEU 

must fix a last date for receipt of tenders.  There are minimum time-limits imposed, 

which differ depending upon the procedure followed.  Where the notice has been 

submitted by electronic means the minimum time limit may be reduced, generally by 

seven days. 

Under the restricted procedure the contracting authority may stipulate selection criteria 

and whilst any party may express an interest, only those meeting the criteria will be 

invited to submit a tender and a minimum of 5 is required. 

This is similar to the restricted procedure, but has the added benefit of allowing those 

invited to individually discuss the contract with the contracting authority and submit a 

final tender based on each party’s solutions to the authority’s requirements.  This method 

may only be used within the limited circumstances set out within the regulations (section 

18).  A minimum of 3 parties should be invited to submit a tender. 

The negotiated procedure may be done with or without prior notice to the OJEU, but 

only in the circumstances as stipulated within the Regulations (ss. 13, 14 & 17). A 

minimum of 3 parties should be invited to submit a tender. 

A contract may be awarded on either the lowest price or the most economically 

advantageous (where other factors are considered such as technical merit). 

The above provides a very basic outline on the rules regulating public procurement as the 

legislative documentation is substantial. 
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LEGAL ANALYSIS 
 

(the law of England and Wales) 

 
The Data Protection Act adopts the rights contained within the Data Protection 

Directive and this section focuses on those provisions contained with the Act 

Rights of Access  

The data subject’s right of access is contained within ss 7-9A of the Data Protection Act 

1998 

Section 7(1) states: 

Subject to the following provisions of this section and to sections 8 and 9, an individual 

is entitled—  

(a) to be informed by any data controller whether personal data of which that individual 

is the data subject are being processed by or on behalf of that data controller,  

(b) if that is the case, to be given by the data controller a description of—  

(i) the personal data of which that individual is the data subject,  
(ii) the purposes for which they are being or are to be processed, and  
(iii) the recipients or classes of recipients to whom they are or may be disclosed,  
 
(c) to have communicated to him in an intelligible form—  
 
(i) the information constituting any personal data of which that individual is the data 
subject, and  
(ii) any information available to the data controller as to the source of those data, and  
 

Question 6:  What rights are granted to data subjects under the legislation? 

 
As data controllers, Policy Makers must familiarise themselves with the rights granted to 
data subjects under the data protection legislation.  
 
The Data Protection Directive created a number of rights which include the right of 
access to data (Article 12), a right to object to processing of data in certain circumstances 
(Article 14) a right not to be subject to a decision which significantly impacts the data 
subject or produces legal consequences, where that decision is based solely on automated 
data processing (Article 15), as well as rights relating to the rectification, erasure and 
blocking of data.   
 
The legal analysis section below looks at how the Data Protection Act has transposed 
these provisions into national law.    
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(d) where the processing by automatic means of personal data of which that individual is 

the data subject for the purpose of evaluating matters relating to him such as, for 

example, his performance at work, his creditworthiness, his reliability or his conduct, has 

constituted or is likely to constitute the sole basis for any decision significantly affecting 

him, to be informed by the data controller of the logic involved in that decision-taking.  

A data controller need not supply any information unless the request is in writing and is 

accompanied by the relevant fee. (s. 7(2))  The ICO operates a sliding scale, however 

(unless medical records are involved) the maximum fee for computer records is £10.00.  

Where a written request with fee is provided to the data controller, the controller must 

deal with such request promptly but in any case no later than 40 calendar days from 

receipt of the request. 

When complying with a request the data controller must satisfy himself as to the identity 

of the data subject to ensure that unauthorised disclosures are not made (s.7(3)). 

In certain circumstance a data controller in complying with a request will disclose 

information from which a third party may be identified, in such a situation the data 

controller will not be obliged to comply with the request unless the third party has 

consented to disclosure to the person making the request or in all the circumstances it 

would be reasonable to comply (s.7(4)).  Section 7(6) provides a number of factors that 

ought to be considered when determining what would be reasonable in all the 

circumstances.  These are: 

(a) any duty of confidentiality owed to the other individual,  
(b) any steps taken by the data controller with a view to seeking the consent of the other 
individual,  
(c) whether the other individual is capable of giving consent, and  
(d) any express refusal of consent by the other individual.  
 

Section 7(5) further adds that a data controller is not released from its obligation to 

comply with a request where the information can be supplied without identifying the 

third party. This may be done through redacting details.   

Bainbridge comments that having a blanket policy of redacting third party details from 

information supplied to data subjects will not suffice. ‘A proper balance is required by 

section 7(4)(b) between the legitimate interests of the third parties and of the data 

subject.’48  

Section 8 contains supplementary provisions to section 7.  

(1) The Secretary of State may by regulations provide that, in such cases as may be 

prescribed, a request for information under any provision of subsection (1) of section 7 

is to be treated as extending also to information under other provisions of that 

subsection.  
                                                 
48 Bainbridge, D.I. “Introduction to Information Technology Law”. Pg. 581. 



PART II – A GENERAL LEGAL AND ETHICAL CONTEXTUAL ANALYSIS BY AREA 
 

 

 62

(2) The obligation imposed by section 7(1)(c)(i) must be complied with by supplying the 

data subject with a copy of the information in permanent form unless—  

(a) the supply of such a copy is not possible or would involve disproportionate effort, or  
(b) the data subject agrees otherwise;  
 

and where any of the information referred to in section 7(1)(c)(i) is expressed in terms 

which are not intelligible without explanation the copy must be accompanied by an 

explanation of those terms. 

(3) Where a data controller has previously complied with a request made under section 7 

by an individual, the data controller is not obliged to comply with a subsequent identical 

or similar request under that section by that individual unless a reasonable interval has 

elapsed between compliance with the previous request and the making of the current 

request.    

This provides some reassurance to data controllers to prevent nuisance data subjects 

repeatedly making similar requests. 

(4) In determining for the purposes of subsection (3) whether requests under section 7 

are made at reasonable intervals, regard shall be had to the nature of the data, the 

purpose for which the data are processed and the frequency with which the data are 

altered.  

Where the Toolset is updating information on a regular basis more frequent requests 

would be considered reasonable. 

(5) Section 7(1)(d) is not to be regarded as requiring the provision of information as to 

the logic involved in any decision-taking if, and to the extent that, the information 

constitutes a trade secret.  

(6) The information to be supplied pursuant to a request under section 7 must be 

supplied by reference to the data in question at the time when the request is received, 

except that it may take account of any amendment or deletion made between that time 

and the time when the information is supplied, being an amendment or deletion that 

would have been made regardless of the receipt of the request.  

This means that no alteration of the data is permitted before sending it to the data 

subject, unless erroneous data is corrected on a scheduled review of records, which 

happens to coincide with the period following a request, but prior to disclosure of details. 

Section 9 deals with applications where the data controller is a credit reference agency 

and section 9A applies to unstructured files processed by public authorities. 

Right to prevent processing likely to cause damage or distress  

This right is dealt with under Section 10(1).  
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A data subject may by giving written notice prevent the data controller or require the 

data controller to cease processing personal data within a reasonable period were:   

(a) the processing of those data or their processing for that purpose or in that manner is 

causing or is likely to cause substantial damage or substantial distress to him or to 

another, and  

(b) that damage or distress is or would be unwarranted.  

However section 10(1) shall not apply where any of the conditions contained in 

paragraphs 1-4 of Schedule 2 to the Data Protection Act 1998 are met (see Annex 1).  

Following such notice the data controller has 21 days from receipt of the notice to 

respond stating either that he has or intends to comply with the notice or with reasons 

why it believes the data subject’s notice to be unjustified, as well as the extent to which 

he will comply or intends to comply(section 10(3)). 

 (4) If a court is satisfied, on the application of any person who has given a notice under 

subsection (1) which appears to the court to be justified (or to be justified to any extent), 

that the data controller in question has failed to comply with the notice, the court may 

order him to take such steps for complying with the notice (or for complying with it to 

that extent) as the court thinks fit.  

(5) The failure by a data subject to exercise the right conferred by subsection (1) or 

section 11(1) does not affect any other right conferred on him by this Part.  

Right to prevent processing for purposes of direct marketing  

This right is dealt with at section 11 of the Act.   

Section 11 (1) provides that a data subject is entitled by giving written notice to require 
that the data controller ceases within a reasonable time or does not begin processing 
personal data relating to him for the purposes of the direct marketing. 
 
This Report looks at direct marketing at sub-section 3.2.2 
   
Rights in relation to automated decision-taking  

These rights are set out at section 12 of the Act. 

(1) An individual is entitled at any time, by notice in writing to any data controller, to 

require the data controller to ensure that no decision taken by or on behalf of the data 

controller which significantly affects that individual is based solely on the processing by 

automatic means of personal data in respect of which that individual is the data subject 

for the purpose of evaluating matters relating to him such as, for example, his 

performance at work, his creditworthiness, his reliability or his conduct.  

Compensation for failure to comply with certain requirements  

Section 13 provides: 
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(1) An individual who suffers damage by reason of any contravention by a data controller 

of any of the requirements of this Act is entitled to compensation from the data 

controller for that damage.  

(2) An individual who suffers distress by reason of any contravention by a data controller 

of any of the requirements of this Act is entitled to compensation from the data 

controller for that distress if—  

(a) the individual also suffers damage by reason of the contravention, or  
(b) the contravention relates to the processing of personal data for the special purposes.  
 

(3) In proceedings brought against a person by virtue of this section it is a defence to 

prove that he had taken such care as in all the circumstances was reasonably required to 

comply with the requirement concerned.  

Rectification, blocking, erasure and destruction  

Section 14 states:  

(1) If a court is satisfied on the application of a data subject that personal data of which 

the applicant is the subject are inaccurate, the court may order the data controller to 

rectify, block, erase or destroy those data and any other personal data in respect of which 

he is the data controller and which contain an expression of opinion which appears to 

the court to be based on the inaccurate data.  

(2) Subsection (1) applies whether or not the data accurately record information received 

or obtained by the data controller from the data subject or a third party but where the 

data accurately record such information, then—  

(a) if the requirements mentioned in paragraph 7 of Part II of Schedule 1 have been 

complied with, the court may, instead of making an order under subsection (1), make an 

order requiring the data to be supplemented by such statement of the true facts relating 

to the matters dealt with by the data as the court may approve, and  

(b) if all or any of those requirements have not been complied with, the court may, 

instead of making an order under that subsection, make such order as it thinks fit for 

securing compliance with those requirements with or without a further order requiring 

the data to be supplemented by such a statement as is mentioned in paragraph (a).  

(3) Where the court—  

(a) makes an order under subsection (1), or  
(b) is satisfied on the application of a data subject that personal data of which he was the  
 
data subject and which have been rectified, blocked, erased or destroyed were inaccurate,  
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it may, where it considers it reasonably practicable, order the data controller to notify 

third parties to whom the data have been disclosed of the rectification, blocking, erasure 

or destruction. 

(4) If a court is satisfied on the application of a data subject—  

(a) that he has suffered damage by reason of any contravention by a data controller of 

any of the requirements of this Act in respect of any personal data, in circumstances 

entitling him to compensation under section 13, and  

(b) that there is a substantial risk of further contravention in respect of those data in such 

circumstances,  

the court may order the rectification, blocking, erasure or destruction of any of those 

data. 

(5) Where the court makes an order under subsection (4) it may, where it considers it 

reasonably practicable, order the data controller to notify third parties to whom the data 

have been disclosed of the rectification, blocking, erasure or destruction.  

(6) In determining whether it is reasonably practicable to require such notification as is 

mentioned in subsection (3) or (5) the court shall have regard, in particular, to the 

number of persons who would have to be notified. 

 

3.2.2. E Privacy Legislation and Political Direct Marketing 

 

Following the adoption of the Data Protection Directive, advances in technology raised 

concerns in relation to communications over the internet, which in turn led to the 

implementation of Directive 2002/58/EC on privacy and electronic communications (E-

Privacy Directive). 

This Directive supplements the Data Protection Directive strengthening provisions for 

the protection of individuals’ fundamental rights, with particular focus on the processing 

of personal data by means of publicly available electronic communications services.  The 

E-Privacy Directive was implemented in England and Wales by the Privacy and 

Electronic Communications (EC Directive) Regulations 2003. 

For the purposes of this sub-section only those provisions relating to direct marketing 

shall be discussed; however further provisions are discussed at sub-section 3.3.2.  

Article 13 of this Directive seeks to govern the transmission of unsolicited marketing 

messages received via electronic means, in particular by telephone, fax, text and photo 

messages as well as e-mails.   

Article 13 (1) more particularly states that ‘the use of automated calling systems without 

human intervention (automatic calling machines), facsimile machines (fax) or electronic 
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mail for the purposes of direct marketing may only be allowed in respect of subscribers 

who have given their prior consent.’   

Article 13(2) also permits the sending of unsolicited marketing material by certain 

electronic means through of the use of the soft opt-in approach as discussed below. 

The phrase ‘electronic mail’ is defined at Article 2(h) as ‘any text, voice, sound, or image 

message sent over a public electronic communications network which can be stored in 

the network or in the recipient’s terminal equipment until it is collected by the recipient 

and includes messages sent using a short message service.’   

There is no definition of an ‘electronic communications network’ within the E-Privacy 

Directive so reference must be had to Article 2(a) of the Framework Directive 49 as 

amended by Directive 2009/140/EC of 25 November 2009, which defines this as: 

‘transmission systems and, where applicable, switching or routing equipment and other 

resources, including network elements which are not active, which permit the 

conveyance of signals by wire, by radio, by optical or by other electromagnetic means, 

including satellite networks, fixed (circuit- and packet-switched, including Internet) and 

mobile terrestrial networks, electricity cable systems, to the extent that they are used for 

the purpose of transmitting signals, networks used for radio and television broadcasting, 

and cable television networks, irrespective of the type of information conveyed’; 

Article 2(d) of the Framework Directive as amended defines a public communications 

network as ‘an electronic communications network used wholly or mainly for the 

provision of electronic communications services available to the public which support 

the transport of information between network termination points’ 

A new Article 2(da) is inserted into the Framework Directive by Directive 2009/140/EC 

which defines a network termination point as: 

‘the physical point at which a subscriber is provided with access to a public 

communications network; in the case of networks involving switching or routing, the 

NTP is identified by means of specific network address, which may be linked to a 

subscriber number or name.’  

An ‘electronic communications service’ is defined as ‘a service normally provided for 

remuneration which consists wholly or mainly in the conveyance of signals on electronic 

communications networks, including telecommunications services and transmission 

services in networks used for broadcasting, but exclude services providing, or exercising 

editorial control over, content transmitted using electronic communications networks 

and services; it does not include information society services, as defined in Article 1 of 

Directive 98/34/EC, which do not consist wholly or mainly in the conveyance of signals 

on electronic communications network’ (Article 2(c) of the Framework Directive). 

                                                 
49 Directive 2002/21/EC of the European Parliament and of the Council dated 7 March 2002 on a 
common regulatory framework for electronic communications networks and services. 
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To what extent would Policy Makers be caught by Article 13 of the E-Privacy 

Directive?   

The Article 29 Working Party and the ICO have both considered its scope and in 

particularly the meaning of direct marketing. 

The Article 29 Working Party states that it covers any form of sales promotion, including 

direct marketing by charities and political organisation.  This is in line with the ICO’s 

guideline which states that direct marketing will cover ‘..the promotion of an organisation’s 

aims and ideals.  This would include a charity or a political party making an appeal for funds or support, 

and, for example an organisation whose campaign is designed to encourage individuals to write to their 

MP on a particular matter or to attend a public meeting or rally.’   

Asher and Hoogcarspel50 in their review of the Directive and Article 13 conclude that 

where political parties seek to contact individuals to promote their aims and ideals they 

would be caught by the legislation, however where organisations contact individuals for 

the sole purpose of obtaining express opinions and views, without a direct marketing 

aim, then such activities would fall outside the scope of Article 13. 

There is evidence that this interpretation is correct as the ICO’s guidance51 acknowledges 

that political parties may wish to undertake research to help formulate their policies, but 

it does warn that ‘communications claiming to be for research that are in reality intended 

to gain support now or at some point in the future are covered.’   

Examples provided by the ICO which would be considered direct marketing 

• A telephone call which starts by seeking an individual’s opinions and then urges 

support or invites contact with a candidate or to provide promotional materials 

on request. 

• A telephone call which seeks an individual’s opinions in order to use that data to 

identify those people likely to support the party and at a future date seeks to 

target these individuals with marketing. 

If the legislation applies what is its effect? 

‘Unsolicited marketing’ material may not be sent by electronic means save in the 

following permitted circumstances:-  

1. Soft opt-in approach. 
2. Consent of the individual. 

 
Article 13(2) sets out the “soft opt-in approach”, which relates to electronic mail contact.  

This states, that if during the course of a sale an individual, has freely given his electronic 

contact details, then those details may be used to contact that individual electronically in 

                                                 
50 Asher, L.F. and Hoogcarspel, S.A., “Regulating Spam: A European Perspective after the adoption of the E-Privacy 
Directive.”  
51 ICO, “Guidance for political parties for campaigning or promotional purposes” (undated). 
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respect of similar products. This is provided that the individual was given a clear 

opportunity to object, without charge, to his details being used in this manner at the 

point of collection.   

This provision has been transposed into the law of England and Wales through section 

22 of the Statutory Instrument. 

It should be noted however that the phrase ‘in the course of a sale’ suggest that this 

exception was designed to facilitate transactions of a commercial nature, therefore it 

raises the question of whether not-for-profit organisations may rely on this method.  

This being the case, Policy Makers would need the consent of Users, prior to 

disseminating marketing material via electronic means. The same considerations relating 

to obtaining consent and opt-in and opt-out clauses discussed above would apply here. 

The use of ‘viral marketing’ is also discussed within the ICO guidelines, which looks at 

situations where the Policy Maker may ask an individual to pass the original marketing 

material to friends and/or family or where individuals are asked to supply names and 

addresses to contact.  Its response is clear that ‘these types of campaign are not a way of 

getting around the need for consent from the recipient of electronic communications.’ 

The ICO points out that where a Policy Maker asks individuals to forward promotional 

material on, the Policy Maker in such circumstances is arguably encouraging individuals 

to break the law in helping to promote the party’s aim and ideals and that a Policy Maker 

is ‘strongly advised to warn individuals of this and advise them that they should only 

forward electronic communications to friends and family that they are reasonably certain 

would consent.’ 

The sending of messages to third parties, whose contact details have been supplied by a 

friend or relative, requires the Policy Maker to assume that the third party has consented 

to the friend/relative forwarding on their details.  The ICO still holds the Policy Maker 

liable for any messages sent to email addresses obtained in this way and suggests the 

following: 

• Obtain confirmation from the individual that they have the consent of the 

friend/relative whose details they are disclosing. 

• Check that the third party recipient is not on your list of objectors (See below). 

• Inform the individual that you will let the third party recipient know from whom 

their details were received and include it in the message to the individual.   

An objection to direct marketing received from a citizen in writing must be respected.  

This according to the ICO means that no marketing may be sent in any form, 

furthermore the citizen’s information may not be used ‘in any profiling of people in a 

particular area or other manipulation of a larger data set to determine who to contact 

with direct marketing during a campaign.’  There is an exception for political parties 

under the law of England and Wales which holds that a political candidate has the right 
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to send an election address at a parliamentary election (Representation of the People Act 

1983).    

This emphasises the need to have adequate systems and procedures in place to ensure 

that the wishes of individuals are respected. 

3.2.3 Freedom of Information 

As most users of the Toolset the Policy Makers are likely to be public authorities, there 

may be additional obligations placed on public bodies within an EU Member State in 

respect of information held by them.   

The Council of Europe has advocated the importance of providing individuals with 

access to information since the 1970s. In 2002 the Committee of Ministers adopted 

Recommendation Rec(2002)2 which stated that ‘the utmost endeavour should be made by 

Member States to ensure the availability to the public of information contained in official documents, 

subject to the protection of other rights and legitimate interests.’  

Whilst Member States may have adopted laws dealing with the above recommendations, 

this sub-section only focuses upon the situation in England & Wales.   

The Freedom of Information Act 2000 

The Freedom of Information Act 2000, implemented within England & Wales, places 

additional duties on public authorities that overlap to a certain extent with data 

protection legislation. 

Section 1 of the Act provides that any person making a request for official information 

held by a public authority is entitled to be informed in writing by that authority whether 

it holds the information specified within the request; and if so to have that information 

communicated to him. 

This right of access is not restricted to individuals and may also apply to persons or legal 

entities abroad.   

‘Public authorities’ are defined fairly comprehensively within the Act, and reference 

should be made to Schedule 1 of the Act for a list of public bodies falling within the 

definition. 

On the applicant’s part, there are some formal requirements, such as a requirement that 

requests be made in writing to the public authority, however the Act does state that this 

would include a request transmitted by electronic means, which is received in a legible 

form; and is capable of being used for subsequent reference (s.8(1)(a)).  Therefore emails 

would suffice.   The applicant must provide a name and address for correspondence 

(s.8(1)(b)) and to describe the information requested (s.8(1)(c).   

When a request is received there are time limits for responding. These are dealt with at 

section 10(1) which states that, a response must be made ‘promptly, but in any event not 
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later than the 20th working day following the date of receipt.’  Where the authority has 

requested additional details in order to locate the information the date will run from 

receipt of those additional details, as opposed to the date of receiving the initial request. 

Code of practice 

The Secretary of State has issued a Code of Practice52 which provides guidance to public 

authorities.  It includes such things as the requirement to publish their procedures 

relating to requests for information, which should be included within the authority’s 

publication scheme.   

Where the applicant fails to comply with section 8(1)(c), the Code of Practice requires 

the public authority to assist, so far as reasonably practicable, to help the applicant 

describe the information more clearly. Paragraph 10 of the Code provides examples of 

assistance such as:- 

• providing an outline of the different types of information that might meet the 
terms of the request; 

• providing access to detailed catalogues and indexes, where these are available, to 
help the applicant ascertain the nature and extent of the information held by the 
authority; 

• providing a general response to the request setting out options for further 
information which could be provided on request. 

Exemptions 

The Act sets out a number of exemptions relating to information that public authorities 

are not obliged to disclose.  These are contained within Part II of the Act, sections 21-44 

inclusive. 

These exemptions are not discussed in detail within this report; however there is a 

distinction between absolute and qualified exemptions.   

The duty of public authorities to confirm or deny whether they hold information 

specified within a request does not arise in the case of absolute exemptions and only 

arises in the case of qualified exemptions where ‘..the public interest in maintaining the 

exclusion of the duty to confirm or deny outweighs the public interest in disclosing 

whether the public authority holds the information.’ (s.2(1)(b)). 

With regard to their duty to communicate information requested, this does not arise in 

the case of absolute exemptions, and in the case of qualified exemptions only arises 

where ‘..the public interest in maintaining the exemption outweighs the public interest in 

disclosing the information.’ (s.2(2)(b)).  

There are two absolute exemptions that should be noted by Policy Makers.   

                                                 
52 Secretary of State for Constitutional Affairs’ Code of Practice on the Discharge of Public Authorities’ 
Functions under Part I of the Freedom of Information Act 2000. 
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• information reasonably accessible by other means (s21) 

• personal information (where the applicant is the subject of the personal 
information and, in certain circumstances, where the applicant is a third party) 
(s.40) 

However this is where obligations overlap with those of the Data Protection Act 1998.  

Requests falling under these categories should be processed by way of the correct 

channels, for example through access procedures under the Data Protection Act 1998. 
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3.3. ‘PRIVACY OF COMMUNICATIONS’ 

 
This aspect covers a person’s right to privacy within communications such as telephone 

communications, mail, email, blogs, posts etc.   

It interlinks with ‘information privacy’ and is a right that is protected generally by Article 

8 of the European Convention for the Protection of Human Rights and Fundamental 

Freedoms (the “Convention”).   There are also specific provisions within the E-Privacy 

Directive 53  and the UK’s Privacy and Electronic Communications (EC Directive) 

Regulations 2003 relating to interception of communications. 

The relevant provisions are discussed below in relation to the project, as the capabilities 

of the Toolset tests the boundaries between what is considered acceptable in terms of 

crawling for information and what is considered surveillance of communications. 

The Regulation of Investigatory Powers Act 2003, sets out procedures for the lawful 

interception and surveillance of communications, which can in certain circumstances be 

applied to internet communications.   

 

3.3.1. Article 8 and Article 11 of the Convention & Human Rights Act 1998 

The European Convention for the Protection of Human Rights and Fundamental 

Freedoms is a treaty agreed by member states of the Council of Europe.  Whilst the UK 

ratified the Convention as early as 1951, the rights were not incorporated into national 

law until the Human Rights Act was implemented in 1998. The Convention protects 

individuals against infringement of their Convention rights, by member states and not 

against private individuals. 

Article 8 

Article 8 of the Convention and the Human Rights Act states: 

(1)  Everyone has the right to respect for his private and family life, his home and his 

correspondence. 

 (2) There shall be no interference by a public authority with the exercise of this right 

except such as is in accordance with the law and is necessary in a democratic society in 

the interests of national security, public safety or the economic well-being of the country, 

for the prevention of disorder or crime, for the protection of health or morals, or for the 

protection of the rights and freedoms of others.  

Before discussing the right in the context of the project a brief look at the definition of 

public authorities is required.   

                                                 
53 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector. 
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The Convention does not define a ‘public authority’ and the Human Rights Act defines it 

in rather vague terms, by distinguishing between core public authorities and functional 

public authorities. 

Core public authorities include those of an obvious nature such as, local authorities, 

NHS Trusts, police, prisons, Government departments, Legal Services Commission and 

General Medical Council. 

Functional public authorities includes ‘any person certain of whose functions are of a 

public nature’ (s.6(3)(b)). This is limited by section 6(5) which provides that where the 

action complained of is considered ‘private’ in nature then that authority would not be 

considered a public authority. Some examples were given by the Lord Chancellor during 

parliamentary debate: ‘a private security company would be exercising public functions in relation to 

the management of a contracted out prison, but would be acting privately when, for example, guarding 

commercial premises.  Doctors in general practice would be public authorities in relation to their National 

Health Service functions, but not in relation to their private patients.’54 

Turning to the right itself, Article 8(1) has been widely interpreted by the European 

Court of Human Rights (ECtHR).  As such it is considered that it would catch the 

activities of the Toolset, although it is debatable whether privacy issues ought to come 

into play where a person has placed their information on the internet.  

In the case of Von Hannover v Germany55.  The ECtHR held that Article 8(1) protected 

individuals within public spaces, as long as there is a legitimate expectation of privacy.   

Whilst this establishes that Article 8(1) can still be invoked in public spaces, it asks the 

question of “what is a legitimate expectation of privacy?”   

In the environment of SNSs, default settings may be applied to limit access.  Would this 

not be considered a legitimate expectation of privacy?  

The answer to this question is uncertain; with some academics arguing that information 

on the internet should not give rise to privacy concerns.  However, it is submitted that 

whether a legitimate expectation of privacy arises, surely depends upon the circumstances 

of the case.  For example a User that adjusts his privacy settings so that only a select 

group sees his communications, would have an expectation of privacy, on the other hand 

what would be the position where that same User comments on a friend’s SNS page, 

which has lax privacy settings.    

What is apparent is that where the Toolset is able to search information within private 

areas of SNSs, this would be more contentious than if searches were confined to pages 

that have been made publicly available by the User.  

Policy Makers must also consider Article 8’s relationship with Article 11, as has been 

highlighted by recent case law. 

                                                 
54 Hansard HL, 24 November 1997, vol 538, col 811. 
55 (2005) 40 E.H.R.R. 1 EctHR. 
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Article 11 (Freedom of Assembly and Association) 

1. Everyone has the right to freedom of peaceful assembly and to freedom of 

association with others, including the right to form and to join trade unions for 

the protection of his interests. 

2. No restrictions shall be placed upon the exercise of these rights other than such 

as are prescribed by law and are necessary in a democratic society in the interests 

of national security or public safety, for the prevention of disorder or crime, for 

the protection of health or morals or for the protection of the rights and 

freedoms of others.  This Article shall not prevent the imposition of lawful 

restrictions on the exercise of these rights by members of the armed forces, of 

the police or of the administration of the state. 

Whilst traditionally applied to such things as private and public meetings, marches, 

processions and ‘sit-ins’ the ECtHR held in the case of Segerstedt-Wiberg and ors v Sweden56 

that the storage of personal information relating to their political opinions, affiliation and 

activities in violation of Article 8, will by that very fact constitute an interference with an 

individuals rights under Article 11.  This is an additional matter that would need to be 

considered in relation to the collection, collating and analysis of data by public bodies. 

There are additional human rights stipulated within the Convention and the Act that are 

pertinent to the project.  These are the freedom of thought, conscience and religion 

(Article 9); the freedom of expression (Article 10); and prohibition on discrimination 

(Article 14).  Traditionally, these Articles ought to be considered as elements of privacy, 

however for the purposes of this report they have been discussed at Chapter 5, which 

deals with amongst other things defamation, hate speech, dissemination of terrorist 

material and harassment and bullying. 

 

3.3.2. Confidentiality, Interception & Surveillance, and Cookies 

 
International bodies have long recognised the need to protect confidentiality of 

communications, particularly in light of rapidly evolving technologies, which have made 

it not only possible, but also relatively easy to monitor or observe communications 

undetected.   

Such technological developments are clearly incompatible with the right to privacy 

(Article 8 of the European Convention for the Protection of Human Rights and 

Fundamental Freedoms as discussed at sub-section 3.3.1). 

Confidentiality, Interception & Surveillance 

i) The EU Perspective 

                                                 
56 App. No 62332/00, 6 June 2006. 
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Before looking at the relevant provisions of the E-Privacy Directive, it is necessary to 

provide a definition of a number of terms referred to within the Directive, but which are 

not defined therein. 

For definitions on ‘electronic communications network’, ‘electronic communications 

service’, ‘public communications network’ or ‘subscriber’ reference must be had to 

Articles 2(a), 2(c), 2(d) and 2(k) respectively of the Framework Directive57 as amended by 

Article 2009/140/EC58.  These have been reproduced below. 

Electronic communications network ‘means transmission systems and, where 

applicable, switching or routing equipment and other resources, including network 

elements which are not active, which permit the conveyance of signals by wire, by radio, 

by optical or by other electromagnetic means, including satellite networks, fixed (circuit- 

and packet-switched, including Internet) and mobile terrestrial networks, electricity cable 

systems, to the extent that they are used for the purpose of transmitting signals, networks 

used for radio and television broadcasting, and cable television networks, irrespective of 

the type of information conveyed; 

Public communications network ‘means an electronic communications network used 

wholly or mainly for the provision of electronic communications services available to the 

public which support the transport of information between network termination points.’  

Electronic communications service means ‘a service normally provided for 

remuneration which consists wholly or mainly in the conveyance of signals on electronic 

communications networks, including telecommunications services and transmission 

services in networks used for broadcasting, but exclude services providing, or exercising 

editorial control over, content transmitted using electronic communications networks 

and services; it does not include information society services, as defined in Article 1 of 

Directive 98/34/EC59, which do not consist wholly or mainly in the conveyance of 

signals on electronic communications network.’  

Subscriber means ‘any natural person, legal person or legal entity who or which is party 

to a contract with the provider of publicly available electronic communications services 

for the supply of such services.’ 

For the definition of an ‘information society service’ reference must be had to Article 1(2) 

of Directive 98/34/EC as amended by Directive 98/48/EC: 

‘Information society service’ means ‘any service normally provided for remuneration, 

at a distance, by electronic means and at the individual request of a recipient of services. 

For the purposes of this definition: 

                                                 
57 Directive 2002/21/EC of the European Parliament and of the Council dated 7 March 2002 on a 
common regulatory framework for electronic communications networks and services. 
58 Directive 2009/140/EC of the European Parliament and of the Council of 25 November 2009. 
59 Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 on laying down a 
procedure for the provision of information in the field of technical standards and regulations and of rules 
on Information Society Services. 
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— ‘at a distance’ means that the service is provided without the parties being 

simultaneously present, 
 
— ‘by electronic means’ means that the service is sent initially and received at its 

destination by means of electronic equipment for the processing (including digital 
compression) and storage of data, and entirely transmitted, conveyed and 
received by wire, by radio, by optical means or by other electromagnetic means, 

 
— ‘at the individual request of a recipient of services’ means that the service is 

provided through the transmission of data on individual request.’ 
 

Some terms defined within the E-Privacy Directive are: 

Consent ‘by a user or subscriber corresponds to the data subject’s consent in Directive 

95/46/EC.’ (Article 2(f)). 

Recital 17 further clarifies that consent should have the same meaning as that of the data 

subject’s consent  contained within the Data Protection Directive and that consent ‘may 

be given by any appropriate method enabling a freely given specific and informed 

indication of the user’s wishes, including by ticking a box when visiting an Internet 

website.’ 

Communication means ‘any information exchanged or conveyed between a finite 

number of parties by means of a publicly available electronic communications service.  

This does not include any information conveyed as part of a broadcasting service to the 

public over an electronic communications network except to the extent that the 

information can be related to the identifiable subscriber or user receiving the 

information’. (Article 2(d)). 

Traffic data means ‘any data processed for the purpose of the conveyance of a 

communication on an electronic communications network or for the billing thereof.’ 

(Article 2 (b)). 

User means ‘any natural person using a publicly available electronic communications 

service for private or business purposes, without necessarily having subscribed to this 

service.’ (Article 2(a)). 

Article 5(1) (E-Privacy Directive) 

Turning to the Directive’s provisions, Article 5(1) states ‘Member States shall ensure the 

confidentiality of communications and the related traffic data by means of a public 

communications network and a publicly available electronic communications service’. 

It specifically prohibits the ‘listening, tapping, storage, or other kinds of interception or 

surveillance of communications and the related traffic data by persons, other than the 

user, unless the consent of the user has been obtained’, or where legally authorised by 

laws of the Member State as permitted under Article 15(1). 
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The first question that should be considered is: To what extent would a User’s 

communications on a SNS be protected by this Article? 

In answer one begins with an analysis of the definition of ‘communication’.  Information 

sent by the Internet would be covered, the Internet being an electronic communications 

service; however the definition also refers to a ‘finite number of parties’.   

SNSs provide a variety of means by which Users may communicate some rather publicly 

and some clearly private.  For example a message sent by one User to be read only by 

another User would be considered a ‘communication’ for the purpose of the E-Privacy 

Directive, or messages sent using a SNS’s instant messaging service, where the recipients 

are finite; however what is the position with more public means of communication such 

as ‘tweets’ or postings on a User’s ‘Wall’?   

Looking at Twitter’s privacy policy it states:  

‘Our Services are primarily designed to help you share information with the world. Most 

of the information you provide to us is information you are asking us to make public. 

This includes not only the messages you Tweet and the metadata provided with Tweets, 

such as when you Tweeted, but also the lists you create, the people you follow, the 

Tweets you mark as favourites or that you Retweet and many other bits of information. 

Our default is almost always to make the information you provide public but we 

generally give you settings to make the information more private.’ 

It is therefore arguable that as ‘tweets’ are considered by Twitter to be communications 

to the public at large, unless settings have been altered, that these would not be covered. 

A User’s privacy settings would also need to be assessed in relation to posts on Facebook.   

Facebook’s privacy policy states: 

‘Posts by Me’.  You can select a privacy setting for every post you make using the 

publisher on our site.  Whether you are uploading a photo or posting a status update, you 

can control exactly who can see it at the time you create it.  Whenever you share 

something look for the lock icon.  Clicking on the lock will bring up a menu that lets you 

choose who will be able to see your post.  If you decide not to select your setting at the 

time you post the content, your content will be shared consistent with your Posts by Me 

privacy’ 

Facebook further states that privacy settings set to: 

‘“everyone” is publicly available information, just like your name, profile picture, and 

connections.  Such information may, for example, be accessed by everyone on the 

Internet (including people not logged into Facebook), be indexed by third party search 

engines, and be imported, exported, distributed, and redistributed by us and others 

without privacy limitations. Such information may also be associated with you, including 

your name and profile picture, even outside of Facebook, such as on public search 
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engines and when you visit other sites on the internet.  The default privacy setting for 

certain types of information you post on Facebook is currently set to “everyone.”’ 

Other questions to consider: Would a communication to all members of a SNS, as 

opposed to general users of the internet satisfy the ‘finite number of parties’ criterion?  

Would such a communication fall under the broadcasting service exclusion?  On this 

latter point Bainbridge is of the opinion that ‘broadcasting over a public communications network, 

being for a potentially unlimited audience, is outside the scope of the Directive, except to the extent that 

an individual subscriber or user can be identified, for example, in the case of video-on-demand services.’60  

 To the extent that certain communications on SNSs would depend upon the User’s 

settings and a determination of ‘a finite number’ of recipients, it is unclear whether 

certain types of communications would be covered; however as at least some 

communications on SNSs would clearly be protected by Article 5(1) this leads us to the 

next question of whether use of the Toolset would amount to ‘surveillance’ or 

‘interception’? 

The scope of the Article is limited in that it does not ‘prevent technical storage, which is 

necessary for the conveyance of a communication without the prejudice to the principle 

of confidentiality’ (Article 5(1)), nor ‘affect any legally authorised recording of 

communications and the related traffic data when carried out in the course of lawful 

business practice for the purpose of providing evidence of a commercial transaction or 

of any other business communication.’ (Article 5(2)).  

Unfortunately these qualifications do not particularly help without looking at how they 

have been implemented at national level.  The law of England and Wales is considered 

below.   

(ii) The law of England and Wales 

Whilst the E-Privacy Directive was implemented within England and Wales by the 

Privacy and Electronic Communications (EC Directive) Regulations 2003, it is necessary 

to consider the Regulation of Investigatory Power Act 2000 which specifically deals with 

surveillance and interception. 

The Regulation of Investigatory Powers Act 2000  

Interception 

Section 1 of the Act makes it an offence for a person intentionally and without lawful 

authority to intercept, at any place in the United Kingdom, any communication in the 

course of its transmission by means of a public postal service or a public or private 

telecommunications service. 

A “telecommunications service” is defined within the Act at section 2(1) as ‘any 

service that consists in the provision of access to, and of facilities for making use of, any 

                                                 
60 Bainbridge, D.I. “Introduction to Information Technology Law,” Pg. 615. 
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telecommunication system (whether or not one provided by the person providing the 

service); and 

A “telecommunication system” means any system (including the apparatus comprised 

in it) which exists (whether wholly or partly in the United Kingdom or elsewhere) for the 

purpose of facilitating the transmission of communications by any means involving the 

use of electrical or electromagnetic energy.’   

This definition is wide enough to encompass communications via the internet, 

particularly electronic mail, video or teleconferencing services.  

Section 2(2) states that a person intercepts a communication in the course of its 

transmission by means of a telecommunication system if he -  

(a) so modifies or interferes with the system, or its operation,  

(b) so monitors transmissions made by means of the system, or  

(c) so monitors transmissions made by wireless telegraphy to or from apparatus 

comprised in the system,  

as to make some or all of the contents of the communication available, while being 

transmitted, to a person other than the sender or intended recipient of the 

communication. 

Section 2(3) however states that references within the Act to ‘the interception of a 

communication do not include references to the interception of any communication 

broadcast for general reception.’ 

What can be said is that these provisions of the Act are concerned to protect 

communications in transmission.  The Toolset can be distinguished as the data crawling 

function searches information already published by Users on SNSs.  There has been no 

suggestion that the Toolset will seek to intercept or monitor communications in 

transmission.   

Traffic data 

“Traffic data” is defined at section 2(9) of the Act as: 

(a) any data identifying, or purporting to identify, any person, apparatus or location to or 

from which the communication is or may be transmitted,  

(b) any data identifying or selecting, or purporting to identify or select, apparatus through 

which, or by means of which, the communication is or may be transmitted,  

(c) any data comprising signals for the actuation of apparatus used for the purposes of a 

telecommunication system for effecting (in whole or in part) the transmission of any 

communication, and  
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(d) any data identifying the data or other data as data comprised in or attached to a 

particular communication,  

but that expression includes data identifying a computer file or computer program access 

to which is obtained, or which is run, by means of the communication to the extent only 

that the file or program is identified by reference to the apparatus in which it is stored. 

Furthermore section 2(10) states:  

(a) references, in relation to traffic data comprising signals for the actuation of apparatus, 

to a telecommunication system by means of which a communication is being or may be 

transmitted include references to any telecommunication system in which that apparatus 

is comprised; and  

(b) references to traffic data being attached to a communication include references to the 

data and the communication being logically associated with each other;  

Section 2(5) states that the Act does not apply to: 

(a) any conduct that takes place in relation only to so much of the communication as 

consists in any traffic data comprised in or attached to a communication (whether by the 

sender or otherwise) for the purposes of any postal service or telecommunication system 

by means of which it is being or may be transmitted; or  

(b) any such conduct, in connection with conduct falling within paragraph (a), as gives a 

person who is neither the sender nor the intended recipient only so much access to a 

communication as is necessary for the purpose of identifying traffic data so comprised or 

attached.  

Surveillance 

Part II of the Act deals with surveillance and applies to conduct that amounts to directed 

surveillance, intrusive surveillance and the conduct and use of covert human intelligence 

sources.  

Section 48(1) provides that surveillance shall be construed in accordance with 48(2) and 

48(4) of the Act.  

Section 48(2) states that surveillance includes 

(a) monitoring, observing or listening to persons, their movements, their conversations 

or their other activities or communications;  

(b) recording anything monitored, observed or listened to in the course of surveillance; 

and  

(c) surveillance by or with the assistance of a surveillance device. 

Section 48(4) states:  
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Reference to surveillance include references to the interception of a communication in 

the course of its transmission by means of a postal service or telecommunication system 

if, and only if—  

(a) the communication is one sent by or intended for a person who has consented to the 

interception of communications sent by or to him; and  

(b) there is no interception warrant authorising the interception.  

Gillespie61 comments ‘Whilst the Home Office argues that the RIPA is capable of responding to 

current and future needs, others question whether traditional definitions of surveillance remain 

appropriate for the modern world.  The concerns are based on the premise that technological advances 

mean that it is now possible to monitor persons in ways that would not necessarily be included within 

traditional understandings of surveillance.  The concept of web surveillance arguably sits within such an 

argument as it was not directly contemplated when the regulatory regime was created.’ 

 
Bearing in mind the Article 8 Convention Right, any surveillance that is covert in nature 

may breach this fundamental human right, which brings us back to privacy expectations 

in relation to postings or comments on SNSs.   

As Gillespie states ‘if a person is doing a very public act it could be difficult to argue that watching this 

act amounts to an interference with an art. 8(1) right.  Similarly, monitoring the web must raise similar 

questions: are postings on the internet not a very public statement?’ 

Whilst it is unlikely that the monitoring of publicly available posts or tweets would 

amount to covert surveillance, monitoring of comments within areas restricted by Users 

on SNSs may well do.  In the latter case covert surveillance will only be lawful where an 

authority under the Act has been conferred by a person under the Act entitled to grant 

such authority such as the Secretary of State. An authorisation shall not be granted unless 

it is necessary by virtue of one of the grounds contained within section 28(3) which 

includes matters such as in the interest of national security, for the detection of crime 

and for public safety. 

It has been stressed that the functions of the Toolset will undoubtedly give rise to 

concerns over invasion and infringement of privacy and such apprehension if not 

addressed will adversely impact upon the project. Addressing these issues will require a 

system of checks and balances, ensuring transparency and providing control to Users. 

The case of Phorm has made it clear that the European Commission takes infringement 

of an individual’s right to privacy in communications seriously.   

Phorm is an internet advertising company which developed a system for intercepting 

data between a user’s browser and websites called the Webwise system.  The system is 

operated in partnership with ISPs and the technology enables copies to be made of data 

passing between browsers and websites.  The copied material is analysed for a list of the 

most frequently used words, which is passed by the ISP to Phorm coupled with a 

                                                 
61 Gillespie, A. “Regulation of internet surveillance”. 
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pseudonym for the user.  Phorm matches this list against a database of keywords and 

allocates users to different channels i.e. music sports etc. The result is that when a user 

next visits websites that are members of Phorm’s Open Internet Exchange (OIX) 

selected advertisement are chosen matching the channels allocated to the user, hence a 

more effective method of targeted advertising.  Phorm hit the headlines when it 

transpired that trials of the technology were being undertaken anonymously by ISPs, one 

of those being BT. Whilst the ICO has subsequently cleared the technology, provided 

users’ consent is obtained prior to interception, the European Commission responded by 

issuing legal proceedings against the UK government for breach of data protection and 

E-Privacy legislation. 

Cookies and other similar technology 

i) The EU Perspective 

It is not clear whether the use of such technology is being considered at the time of 

writing this report; however the following points should be noted. 

Article 5(3) of the E-Privacy Directive requires Member States to ‘ensure that the use of 

electronic communications networks to store information or to gain access to 

information stored in the terminal equipment of a subscriber or user concerned is 

provided with clear and comprehensive information in accordance with Directive 

95/46/EC [the Data Protection Directive], inter alia about the purpose of the processing, 

and is offered the right to refuse such processing by the data controller.’   

Recital 24 of the Directive adds that the ‘[t]erminal equipment of users of electronic 

communications networks and any information stored on such equipment are part of the 

private sphere of the users requiring protection under the European Convention for the 

Protection of Human Rights and Fundamental Freedoms.  So-called spyware, web bugs, 

hidden identifiers and other similar devices can enter the user’s terminal without their 

knowledge in order to gain access to information, to store hidden information or to trace 

the activities of the user and may seriously intrude upon the privacy of these users. The 

use of such devices should be allowed only for legitimate purposes, with the knowledge 

of the users concerned.’ 

On the other hand the Directive does recognise the usefulness of cookies where used for 

legitimate purposes.  The technical storage of information or access to information 

stored in the terminal equipment of a user or subscriber is permitted where it is done for 

the ‘sole purpose of carrying out or facilitating the transmission of a communication over 

an electronic communications network, or as strictly necessary in order to provide an 

information society service explicitly requested by the subscriber or user.’ (Article 5(3)). 

In summary the Directive states that the use of cookies and other similar devices to store 

information and access information on a user’s terminal may only be done in the 

following circumstances: 



CHAPTER 3 – PRIVACY 
 

 

 83

d) Where a clear and comprehensive notice has been provided to the user 

and the user has been given the opportunity to object. 

e) For technical storage or access where the sole purpose of carrying out or 

facilitating the transmission of a communication over an electronic 

communications network 

f) Where an information society service is being provided to the user at the 

user’s request.   

ii) The law of England and Wales 

Section 6 of the Privacy and Electronic Communications (EC Directive) Regulations 

2003 deals with storage and/or accessing information stored within the terminal 

equipment of a user or subscriber’s computer and similarly provides that a person shall 

not use an electronic communications network to store information, or to gain access to 

information stored, in the terminal equipment of a subscriber or user unless clear and 

comprehensive information about the purposes of the storage of, or access to, that 

information is provided to that individual, who is also given the opportunity to object.   
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3.4. ETHICAL CONSIDERATIONS 

Many of the ethical concerns in relation to the development and use of the Toolset 

surround issues of privacy.   

Pace and Livingston62 looks at some of the ethical concerns surrounding psychological 

research undertaken via the Internet with particular focus on the US.  The article 

provides a useful parallel to the circumstances of the WeGov project in the sense that its 

focus is upon the collection of sensitive data and is concerned with the protection of 

participants. 

The use of electronic communications for the purposes of undertaking research is 

prolific and the authors point to a number of communications such as chatrooms, 

newsgroups, listservs, message boards, threaded discussion forums, blogs etc.  The 

authors consider one of the fundamental issues is whether these venues are to be 

considered private or public.  If public, they submit that few ethical issues would arise by 

the very fact that an individuals’ responses would be considered a matter of public record, 

however if private, data could only be used for onward third party (here, research) 

purposes ‘with clear protection of the identity, autonomy and informed consent of the participant.’ 

The authors consider that an individual’s technical sophistication could be instrumental 

in determining the individual’s own perception of privacy and that a researcher cannot 

assume that his/her own perceptions are shared by participants.  

In addition and of note, is that the article proposes a number of ethical guidelines, which 

although are tailored for internet research can be adapted: 

1. Internet research should conform to legal requirements. 

2. Public matter can be quoted or analysed without consent under the following 

strict conditions (adapted from Bruckman 2002): 

The material is publicly archived and readily available; 

No password is required to access the material; 

The material is not sensitive in nature; 

No stated site policy prohibits the use of the material; 

In all other cases informed consent should be obtained. 

3. Gain informed consent without disrupting online activity. As part of this process, 

researchers should post privacy policies. In some cases the consent could take the 

form of agreeing that entry into a chatroom constitutes entry into a public forum 

                                                 
62 Pace, L.A. and Livingstone, M.M. “Protecting Human Subjects in Internet Research: Practical, Legal and Ethical 
Challenges,” EJBO Vol.10, NO.1 (2005). 
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where behaviour may be monitored, observed, reported elsewhere or even used 

for research. 

4. Protect the identity and confidentiality of online subjects. 

5. Practice disclosure, so the researcher should state the purpose(s) of the study, the 

methods by which data is collected and the means of analysing the data. 

6. Using technical solutions.  (Kraut 2003) 63  suggests amongst other things 

transmitting and storing identifiers separately from the data, using session 

cookies to tie together responses and storing them somewhere other than on the 

same disk or file as the data, and possibly encrypting data.  In respect of online 

survey research it is better to email a link to a web site where one can respond to 

the questionnaire in relative anonymity than to e-mail the questionnaire itself and 

required it be returned by email. 

7. Consult with the appropriate institutional review board. 

Some of the above points are apparently irrelevant to the WeGov project, i.e. point 7; 

however the majority can be clearly adapted. 

Another matter of concern is that the Toolset’s functions test the boundaries between 

what is considered acceptable in terms of collecting and analysing information and what 

might be considered surveillance and monitoring of individuals’ content.  Setting the 

legal issues aside, society’s trust is a key issue; a matter highlighted within Weston’s 2008 

article 64 .  This looked at the then proposals for creating a centralised government 

database, which would target the traffic data pertaining to citizens’ phone calls and e-

mails.  His article highlights public mistrust in government referring to a survey 

undertaken by Data Encryption Services of 1000 UK adults.  The results were surprising 

as ‘three quarters of British people would provide their contact details, date of birth, health information 

and children’s details to anyone who asks for it, just 1 in 10 would trust the government with their data.  

87% believe that the government is not competent to deal with keeping personal data secure and 69% 

thought the government had little regard to their privacy.’  

The date of this survey is unknown and it is perhaps true that today people might not be 

so willing to give their data to ‘anyone that asks for it’; however this does not mean that 

they would more willing to disclose personal details to the government. 

What is clear is that unless these issues are addressed, through transparency and 

providing a greater degree of control to the data subject (via a clear and robust User 

consent mechanism) public perception of this project is likely to be adversely affected. 

                                                 
63 Kraut, R. (2003),“The ethics of online research”, Paper presented at the Annual Meeting of the American 
Psychological Society, Atlanta, G.A.  
64 Weston, M. “Even Bigger Brother” 
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CHAPTER 4 
_____________________________ 

INTELLECTUAL PROPERTY 
 
 
Intellectual Property law encompasses various rights designed to protect innovation and 

creativity.  Of those rights, copyright, the database right and, to a lesser extent, rights 

relating to trade marks are pertinent to this project, upon which this chapter focuses. 

It should be noted that the nature of European IP harmonisation means that there is 

likely to be much more uniformity between the approach of Member States to the 

database right65 and trade mark law66 than there is in relation to copyright law. 

 

4.1. COPYRIGHT 

 

There are three questions that are considered of relevance to Policy Makers when using 

the Toolset: 

1. What is protected by copyright?; 
2. To what extent (if any) would the operation of the Toolset infringe 

copyright?, and; 
3. To what extent (if any) would the insertion of hyperlinks and thumbnails 

infringe national copyright laws? 

Brief answers to these questions have been provided within the question and answer 

boxes below: however, it is stressed that the legal analysis that follows should also be 

fully considered. 

 

                                                 
65 As this was an intellectual property right (IPR) originally introduced by the EC (see below). 
66 Due to the fact that there is a Trade Mark Regulation (see below). 
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Question 1:  What is protected by copyright? 

 
At least a basic understanding of copyright law is required here. 
 
Copyright is a right that automatically arises in ‘works’.  The categories of ‘works’ differ in 
different EC Member States, but in England and Wales, ‘works’ include literary, dramatic, 
musical or artistic works (often referred to as ‘authorial’ or ‘primary’ works), in which case 
these works must satisfy the test of ‘originality’; or they may take the form of ‘secondary’ or 
‘derivative’ works such as sound recordings, film, broadcasts, and the typographical 
arrangement of published editions.  Difficulties have arisen in harmonising the law on 
copyright within the EU as Member States also differ in their approach to the concept of 
‘originality’.  Civil law countries such as France and Germany require a degree of creativity, 
whereas generally the common law countries, such as the UK apply a lower standard of 
‘skill, labour and judgement’ (although, in the UK databases must satisfy the slightly higher 
standard of being the ‘author’s intellectual creation’).    
 
It is a useful truism that copyright does not protect ideas, but the form or expression of 
these ideas (the idea/expression dichotomy).   
 
The relevant act within England and Wales dealing with copyright is the Copyright Designs 
and Patents Act 1988 (CDPA 1988).  This grants the author or owner the exclusive right to 
do or perform a number of acts in relation to his work, which includes amongst other things 
the right to copy the work, to issue copies to the public and to communicate the work to the 
public.  Where a person performs any of these activities in relation to the work or deals with 
it without the permission of the owner or author, that person will have infringed the 
copyright within the work.  It should be noted that under the CDPA 1988 there is no 
defence of fair use, as there is in US copyright law. 
 
SNSs contain a variety of media posted by Users, such as text, images, video clips and sound 
recordings, all of which might attract copyright and each of which must be assessed in turn.   
 
With regard to text such as comments, ‘tweets’ and opinions, these would be classed as 
literary works, so must pass the test of ‘originality’. Under the law of England and Wales 
these works would need to display a sufficient investment of skill, labour and judgment.   
 
Given the necessary brevity of a ‘tweet’, it is probably easier to comment on the legal status 
of tweets, rather than that of other text-based SNSs posts.  There is no legal authority on the 
question as to whether a ‘tweet’ constitutes a copyright work, but Twitter’s terms of service 
could be read as indicating that it can.  However, the existence of the ReTweet Feature does 
go some way to addressing copyright infringement concerns here.   As to comments or 
opinions posted on SNSs, again these will constitute copyright works if they pass this test (in 
practice, very short or one-word comments or opinions would not pass this test). 
 
Images, which would include website graphics or logos, may be classified as ‘artistic works’ 
and again would only be protected if satisfying the ‘originality’ requirement.  Images of a 
photographic nature, must satisfy the stricter test of ‘originality’ being the ‘author’s own 
intellectual creation reflecting his personality.’ (Article 6 – EC Term Directive).  Although 
this Directive does provide that those not meeting this standard may be protected by 
Member States as a sui generis right.   
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LEGAL ANALYSIS 
 
Sterling 67  states that copyright “means many things to many people.  To some it signifies a 

component of the rights of man, deriving from natural law and sustaining the work of the human mind 

by protecting authors in respect of all uses of their work.  To others it represents a commercially inspired 

monopoly for the better regulation of the exploitation of the author’s work in the market place”. 

These differences are clearly demonstrated through the evolution of two distinct 

copyright systems.  Sterling labels these the copyright system of the common law 

countries, (e.g. UK, USA and other commonwealth countries) and the author’s right 

system of the civil law countries (e.g France, Germany, Italy etc).  The copyright system 

focuses on protecting the author’s right to remuneration for his efforts, thereby granting 

the author the right to control exploitation of his work(s).  Whilst, the author’s right, 

which has both economic and moral attributes, is linked to the author’s personality 

within the work. 

There are several differences between the systems, but within this report this has only 

been noted when considering the issue of ‘originality’.  The numerous international 

treaties and EC Directives have unfortunately had limited success in harmonising the 

laws on copyright and author’s rights.  The wide divergence in interpretation of the EC 

Directives, by the national courts of Member States has led to a somewhat inconsistent 

application at national level, which increases the risks posed by this area for this project.   

Given the numerous international treaties relating to copyright that Member States are a 

party to, it is therefore necessary to start with a brief look at these relevant treaties before 

moving on to the European and the national (i.e. England and Wales) position.                                                       

i) International Position 

Berne Convention for the Protection of Literary and Artistic Works (Berne 

Convention) 

As copyright gained momentum during the nineteenth century it soon became clear in 

the majority of countries that the work of foreigners did not attract the same level of 

protection as the work of nationals.  This problem was first dealt with by way of bilateral 

treaties, but it was quickly realised that such a system lacked consistency and certainty, 

particularly as some countries required foreigners to register their work. The need for 

uniformity was apparent and in 1886, the Berne Convention was established. 

The Berne Convention is administered by the World Intellectual Property Organization 

(WIPO) and has been revised several times to take account of the rapid rate of 

technological progress. Its aim is ‘to protect, in as effective and uniform a manner as 

possible, the rights of authors in their literary and artistic works.’  It sets out minimum 

standards that must be met by the states contracted to the Convention.  These standards 

are embodied in three basic principles: 

                                                 
67 Sterling, J.A.L. “World Copyright Law.” 
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1. National treatment – Works originating in one contracting State are to be 

protected within each of the other contracting States, and such protection 

afforded within each State shall not differ from the protection afforded to works 

created by nationals of that State.  

2. Automatic protection – There are no requirements as to registration. 

3. Independent rights - The rights granted are independent of a person’s rights 

granted in the country of origin of the work.  

 
Article 1 provides: 

 ‘The countries to which this Convention applies constitute a Union for the protection of 

the rights of authors in their literary and artistic works.’ 

A non-exhaustive list of ‘literary and artistic works’ is set out at Article 2, paragraph 1 

and states that the expression refers to ‘every production in the literary, scientific and 

artistic domain, whatsoever shall be the mode or form of its expression...’   

This paragraph does not refer to the concepts of originality or intellectual creations 

which are discussed in further detail below.   

Some of the significant articles are set out below: 

Article 9 (1) ‘Authors of literary and artistic works protected by this Convention shall 

have the exclusive right of authorising the reproduction of these works, in any manner or 

form.’ 

Article 9(2) ‘It shall be a matter for legislation in the countries of the Union to permit the 

reproduction of such works in certain special cases, provided that such reproduction 

does not conflict with a normal exploitation of the work and does not unreasonably 

prejudice the legitimate interests of the author’ 

Article 10 ‘It shall be permissible to make quotations from a work which has already 

been lawfully made available to the public, provided that their making is compatible with 

fair practice, and their extent does not exceed that justified by the purpose, including 

quotations from newspaper articles and periodicals in the form of press summaries’. 

The Universal Copyright Convention (UCC) 

The United States did not originally join the Berne Convention, primarily because the US 

had formalities as to registration (which breached one of the three main principles of the 

Berne Convention and also the period of protection under US law differed). Prompted 

by UNESCO reciprocal conditions acceptable to the US were negotiated and the UCC 

came about.  Subsequent developments mean that the UCC is no longer regarded as a 

significant international legal instrument, although it is useful to note – for the sake of 

completeness – that the UK is a member of both the Berne Convention and the UCC. 
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The Rome Convention 

The Berne Convention dealt with the rights of authors; however it soon became clear 

that the rights of performers, producers of sound recordings and broadcasting 

organisations required protection.  It was considered that their works were derivative in 

nature and as such were not acceptable for inclusion within the Berne Convention.  

Proposals for the protection of performers and producers of phonograms (sound 

recordings) were discussed at a diplomatic conference of the Berne Union in Rome in 

1928. This was followed by a number of drafts drawn up by different committees, which 

also included protection of the interests of organisations involved in broadcasting.  

Following years of negotiation the International Convention for the Protection of 

Performers, Producers of Phonograms and Broadcasting Organisations (the “Rome 

Convention”) was adopted to protect these related or secondary rights. 

The Rome Convention sets out minimum standards similar to the Berne Convention.    

Article 1 states that the protection granted under the Rome Convention shall not 

interfere with the protection of copyright in literary and artistic works. It also states that 

to become a party of the Rome Convention the State must be a member of the United 

Nations and either a member of the Berne Convention or Universal Copyright 

Convention 

This was followed by 2 additional instruments.  The Convention for the Protection of 

Producers of Phonograms Against Unauthorised Duplication of their Phonograms (the 

“Phonogram Convention”) concluded in Geneva in October 1971 and the Convention 

Relating to the Distribution of Programme-Carrying Signals Transmitted by Satellite (the 

“Satellites Convention”) concluded in Brussels in May 1974.  Their primary purpose is to 

protect producers of phonograms and broadcasting organisations against acts of piracy.  

TRIPS 

From the mid 80’s to the mid 90’s the World Trade Organisation entered into 

negotiations, which culminated in a number of agreements often referred to as the Final 

Act of the 1986-1994 Uruguay Round of Trade Negotiations.  The Final Act was signed 

by ministers in Marrakesh on 15 April 1994.  The Agreement on Trade Related Aspects 

of Intellectual Property Rights, Including Trade in Counterfeit Goods (“TRIPS 

Agreement”) formed part of it and came into effect in 1995 

It recognised the varying levels of intellectual property right protection internationally 

and it aimed at reducing “distortions and impediments to international trade, promotion of effective 

and adequate protection of Intellectual Property rights and ensuring that measures and procedures to 

protect Intellectual Property rights do not themselves become barriers to legitimate trade.”    

It covers minimum standards for each class of Intellectual Property and the maximum 

scope of exceptions that should be permitted.   

Part I refers to the national treatment commitment, similar to the first principle of the 

Berne Convention and adds an additional element, in that any advantage given to 
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nationals of another country, party to the agreement, must be extended immediately to 

nationals of other party states. 

Part II ensures that computer programs will be protected as literary works under the 

Berne Convention and sets out the basis for which databases are to be protected by 

copyright. 

It also sets out general principles relating to enforcement and makes provisions relating 

to dispute resolution procedures, for disputes between WTO members. 

WCT & WPPT 

After TRIPS, committees began to deal with issues that had not been dealt with.  In 

December 1996 at WIPO Diplomatic Conference on Certain Copyright and 

Neighbouring Rights Questions, two treaties were adopted.  These were the WIPO 

Copyright Treaty (“WCT”) and the WIPO Performances and Phonograms Treaty 

(“WPPT”) 

WCT 

Article 1(1) reads: ‘[t]his Treaty is a special agreement within the meaning of Article 20 of 

the Berne Convention...’  

Article 20 of the Berne Convention states that contracting parties to the Convention are 

at liberty to enter into special agreements among themselves but only ‘so far as such 

agreements grant to authors more extensive rights than those granted by the Convention, 

or contain other provisions not contrary to the Convention.’ 

Unlike the Rome Convention, any member state of WIPO can become a party to the 

Treaty, so it is not necessary for contracting parties to be a member of the Berne 

Convention, Universal Copyright Convention or the WPPT.   

The substantive provisions of this Treaty relate to clarification of existing standards and 

the adoption of new norms to deal with issues raised by technological digital 

advancements, particularly the internet.  The issues were referred to as the “digital 

agenda”  

In brief it covered amongst other things rights applicable to the storage of transmission 

of works in digital systems, limitations on and exceptions to rights in a digital 

environment, technological measures of protection and rights management information. 

Article 2 confirms that ‘copyright protection extends to expressions and not to ideas, 

procedures, methods of operation, or mathematical concepts as such’.  TRIPS clarified 

this as well. 

Article 4 and 5 confirm that computer programs and databases are protected by 

copyright. 
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Articles 6, 7 and 8 refer to the rights of authors, such as distribution rights, the right of 

rental and the right of communication to the public, each being exclusive rights, subject 

to certain limitations. 

Article 8 reads ‘…authors of literary and artistic works shall enjoy the exclusive right of 

authorising any communication to the public of their works, by wire or wireless means, 

including the making available to the public of their works in such a way that members 

of the public may access these works from a place and at a time individually chosen by 

them.’ 

In June 1982 WIPO/UNESCO Committee of Government Experts agreed in a 

statement that the storage of works in electronic medium constitutes a reproduction for 

the purposes of Article 9 of the Berne Convention.  They also considered that the 

transmission of works on the Internet and other similar networks should be the object of 

an exclusive right or authorisation of the copyright owner, with certain exceptions.  The 

rights of communication to the public and distribution were identified as the main two 

rights, but it became clear that due to the differing approaches of national laws it would 

be difficult to reach a consensus.  It was therefore provided that the act of digital 

transmission is described in a neutral way as was adopted by the Treaty. 

The Treaty obliges contracting states to provide ‘adequate legal protection and effective 

remedies against the circumvention of technological measures used by authors to protect 

their rights in connection with their work (e.g. encryption)’. 

It also obliges contracting parties to adopt enforcement procedures under its national 

laws to permit effective action against acts infringing the Treaty. 

This treaty entered into force within the UK on14th March 2010. 

WPPT  

This deals with the intellectual property rights of performers and producers of 

phonograms.  It makes it clear by reproducing Article 1 of the Rome Convention that 

any protection granted under the Treaty will not affect the protection of copyright 

existing in the literary and artistic works.   

Performers are granted four exclusive rights, subject to limitations: the right of 

reproduction, the right of distribution, the right of rental, and the right of making 

available to the public which covers making available by way of the Internet. 

In respect of their live performances three rights are granted, the right of broadcasting, 

the right of communication to the public and the right of fixation.  In addition the Treaty 

grants moral rights to performers. 

Producers of phonograms are granted four exclusive rights, subject to limitations: the 

right of reproduction, the right of distribution, the right of rental and the right of making 

available to the public, which covers making available by way of the Internet. 
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It also contains similar provisions to the WCT such as the principle of ‘national 

treatment’; requiring contracting parties to adopt adequate legal policies against the 

circumvention of technical measures implemented by the performers and producers of 

phonograms in connection with their rights; and enforcement procedures which permit 

effective action against acts infringing the Treaty. 

The treaty entered into force within the UK on 14th March 2010. 

ii) The EU perspective  

The EU approached the issue of copyright by implementing a number of directives 

dealing with specific works. These are listed below: 

1. Computer Program Directive (Directive 2009/24/EC on the legal protection of 

computer programs which repealed Council Directive 91/250/EEC 1991).  This 

directive provides protection to computer programs and in particular it is 

stipulated at Article 1.1 that they shall be afforded protection under copyright law 

as literary works within the meaning of the Berne Convention, but only if original 

‘in the sense that it is the author’s own intellectual creativity’.  Article 1.2 further 

states that it is the expression of the computer program that is protected. ‘Ideas 

and principles which underlie any element of a program, including those which 

underlie its interfaces, are not protected by copyright under this Directive.’ 

2. Rental Right and Lending Right Directive (Council Directive 92/100/EEC on 

Rental Right and Lending Right and Certain Rights Related to Copyright in the 

Field of Intellectual Property).  This sought to harmonise the laws relating to the 

right to authorise or prohibit the rental and lending of copyright works as well as 

the authorisation or prohibition of activities concerning the related rights. 

3. Satellite, Broadcasting and Cable Transmission Directive (Council Directive 

93/83/EEC on the Coordination of Certain Rules Concerning Copyright 

Applicable to Satellite Broadcasting and Cable Transmission). 

4. Term Directive (Directive 2006/116/EC on Harmonising the Term of 

Protection of Copyright and Certain Related Rights, 1993 (codified version), 

2006 OJ L 372 which repealed Directive 93/98/EEC. This Directive sought to 

harmonise the length of both author’s rights and related rights.    

5. Database Directive (Directive 96/9/EC on the Legal Protection of Databases, 

1996 OJ L 77/20), which is discussed in further detail at sub section 4.2 below. 

6. Directive 2001/29 EC on the Harmonisation of Certain Aspects of Copyright 

and Related Rights in the Information Society.   

Articles 2, 3, and 4 refer to rights granted to authors, performers, producers of 

phonograms, producers of the first fixation of their films and broadcasting 

organisations in relation to their respective works exclusive rights of 

reproduction, communication to the public and distribution.  These rights are 
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subject to a number of exceptions and limitations, which are dealt with at Article 

5. Some are set out below. 

Article 5(1) – ‘temporary acts of reproduction, which are transient or incidental 

[and] an integral and essential part of a technological process’.   

The sole purpose of such temporary copies must either enable a transmission in a 

network between third parties by an intermediary, or enable a lawful use of a 

work and have no significant economic value; 

Article 5(2)(b) private non-commercial copying made by a natural person, ‘on the 

condition that the rights holder receives fair compensation’; 

Article 5(3)(c) ‘reproduction by the press, communication to the public or 

making available published articles on current economic, political or religious 

topics or of broadcast works’, where such use is not expressly reserved and as 

long as the source is named. 

Article 5(3)(c) where works are used to the extent of reporting current events, but 

only so far as may be necessary for the purpose of informing the public and as 

long as the source is named. 

Article 5(3)(d) quotations for purposes of criticism review, provided that the 

works have already been made available to the public. Use of the work must be 

done in accordance with fair practice and only to the extent required for the 

specific purpose. 

Article 5(3)(f) use of political speeches as well as extracts of public lectures, but 

only so far as may be necessary for the purpose of informing the public and 

provided the source is named. 

Article 5(3)(i) incidental inclusion of work 

Article 5(3)(k) ‘use for the purpose of caricature, parody  or pastiche’ 

A report on the application of this Directive was prepared in 200768, focusing on 

the interpretation by Member States of the exemptions contained within the 

Directive. 

It discussed the issue of transient copies and considered the Directive to 

complement the directive on electronic commerce (Directive 2000/31/EC of 8 

June 2000) and would exempt such ‘reproductions on Internet routers, 

reproductions created during web browsing or copies created in Random Access 

Memory (RAM) of a computer, copies stored on local caches of computer 

systems or copies in proxy servers’.  The report refers to the Belgian case of 

                                                 
68 Report to the Council, the European Parliament and the Economic and Social Committee on the 
application of Directive 2001/29/EC on the harmonisation of certain aspects of copyright related to the 
information society (Brussels 30.11.2007 SEC(2007) 1556). 



CHAPTER 4– IP 
 

 

 95

Copiepresse69, which is discussed in further detail below.  In this case it was held 

that copies of web-pages stored in the memory of Google’s servers and links to 

the cached copy making it possible to be accessed by the public infringed both 

the reproduction right and the right of making available to the public.  Google 

was not ordered to remove the links to the cache copies but to remove the cache 

copies. 

The report considered that Member States had defined ‘press’ widely when 

considering the exemption relating to the reporting of current events to the 

public.  However, in Copiepresse the Belgium Court held that the mere grouping of 

fragments of published articles, due to the lack of any commentary by Google 

does not amount to reporting current events. 

The exception relating to quotations for criticism or review was discussed and 

consideration had to the Copiepresse decision.  The court held that the quotations 

must be ancillary to the work incorporating them and used in order to illustrate a 

given opinion.  

Some exemptions had not been implemented by all Member States.  The UK and 

Ireland were identified as the only two Member States that had not put into 

effect the private copying exemption and in addition the UK had not included 

the parody exception within its legislation.  However the report commented that 

the extent to which these exemptions in particular had been implemented varied 

from State to State. 

7. Directive 2001/84 EC on the resale right for the benefit of the author of an 

original work of art  

8. Directive 2004/48/EC on the enforcement of intellectual property rights. 

iii) The law of England and Wales 

The relevant Act dealing with copyright in England and Wales is the Copyright Designs 

and Patents Act 1988 as amended. The act states at s.1(1) that the right subsists in the 

following  

(a) original literary, dramatic, musical or artistic works, 
(b) sound recordings, films or broadcasts, and 
(c) the typographical arrangement of published editions. 

 
It is important to note that copyright subsists in the above types of work, provided a 

number of qualifications are met, which means, the right arises automatically without the 

need for application, or registration.  In the event of a copyright dispute, there may be 

uncertainty as to whether copyright subsists at all, so where a defensive approach is 

adopted to copyright compliance (i.e. responding to notice and takedown without 

                                                 
69 Copiepresse v Google Inc No. 06/9099/A, CFI; Decision appealed Google v Copiepresse SCRL [2007] E.C.D.R. 
5. 
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investigation) this may give rise to claims of infringing an individual’s freedom of 

expression.    

The qualifications are set out at Chapter IX of the Act and broadly state that for a work 

to qualify for copyright protection, the author, or in the case of joint authors one of 

those, must be a British citizen or resident or domiciled within the UK or if a company 

must be incorporated within the UK.  If the author requirement cannot be satisfied 

works will also be protected if first published within the UK and in relation to broadcasts 

if made from a place in the UK. 

So, an individual’s ‘work’ may not qualify for protection by virtue of the author’s 

requirement, but if that work is first published on the web, making it virtually 

instantaneously and simultaneously available world wide, would that not satisfy the 

qualification requirements under the law of England and Wales.  Academics believe it 

would, so in short, most material posted on a SNS, if original, would qualify for 

copyright protection under the law of England and Wales. 

What constitutes a “literary work”? 

Does a term or phrase constitute a literary work?  What about a headline, a text message, 

a tweet, a video, do any of these constitute literary works? 

s. 3(1), provides a definition, stating that it is  

‘…any work, other than a dramatic or musical work, which is written, spoken or sung, 

and accordingly includes –  

(a) a table or compilation other than a database 
(b) a computer program 
(c) preparatory design material for a computer program, and 
(d) a database…’ 

 
Peterson J considered this issue in University of London Press Ltd v University Tutorial Press 

Ltd70 and held  “[i]n my view the words "literary work" cover work which is expressed in print or 

writing, irrespective of the question whether the quality or style is high”. 

Section 3(1) also defines a ‘dramatic work’ to include dance or mime and a ‘musical work’ 

as a ‘work consisting of music exclusive of any words or action intended to be sung, 

spoken or performed with the music.’  

Databases are defined at section 3A, ‘artistic works’ at section 4, ‘sound recordings’ at 

section 5A, ‘films’ at section 5B, ‘broadcasts’ and ‘published editions’ at section 7. 

On this basis, under the law of England and Wales the following can be said of the 

examples below:    

                                                 
70 [1916] 2 Ch. 601. 
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•  ‘Tweets’, posted comments or opinions will be literary works protected by 

copyright if original; 

•  A photograph posted on a SNS is an artistic work, protected by copyright if 

original; 

• A short video, recorded by a User, featuring him/her singing a song of his/her 

own devising would be protected as a film (recording), literary work if original 

(lyrics), musical work if original (melody) and sound recording (the recording of 

the song), and; 

• The SNSs upon which the above materials are posted, will be protected in 

copyright law as a database if original. 

Originality 
 
‘Original’ is not defined in toto by European legislation, and there is a divergence in 

approach not just between the two systems as discussed above, but also within national 

systems as well.  The UK has long adopted the ‘skill, labour and judgement’ test whilst 

the author’s right system considers the skill and labour test insufficient requiring 

creativity.   

The US Supreme Court has departed from the UK approach and imposes a higher 

standard, as set out in the case of Feist Publications Inc. v. Rural Telephone Service Co. Inc71  

where it held that for copyright to subsist there must be a “modicum of creativity”, and it 

appears Canada is following suit.72  Furthermore even within the UK, a higher standard 

of originality is applied to databases in that they must be the ‘author’s own intellectual 

creativity’. 

At an international level, the Berne Convention is equally lacking in either qualitative or 

quantitative criteria on copyright works.   Ricketson and Ginsburg73 state that whilst it is 

generally accepted that such a work requires no aesthetic appeal or purpose, the Berne 

Convention left it to the contracting states to determine ‘originality’, and this term has 

been interpreted differently by them. 

From an appraisal of UK case law, Sterling identifies two basic concepts when 

determining the question of ‘originality’ the ‘first that the work must not be merely a copy of 

previous work, and secondly that the work is the result of the investment of individual skill, labour or 

judgment.’  

In the case of Exxon74 the word “Exxon” was refused protection.  The Court of Appeal 

concurred with the assessment of Graham J. at first instance: 

                                                 
71 499 U.S. 340 (1991). 
72 Tele-Direct (Publications) Inc. v. American Business Information Inc. 76 C.P.R. (3d) 296 919980 E.I.P.R. N-17. 
73 Ricketson, S. and Ginsburg, J. “International Copyright and Neighbouring Rights – The Berne Convention and 
Beyond.”  
74 Exxon Corp v Exxon Insurance Consultants International Ltd [1981] 2 All E.R. 241. 
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 “..the mere fact that a single word is invented and that research or labour was involved in its invention 

does not in itself in my judgment necessarily enable it to qualify as an original literary work…” The 

judge added “..a word which is used as a title can, as a matter of law, never in any circumstances be 

the subject of copyright.” 

However it is worth noting a recent decision of the New Zealand High Court, whereby it 

was held that the slogan “Field Friendly – the best choice for field work” enjoys copyright 

protection75.  The judge cited from the Modern Law of Copyright and Designs76 that: 

 “it should not be assumed that an advertising slogan, or a title, is incapable of protection as a matter of 

principle, rather, the amount of independent skill, labour and judgement involved in its composition is 

usually too small to count.” 

and was satisfied that the Plaintiff (claimant) had spent a lot of time devising the slogan 

and thus should benefit from copyright protection. 

What is clear is that the concept of originality has produced a high degree of uncertainty 

and incoherence at an international level, but also within individual national courts.   

Handig 77  provides a very good example where “the Austrian High Court (“Oberster 

Gerichtshof”) regarded an ordinary logo (“Zimmermann FITNESS”) as a copyright work, whereas it 

denied the very same protection for another ordinary logo (“ZAUNBAU SECURO”), arguing that 

only block letters were used, which are public property, and, thus, cannot be a copyright work’ 

Fixation 

Under the UK copyright system, it has been established that copyright should not 

protect the idea itself, but its form or expression; therefore an idea must be recorded in 

some manner before the right can subsist.  This is a principle not generally shared under 

the author’s right system. 

The UK Act specifically mentions that copyright does not subsist in literary, dramatic or 

musical works unless recorded in writing.  Artistic works are specifically excluded; 

however the courts appear to require that artistic works nevertheless be tangible (as in 

Merchandising Corp v Harpbond78, Komesaroff v Mickle79and Metix v Maughan80). 

What rights are granted? 

Chapter II of CDPA 1988 deals with the rights of copyright owners. 

Section 16(1) states that the owner of works protected by copyright has the exclusive 

right (subject to the exceptions and limitations contained within the Act): 

                                                 
75 Sunlec International Pty Ltd v Electropar Ltd, unreported, September 24, 2008, High Court Auckland, CIV   
76 Laddie et al., “The Modern Law of Copyright and Designs.” 
77  Handig, C. “The copyright term ‘work’ – European harmonisation at an unknown level,”IIC 2009, 40(6), 665-685). 
78 [1983] FSR 32. 
79 [1988] RPC 204. 
80 [1997] FSR 718. 
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(a) to copy the work (s.17). 
(b) to issue copies of the work to the public (s.18). 
(c) to rent or lend the work to the public (s.18A). 
(d) to perform, show or play the work in public (s.19). 
(e) to communicate the work to the public (s.20). 
(f) to make an adaptation of the work or do any of the above in relation to an 

adaptation (s.21). 
 
The above acts are referred to within the Act as ‘acts restricted by the copyright’. 
 
Infringement 
 
There are two forms of copyright infringement primary and secondary. 

Primary infringement  

This occurs where any of the acts restricted by copyright are done or authorised to be 

done by a person without the consent of the copyright owner. Section 16(3)(a) states that 

infringement does not need to relate to the whole of the work, a substantial part will 

suffice. 

Section 17(2) states that copying in relation to a literary, dramatic, musical or artistic 

work includes the storing of the work in any material form.  This includes storing the 

work in any medium by electronic means. 

Copying need not be identical, copying an essential feature is sufficient81 and it need not 

be direct as in a copy from the original work. 

Section 20(2) states references to ‘communication to the public’ are to communication to 

the public by electronic transmission, and in relation to a work include: 

(a) the broadcasting of the work. 
(b) the making available to the public of the work by electronic transmission in such 

a way that members of the public may access it from a place and at a time 
individually chosen by them.  

 
Secondary Infringement 
 
This will occur if a person does any of the following acts in relation to an infringing copy 
and knows or has reason to believe that he was dealing with an infringing copy: 
 

(a) imports it into the UK other than for private domestic use (s.22); 

(b) possesses it in the course of a business or sells or lets it for hire (s.23); 

(c) exhibits or distributes it in the course of a business (s.23); 

(d) distributes otherwise than in the course of a business to an extent which 

prejudicially affects the copyright owner (s.23). 

                                                 
81 Ladbroke (Football) Ltd v William Hill (Football) Ltd [1967] 1 WLR 273. 
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In addition secondary infringement may occur where a person: 
 

(e) makes, imports, possesses in the course of a business or sells or hires or attempts 

to sell or hire any article designed or adapted for making copies of the protected 

work and knows or has reason to believe that the article will be used to make 

infringing copies (s.24); 

(f) transmits the work by means of a telecommunications system (otherwise than by 

communication to the public) knowing that infringing copies will be made by 

means of such transmission  (s.24(2)); 

(g) performs or permits a work protected by copyright to be performed at a public 

place of entertainment (s.25); 

(h) provides apparatus for an infringing public performance (s.26). 

Permitted acts 

Chapter III of the Act deals with permitted acts in relation to copyright works, which do 

not infringe copyright.  These are numerous in number so only the most relevant to this 

project have been highlighted below. 

s.28A – making a temporary copy  

 ‘Copyright in a literary work, other than a computer program or a database, or in a 

dramatic, musical or artistic work, the typographical arrangement of a published edition, 

a sound recording or a film, is not infringed by the making of a temporary copy which is 

transient or incidental, which is an integral and essential part of a technological process 

and the sole purpose of which is to enable – 

(a) a transmission of the work in a network between third parties by an intermediary; 
or 

(b) a lawful use of the work 
 
and which has no independent economic significance.’ 
 

s. 29 -  Research and private study 

Paragraph 1 states that ‘Fair dealing with a literary dramatic and musical work for the 

purposes of research for a non-commercial purpose does not infringe any copyright in 

the work provided that it is accompanied by a sufficient acknowledgement’.  

Where it is impossible to make this acknowledgement for reasons of practicality the 

proviso in paragraph 1 need not be observed (s.29(1B)).  Fair dealing for private study is 

also permitted (s.29(1C)). 

 ‘Fair dealing with the typographical arrangement of a published edition for research or 

private study is permitted under section’. 29(2). 
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s. 30 – Criticism, review & news reporting 

Under this section fair dealing in respect of these purposes is permitted provided it is 

accompanied by sufficient acknowledgement and provided in the case of criticism and 

review the work has been made publicly available.  

s. 31 – Incidental inclusion 

If work protected by copyright is included incidentally in an artistic work, sound 

recording, film or broadcast there will be no infringement.  Section 31(3) states that a 

musical work shall not be regarded as incidentally included if deliberately included.  

s.50D – acts permitted in relation to databases. 

A person who has a right to use the database or any part of it may do so in exercise of 

that right, anything which is necessary for the purpose of access to and use of the 

contents of the database or that part of the database to which the person has a right to 

use. 

Moral Rights  

There are provisions relating to these rights within the Berne Convention and are 

specifically mentioned within the Act at Chapter IV. 

These are rights that exist independently and conterminously of copyright and include 

the right to be identified as the author or director of the works as the case may be; the 

right to object to derogatory treatment of the work, which includes any mutilation or 

distortion that would adversely prejudice the reputation of the author; and the right not 

to have work falsely attributed to a person who is not the author or director. 
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LEGAL ANALYSIS 
 
Within a SNS there are various works in which copyright may subsist. For example, the 

website itself may be protected by copyright, as a database if original (here meaning that 

it involves an element of ‘intellectual creativity’).  The typographical arrangements of 

each of its pages may also be protected as well as the content generated by Users on 

these sites (if original).  

The CDPA grants authors of copyright protected works a number of exclusive rights as 

described above including restricting the act of copying (section 17(1)).  Section 17(2) 

clarifies that copying in relation to a literary, dramatic, musical or artistic work means 

reproducing in any material form and this includes the storing of work in any medium by 

electronic means.  Furthermore, 17(6) adds that ‘copying in relation to any description of 

work includes the making of copies which are transient or are incidental to some other 

use of the work.’ 

The technological aspects of search engines and data aggregators are discussed by 

Allgrove and Ganley.82 They describe search engines as having three components ‘(1) a 

computer program (a “spider” or “robot” program) that trawls the internet (or more usually just the 

World Wide Web) reviewing information; (2) a computer program that analyses that information and 

compiles an index on the basis of it; and (3) a computer program that allows users to query that index.’ 

                                                 
82 Allgrove, B. and Ganley, P. “Search engines, data aggregators and UK copyright law: a proposal.”  

Question 2:  To what extent (if any) would the operation of the Toolset infringe 
copyright? 

 
It is not clear at this stage how material will be collated and extracted from SNSs i.e. 
whether it is possible to simply extract relevant content generated by a User directly from 
the SNS or whether the Toolset needs to make copies of pages from SNSs from which 
content can be extracted.    
 
The method by which data is collected and extracted is important to the extent that 
copyright can be said to subsist in the website owned by the SNS as well as in material 
produced by the User if original. Where the search function of the Toolset copies either the 
webpage and/or the data contained within those pages this is considered a restricted act in 
relation to the protected works.   
 
Unless a licence/consent has been obtained from the author of protected works or one of 
the exceptions under the CDPA or E-Commerce Directive can be applied, copying would 
be considered an infringing act.   
 
Applying the exceptions has its difficulties and necessitates a closer review of the SNSs 
terms of use. 
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For the purposes of this question only the indexing component will be considered, as 

during this process the ‘spider’ may make duplicate copies of the web pages they index.   

As the article explains,‘[t]he first copy is a temporary copy made when the spider or robot program 

trawls the World Wide Web. This copy is analysed by the computer program that compiles the index.  

The second copy is a copy of the HTML of the indexed page that is stored in a temporary repository 

called a cache. This cached copy typically includes text and images.’ 

At this stage it is not clear how material will be searched and extracted from SNSs, 

however any form of copying whether through the copying of multiple web pages or 

through the copying of specific data contained within those pages raises copyright issues.  

There are a number of exceptions contained under the CDPA which permit copying in 

certain circumstances.  A couple of the most relevant are reviewed below.  

s.28A – making a temporary copy 

This provides that copyright in a literary work other than a computer program or 

database, or in a dramatic, musical or artistic work, the typographical arrangement of a 

published edition, a sound recording or a film, is not infringed by the making of a 

temporary copy where certain criteria are met (discussed below).  This exception does 

not apply to copyright in a database so may only be relied upon in respect of copyright in 

User generated content. 

1) The copying is transient or incidental and an integral and essential part of a 

technological process. It is considered that the ‘copying’ would meet this criteria 

as any copies would be an incidental function of the Toolset. 

2) In addition the sole purpose of the ‘copying’ must be to enable the transmission 

of work in a network between third parties by an intermediary or be a lawful use 

of the work.  This however, causes some difficulties as strictly speaking Policy 

Makers controlling the Toolset would not be acting as an intermediary and it 

would therefore turn on the use of the work, i.e. what would the copied work be 

used for?  

Any protected works that are copied would be done so for the purposes of 

extracting content for analysis.  Is this a lawful use of the work?  If looking at the 

meaning of lawful in a broad sense, it might be argued that the analysis of a 

User’s sensitive data without that User’s consent would breach a User’s Article 8 

right to privacy.  This brings us back to the consent debate as discussed in depth 

at Chapter 3.  It would assist at this stage to review the terms of use/service of 

the four identified SNSs (see below) to establish whether SNSs permit extraction 

from their websites/databases, if so upon what basis and also to ascertain the 

extent Users agree to the reuse, reproduction of their content.  

3) Finally the copying must have no independent economic significance. 
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It should be noted that in general terms the copying functions of search engines do not 

fit squarely within this defence as Allgrove and Ganley comment in their article ‘Section 

28A was basically designed to protect network intermediaries from liability for content that they transmit 

through their networks.’ 

Facebook 

Its terms of use/service govern the relationship between Facebook and others which 

interact with Facebook.  It states that the use of bots, robots, spiders and scrapers to 

collect users’ content or information is not allowed without their permission; however 

certain information can be accessed by developers and operators of applications and 

websites using Facebook’s API, subject to its terms and conditions.  The Consortium 

when developing the Toolset must ensure that the information extracted is undertaken in 

accordance with Facebook’s developer’s principles and polices, otherwise the 

Consortium should seek specific consent from Facebook. 

With regard to users’ content the terms of use/service state that a user grants Facebook a 

non-exclusive transferable, sub-licensable, royalty fee worldwide license.  In addition it 

states that information published under their ‘everyone’ setting is information that the 

user allows everyone, including people off of Facebook to access and use and to 

associate with that user.   

Twitter 

Its terms of service state that the Twitter API must be used to reproduce modify, create 

derivative works, distribute, sell transfer, publicly display, publicly perform, transmit or 

otherwise use any of the content (whether user generated or not) or Twitter Services.  

Use of their API is subject to terms and conditions.    Crawling the services is permitted 

if done in accordance with the provisions of the robots.txt file, however scraping is 

prohibited without the prior consent of Twitter.  

In relation to users’ content, the user grants to Twitter a worldwide, non-exclusive, 

royalty free licence (with the right to sub licence) to use, copy, reproduce, process, adapt, 

modify, publish, transmit, display and distribute the content  in any and all media or 

distribution methods.  Twitter users also agree that this includes a right granted to 

Twitter to make their content available to other organisations and individuals that partner 

with Twitter for the syndication, broadcast, distribution or publication of such content 

on other media and services.   

It is not clear whether using Twitter’s API would create a partnership for the purposes of 

this provision, although developers are referred to as partners within the developer’s API 

guidelines.  Again the Consortium must ensure that the Toolset observes Twitter’s rules 

relating to the use of their API. 

YouTube  

YouTube requires users to grant a similar licence as discussed above and grant other 

YouTube users a non-exclusive, royalty free licence to access their submissions through 
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YouTube and to use, reproduce distribute, prepare derivative works of, display and 

perform such user submissions to the extent permitted by the functionality of the 

website and under its terms of use.  

Its’ users submissions may not be accessed through any technology other than the video 

playback pages of the website, the YouTube player or other means as YouTube explicitly 

designates for this purpose; presumably this would include YouTube’s API.   

Its terms of use, prohibit the harvesting of personal data; however the terms do not 

prohibit the launch of any automated system save to the extent that such system accesses 

the website in a manner that sends more request messages to YouTube servers in a given 

period of time than a human can reasonably produce in the same period by using a 

publicly available, standard web browser. 

The Consortium should note that access to users’ videos is not permitted for any reason 

other than for personal non-commercial use, solely for streaming.  This is defined as a 

‘contemporaneous digital transmission of the material of YouTube via the internet to the 

user operated internet enabled device in such a manner that the data is intended for real 

time viewing and not intended to be downloaded (either permanently or temporarily), 

copied stored, or redistributed by the user’..   

Delicious  

Delicious allows access to its content through RSS feeds and its’ API.  These must be 

used in accordance with its guidelines and it specifically states that these features may not 

be used to display a substantial portion of its database or reproduce, duplicate or copy 

Delicious. 

Its users grant to Delicious and its affiliates’ businesses permission to access and use their 

content, but users also have the ability to attach licences to their content and any use or 

reproduction must comply with the terms of these licences and must include a label 

indicating such licence (this does not apply to Delicious’ use). 

Generally access to the content generated on SNSs is permitted through the SNS’s API.  

However use of each SNS’s API is subject to a number of terms and conditions.  This 

might cause difficulties on the technical side, where the Toolset’s crawling and extraction 

functions must comply with multiple requirements depending upon which site is used.   

With regard to the question of whether the use of the work is lawful, it is necessary to 

review each SNS’s terms of use/service to establish exactly what their users have agreed 

in relation to content re-use and reproduction upon sign up. For example Twitter 

specifically states that its users grant a licence to Twitter’s partners which may be taken to 

mean developers and Facebook may sub-licence its right to deal with any copyright 

protected work.  This can be compared with the approach adopted by Delicious, 

whereby its users attach licences to their work, and others reproducing this work must 

comply with the terms of the licence and include a label indicating the licence. 
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s.30 – Criticism, review & news reporting 

This exception relates to ‘fair use’ of the protected work for the purposes of criticism, 

review and news reporting, provided the work has been made publicly available and 

furthermore in the case of criticism and review use of the work must be accompanied 

with an acknowledgement of the author or owner.  When considering what would be fair 

use, consideration should be had to the amount of work taken, and the potential loss to 

the author or owner.  

The Belgium case of Copiepresse v Google Inc83 needs to be considered in this regard. Turner 

and Callaghan 84  provide an overview of the GoogleNews service; a specialised data 

aggregation service provider.   ‘The idea underpinning GoogleNews is to provide multiple 

perspectives on a news item by creating links to a variety of sources.  Use of the GoogleNews service is free 

of charge.  On the homepage the news items are automatically updated on a regular basis.  Users of the 

website can also search for news items on a specific topic…and will then be presented with the headline 

and first few lines of news reports from other websites.  The entire process is automated and news stories 

are ranked by relevance to the search term using a proprietary algorithm.  If a user wants to read a 

particular story in more detail he or she must click on the headline and they will then be taken to the 

original publisher’s website.’  

Copiepresse a copyright management company sought an injunction against 

GoogleNews, claiming infringement of copyright and the database right.  As part of its 

defence Google claimed fair use for criticism and review and news reporting.   The court 

held that these defences could not be relied upon as the collecting of articles was 

undertaken by automated means and did not have the necessary element of analysis, 

comparison or criticism and the lack of original comment from Google did not amount 

to news reporting.  

Based on this decision it would appear that where the analysis is purely automated, which 

may be the case with this product and in the absence of any critical comment from the 

Policy Maker such a defence cannot be relied upon. 

s.50D – Acts Permitted by relation to databases 

The acts restricted by copyright are permitted in relation to databases by any person who 

has a right to use the database or any part of the database, (whether under licence or 

otherwise), to do anything in exercising their right, anything which is necessary for the 

purposes of access to and use of the contents or the database or that part of the database. 

Policy Makers as users of SNSs have the right to access and use these sites, subject to the 

terms of use of each site.  In addition through the use of the Toolset which will access a 

SNS’s data through the SNS’s API, the terms and conditions relevant to the SNS’s API 

use must be complied with.   

                                                 
83 Refer to footnote 69 
84 Turner, M. and Callaghan, D.  “You can look but don’t touch! The impact of the Google v Copiepresse decision on the 
future of the internet.”  
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E-Commerce Defences 

In addition there are defences within the EC Directive 2000/31 85  (‘E-Commerce 

Directive’) implemented within the law of England of Wales by the Electronic 

Commerce (EC Directive) Regulations 2002 (E-Commerce Regulations).  

These are the ‘mere conduit’, ‘caching’ and ‘hosting’ defences which are available to 

information society service providers.   

The E-Commerce Regulations defines with reference to the E-Commerce Directive an 

information society service as ‘any service normally provided for remuneration at a 

distance, by means of electronic equipment for the processing (including digital 

compression) and storage of data, and at the individual request of a recipient of a 

service.’ Recital 18 of the Directive adds that the definition includes ‘services which are 

not remunerated by those that receive them, such as those offering on-line information 

or commercial communications, or those providing tools allowing for search, access and 

retrieval of data’.   

These defences are discussed at Chapter 5, however it is considered that as the Toolset is 

designed as an aid to the Policy Maker, i.e. tools, Policy Makers would not qualify as ISS 

providers. 

Where the statutory defences cannot be applied and/or the terms of use/service of SNSs 

do not assist, an alternative approach would be to obtain a specific licence from Users, 

similar to that granted by Users to SNSs.  This could be sought by the Policy Maker at 

the same time explicit consent is obtained from Users for the purposes of complying 

with data protection legislation (see Chapter 3). 

                                                 
85 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market. 



PART II – A GENERAL LEGAL AND ETHICAL CONTEXTUAL ANALYSIS BY AREA 
 

 

 108

  

LEGAL ANAYLSIS 
 
It is possible that Policy Makers may come across a particular article or YouTube clip 

they might wish to use for the purposes of initiating debate or referring Users to for 

comment. 

This raises the question of whether the inclusion of hyperlinks or thumbnails infringe 

copyright, in particular section 17 CDPA 1988, as discussed above, as well as section 20 

CDPA 1988 which is the exclusive right granted to the author or owner to communicate 

his or work to the public. 

To date, no decision of the courts of England and Wales directly addresses all these 

issues. There have, however, been a number of decisions in other jurisdictions, and key 

examples of these are provided below.  

Paperboy86 

The facts of this case are similar to that of Copiepresse: Paperboy offered a daily current 

news search engine, similar to GoogleNews, and it was sued by a German publisher of 

journals who offered information services on the internet.  The hyperlinks created by 

Paperboy bypassed the home pages of websites and therefore any adverts that might 

have been placed on those home pages. There was no mention of a caching function.  

The German Federal Supreme Court held that Paperboy’s search system did not infringe 

copyright law nor was it open to challenge under aspects of competition law. The 

                                                 
86 German Federal Supreme Court, July 17, 2003, Case No. I ZR 259/00, 2003 CR 290. 

Question 3:  To what extent (if any) would the insertion of hyperlinks and 
thumbnails breach the law of copyright? 

  
 
Policy Makers may wish through the injection facility of the Toolset to create links to 
other comments, images, clips or material whether on SNSs or elsewhere for the purposes 
of feeding discussion.  
 
With regard to hyperlinks it is generally considered that such links, in situations where the 
User is redirected to the webpage on which the author or owner’s work is published will 
not infringe copyright within the work; however care must be taken when using extracts 
from the work or article titles for the purposes of linking.  Recent European case law in 
this area may, however, have the effect of changing best practice here. 
 
The use of thumbnails has led to a mixed approach throughout the EU.  This issue has yet 
to be brought before a court within England and Wales so it is uncertain how such a 
matter would be decided.  In light of this it would be prudent to avoid the use of 
thumbnails as a means of linking, unless consent of the author or owner of the work has 
been obtained.  
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decision was appealed, but the appeal was dismissed.  Where copyright works had been 

made available on the internet without putting in place technological protective measures 

the court considered this allowed any use that an on-line user may wish to make.  As a 

result hyperlinks which permitted access to these articles did not infringe copyright. It 

was also held that hyperlinks did not infringe the right to communicate to the public as 

the link only led the user to the work already published by the author on the internet. It 

was the author that decided on making the work publicly available on line, not the search 

engine that neither published it nor transmitted it to users.   

Copiepresse87 

The Belgian Court in Copiepresse held that GoogleNews did not merely transfer users to 

different websites, it recreated headlines and short extracts from the articles some of 

which were considered to be copyright protected. The length of the works was not 

important but their originality.  Furthermore the automatically produced extractions, 

modified the works which the court held to be an infringement of the author’s moral 

rights, together with an infringement of the author’s paternity right, as the author was not 

named on the GoogleNews website.  On this basis the court held in favour of 

Copiepresse. 

The court also considered that where users were able to click on the cached link to view 

the material stored within Google’s servers memory, even where the article had been 

moved from the original site, thus remaining upon Google’s site instead of being 

transferred that this amounted to communicating work to the public.   

Shetland Times Ltd V Wills88 

This is the only UK case germane to this area, where there was some consideration of 

the issue of hyperlinks, but as Allgrove and Ganley comment89 it is of limited use as ‘the 

decision was only an interim order without full argument and, in particular, without consideration of the 

possible defences;...the decision was made before the current s.20 (the “communication to the public” right) 

was inserted into the Act [CDPA]; and it was decided at a time when the internet was much younger 

and internet search functionality much less developed.’   

In this case the defendant used the claimant’s headlines as hyperlinks.  These bypassed 

the claimant’s homepage again missing any advertisements that may have been placed 

there.  The claimant claimed an infringement of copyright and sought an injunction 

which was upheld by the Court of Session in Edinburgh.  Hyperlinking was allowed to 

continue provided that it linked to the Shetland Times home page, and provided 

sufficient acknowledgment. 

Whilst there is some divergence in how the courts of Member States have dealt with the 

issue of hyperlinks, it would appear that there is a general consensus in that the links 

                                                 
87 Refer to footnote 69. 
88 [1997] F.S.R. 604 
89 Refer to footnote 82. 
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themselves do not infringe copyright, provided the user is redirected to the relevant 

website.   

Care, however, must be taken where extracts of the work are used, or headlines.  Such 

extracts might be used as the linking text and this in itself might be considered an 

infringement; as Copiepresse shows it is the originality of the work that needs to be 

considered not its length.  A more prudent approach would be to use the URL address as 

the link.  In addition where copyright subsists, the moral rights of the author must also 

be considered.  This has been discussed above, but includes the right to be identified as 

the author or director of works.   

Another problematic area to be aware of is the use of deep linking, which is where the 

hyperlink directs the user to a page within the website other than the home page, thereby 

missing advertisements placed on this page.   

Finally where the user is not redirected to the relevant website, but is able to link to 

cached copies, this would, if the decision of Copiepresse is to be followed, amount to a 

communication to the public. 

Turning briefly to the issue of thumbnails, the national courts of Member States have 

again differed in their approach.  Some have held thumbnails do not infringe the 

reproduction right due to the inferior quality of the thumbnail (the Dutch case of NVM 

v Zoekallehuizen90) whilst other courts held that they do91.   

In addition within the same country case law appears to be conflicting.  In Germany an 

artist who published her work on her own website sued Google for showing her work as 

thumbnails, claiming that the possibility of viewing them in the form of thumbnails was 

an infringement of copyright.92 The county court Landgericht Erfurt agreed that showing 

thumbnails was a relevant reproduction and communication to the public, but it held that 

the artist had authorised the use by uploading and making her website available.  The 

claimant had therefore tacitly agreed, by not putting in place technical barriers preventing 

reproduction of her work as thumbnails.    

On the other hand two decisions of the Hamburg Regional Court took the opposite view, 

proclaiming thumbnails to be an infringement of the author’s right of communication to 

the public.93   In both cases the argument as to implied consent due to the lack of 

protective technological measures was rejected. 

In light of the above a defensive approach should be adopted and where permission to 

use the author/owner’s work in this way cannot be obtained, it is recommended that the 

use of thumbnails be avoided.    

 

                                                 
90 Court of Arnhem 16 March 2006 (Ljn Av 5236). 
91 Bielefeld Regional Court 8 November 2005, JurPC Web-Dok. 106/2006 and Regional Court of 
Hamburg, 5 September 2003, JurPC Web-Dok 146/2004. 
92An Artist v Google (3 O 1108/05) (Unreported, March 15, 2007) (Germany). 
93 (Reference numbers 308 O 42/06 and 308 O 248/07). 
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4.2. DATABASE RIGHT 

 
In addition to the protection afforded to databases under copyright law, there is a 

separate intellectual property right, called the database right, which provides additional 

protection for databases. The creation of this sui generis 94  database right provides 

protection from extraction or re-utilisation of the whole or a substantial part of the 

contents of the database.  In this respect where a website is considered to be a database 

(most websites would satisfy the test here), Policy Makers would need to consider the 

extent (if any) extraction of its content would infringe the database right. 

 

 
 
 
LEGAL ANALYSIS  
 
(EU and law of England and Wales) 

The Database Directive95 deals with this right. The Directive was implemented within 

the law of England and Wales by the Copyright and Rights in Database Regulations 

1997 (SI 1997/3032), free standing legislation, which has not been incorporated into the 

CDPA 1988.  

                                                 
94 A term used in IP law to indicate a specialist or limited standalone intellectual property right (IPR).  
Other examples of sui generis IPRs (not relevant to the WeGov project) are the protection of plant 
varieties and the (now mostly-defunct) legal regime protecting semi-conductor chips (variously known as 
semiconductor protection, chip rights or mask rights). 
95 Directive 96/9 EC of the European Parliament and of the Council of 11 March 1996 on the Legal 
Protection of Databases. 

Question:  To what extent (if any) would extraction from SNSs infringe the 
database right? 

 
 
This section looks at the possibility of SNSs as databases, and considers that a right to 
protection from extraction and re-utilisation of the contents of the database may arise in 
favour of SNSs where they are able to satisfy the qualification requirement (Article 11 of 
the Database Directive). 
 
It is considered that where Policy Makers have obtained consent from SNSs to the 
collection of data or information this would not be an issue (i.e. as permitted under their 
terms of use, and through the SNS’s API).  In situations where consent has not been 
obtained there are exceptions to the database right, for example a lawful user of a database 
is permitted to extract or re-utilise insubstantial parts where the database has been made 
available to the public.  However, the extent to which users of the Toolset would be able 
to rely upon this exception is debatable as repeated or systematic extraction or re-
utilisation of insubstantial parts, may result in the reconstitution of a substantial part of the 
contents. 
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The European Commission considered that there was a need to protect a wide variety of 

databases, many of which would not pass the higher “intellectual creativity” test of the 

civil law countries.  

Its harmonisation efforts resulted in a distinction between original and non-original 

databases.  For “original” databases it raised the bar on the test of “originality” within 

copyright law, so only those databases involving an element of “intellectual creativity” are 

afforded copyright protection.   For ‘non-original’ databases an entirely new form of 

protection was created outside of copyright law, a sui generis right, and under this right 

protection is granted where there has been ‘qualitatively or quantitatively a substantial 

investment in either the obtaining, verification or presentation of the contents’ of a 

database.   

What is a database?  

A database is defined at Article 1 of the Directive as ‘a collection of independent works, 

data or other materials arranged in a systematic or methodical way and individually 

accessible by electronic or other means.’ 

Looking at the contents of SNSs it would generally be accepted that these sites fall within 

this definition, as they do provide a collection of independent works or data which are 

arranged methodically.  For example, Twitter enables comments to be arranged on a 

topic by topic basis or YouTube which categorises clips and through its search function 

enables content to be accessed individually.    

Assuming that SNSs satisfy the definition of a database in terms of the sui generis database 

right, how are they protected? 

The Right 

Article 7(1) of the Directive provides that Member States ‘shall provide for a right for the 

maker of a database which shows that there has been qualitatively and/or quantitatively a 

substantial investment in either the obtaining, verification or presentation of the contents 

to prevent extraction and/or reutilization of the whole or of a substantial part, evaluated 

qualitatively and/or quantitatively of the contents of that database.’ 

This right has been implemented within the law of England and Wales by Part III of the 

Copyright and Rights in Database Regulations 1997 (SI 1997/3032), section 16(1).  This 

Statutory Instrument deals specifically with non-original databases, as original databases 

are dealt with under the CDPA 1988. 

Section 16(1) states that the database right is infringed where a person ‘without the 

consent of the owners of the right extracts or re-utilises all or a substantial part of the 

contents of the database.’   

Section 16(2) also states that ‘the repeated and systematic extraction or re-utilisation of 

insubstantial parts of the contents of a database may amount to the extraction or re-

utilisation of a substantial part of those contents.’ 
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The following terms are defined within Part III of the Statutory Instrument section 12(1):  

 “extraction” means the permanent or temporary transfer of any of the contents of a 

database to another medium. 

“re-utilisation” means making any of the contents of a database available to the public by 

any means. 

 “substantial”  in relation to any investment, extraction or re-utilisation means substantial 

in terms of quantity and/or quality. 

 “investment” includes any investment whether of financial, human or technical 

resources. 

However, before this right arises there are qualification requirements contained with 

Article 11 of the Directive, as also set out within the Statutory Instrument.   

Article 11(1) provides that database makers or rightholders must be nationals of a 

Member State or be resident within the EEA.  With regard to companies or firms, which 

would generally be the case for SNSs, the company or firm must show a sufficient 

connection with the EEA.  If the company was not formed in a Member State, they must 

have their registered office, central administration or principal place of business within 

the EEA.  If only a registered office has been established within the EEA ‘its operations 

must be genuinely linked on an ongoing basis with the economy of a Member State’. 

(Article 11(1)). 

Proceeding on the basis that SNSs are able to meet the qualification requirement it is 

necessary to look at what would amount to a ‘substantial investment in obtaining 

verification or presentation of the contents’.   

The question of investment in ‘obtaining’ the contents of the database was referred by 

the Court of Appeal to the ECJ in the British Horse Racing Board Ltd v William Hill 

Organisation Ltd96. This case involved an extensive list of horses and their riders, drawn up 

by the Board itself, in its capacity as the governing body for the British horseracing 

industry.  The ECJ held that resources used to draw up a list of horses and to undertake 

checks on details of those listed prior to the races did not “constitute investment in the 

obtaining and verification of the contents of the database in which that list appears”. 

A distinction was made by the ECJ between investment in creating and investment in 

obtaining contents, with protection for databases arising only in the latter case.  

The ECJ was also asked to rule on the matter of ‘verification’.  It held that investment in 

the verification of contents referred to the resources applied to ‘ensuring the reliability of the 

information contained in that database, to monitor the accuracy of the materials collected when the 

database was created and during its operation.’ 

                                                 
96 British Horse Racing Board Ltd v William Hill Organisation Ltd (C-203/02). 
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On the issue of investment in the ‘presentation’ of the contents this matter was 

considered by the ECJ in the cases of Fixtures Marketing v OPAP97, Fixtures Marketing v 

Svenska98 and Fixtures Maretking v Veikkaus99. 

The ECJ held that it referred to ‘..the resources used for the purpose of giving the database its 

function of processing information, that is to say those used for the systematic or methodical arrangement 

of the materials contained in that database and the organisation of their individual accessibility.’   

In a review of the policy goals of the Directive in 2005100, the paper reported that there is 

uncertainty over the meaning of “substantial investment.” 

It referred to various conflicting decisions amongst the Member States, such as the 

decision of the District Court of Hague, which held that a list of real estate properties101 

amounted to ‘substantial investment’, whereas the President of the District of Rotterdam 

held that newspaper headlines were a mere “spin-off” of newspaper publishing and was 

not.102 

Evans103 looks at the issue of websites as databases discussing the Netherlands case of 

Algemeen Dagblad BV et al v Eureka Internetdiensten104: 

‘The plaintiffs were companies selling newspapers in the Netherlands and also operating Dutch language 

websites containing selected articles from their paper based publications.  Eureka’s Kranten.com website 

aggregated headlines from the plaintiffs’ websites and linked directly to the stories…The newspapers 

accused Eureka of systematically and repeatedly extracting and re-utilising the headlines of the news 

reports, and therefore, infringed the newspapers’ database rights in their websites. The court held that 

there had not been a substantial investment in obtaining, verifying, or arranging the contents of the 

database (i.e. the website) as the articles were simply taken from the print editions of the newspapers and 

placed in chronological order.’ 

In light of the above for protection to arise SNSs would be required to show a 

‘substantial investment in either the obtaining, verification or presentation of the 

contents’.  On the one hand it might be argued that as a large proportion of their content 

is User generated, SNSs would be unable to claim a substantial investment has been 

made in the obtaining or verification of its contents, on the other hand a particular SNS 

might argue that substantial investment, both financially and through time and effort, has 

been made in terms of presenting the contents.  For example how the contents are 

arranged and accessed on the SNS.   

Assuming that SNSs would be protected under the database right, the next question is: 

To what extent would ‘extraction’ by Policy Makers breach this right? 
                                                 
97 Fixtures Marketing Ltd v Organismoa Prognostikon Agnon Podosfairou (Case C-444/02). 
98 Fixtures Marketing Ltd v Svenska Spel AB (Case C-338/02). 
99 Fixtures Marketing Ltd v OY Veikkaus Ab, (Case C-46/02). 
100 DG Internal Market and Services Working Paper: First Evaluation of Directive 96/9/EC on the legal 
protection of databases (Brussels, 12 December 2005). 
101 NVM v De Telegraaf, judgment of 12 September 2000. 
102 Algemeen Dagblad a.o. v Eureka judgment of 22 August 2000. 
103 Evans, M.D. “Protection of data on the Internet” I.P.Q. 2002, 1, 50-74. 
104 Unreported Rotterdam District Court August 2000. 



CHAPTER 4– IP 
 

 

 115

The term ‘extraction’ is considered at Article 7(2)(a) of the Directive to mean ‘the 

permanent or temporary transfer of all or a substantial part of the contents of a database 

to another medium by any means or in any form’. 

The term  “re-utilisation” is defined at Article 7(2)(b) as ‘any form of making available to 

the public all or a substantial part of the contents of a database by the distribution of 

copies, by renting, by on-line or other forms of transmission’. 

Furthermore Article 7(5) also states that the repeated and systematic extraction and/or 

re-utilization of insubstantial parts of the contents of the database implying acts which 

conflict with a normal exploitation of that database or which unreasonably prejudice the 

legitimate interest of the maker of the database shall not be permitted. 

On the issue of ‘extraction’, the German Federal Court of Justice requested a preliminary 

ruling from the ECJ in the case of Directmedia Publishing GmbH v Albert-Ludwigs-Universitat 

Freiburg (C-304/07), on whether a transfer of material from a non-original database to 

another database constituted an ‘extraction’.   

The university published an anthology of German poetry based on a database of 1,100 

verse titles compiled by a professor.  A publisher produced a CD of 1,000 poems using 

the list as a guideline.  The professor and the University brought an action against the 

publisher. At first instance the court found in favour of the professor and the 

University’s favour, but the decision was appealed.  The question of “extraction” was 

referred to the ECJ. 

With reference to Article 7(2)(a) which defines ‘extraction’ as ‘the permanent or 

temporary transfer of all or a substantial part of the contents of the database..’ it ruled 

regardless of whether or not any critical analysis of the contents had taken place, as 

material had been transferred from one database to another, this still amounted to a 

transfer.  It was for the national court to decide whether the extraction was ‘substantial’ 

or involved the ‘repeated and systematic’ taking of ‘insubstantial’ parts which resulted in 

the reconstitution of a substantial part of the contents. 

Whilst each individual extraction by Policy Makers from SNSs is unlikely to be 

considered substantial, it is arguable that the repeated and systematic taking of 

insubstantial parts from SNSs together might amount to a reconstitution of a substantial 

part of its contents.  This is of course where extractions have been undertaken without 

the consent of the database maker or rightsholder i.e. the SNS, either through a separate 

agreement or through the means permitted by the SNS, such as through the site’s API, 

subject to the API’s terms of use.  It is assumed that Policy Makers will be crawling and 

extracting information from SNSs with consent of the database maker, however it is 

worth noting some other exceptions of relevance.   

Exceptions 

Article 8(1) provides that where a database has been made available to the public, a 

lawful user of that database may not be prevented from extracting and/or re-utilising 
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insubstantial parts of its contents, evaluated qualitatively and/or quantitatively, for any 

purposes whatsoever.  

Article 9(1)(b) further states that Member States may stipulate that lawful users of a 

publicly available database may extract and/or re-utilise substantial parts of its contents 

for the purposes of teaching or scientific research, where the source is indicated and only 

so far as is justified by the non-commercial purpose to be achieved. 

Similarly the UK Statutory Instrument states: 

A lawful user of a database which has been made available to the public shall be entitled 

to extract or re-utilise insubstantial parts of contents of the database for any purpose - 

(section 19(1)). 

The database right is not infringed by fair dealing with a substantial part of its contents 

where the database has been made available to the public if the part extracted is done by 

a person who is a lawful user for teaching or research purposes, the source is indicated 

and is not for a commercial reason - (section 20(1)). 

Section 21 where at the time of extraction or re-utilisation of a substantial part of the 

database contents it is not possible to identify the maker after making reasonable enquiry 

and it is reasonable to assume that the right has expired. 

“Lawful user” is defined as any person who (whether under a licence to do any of the 

acts restricted by any database right in the database otherwise) has a right to use the 

database. 
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4.3. TRADE MARKS 

 
Trade mark law is the area of IP law that addresses the legal regulation of logos and the 

names of companies, products and services.  At the international, regional (EC) and 

national (UK) levels, trade marks are regulated by: 

• The Paris Convention for the Protection of Industrial Property of March 1883 (the 

Paris Convention); 

• Madrid Agreement Concerning the International Registration of Marks 1891 and the 

Madrid Protocol 1989; 

• First Council Directive 89/104/EEC of 21 December 1988 to approximate the laws 

of the Member States relating to trade marks (the Trade Mark Directive); 

• Council Regulation (EC) No 40/94 of 20 December 1993 on the Community trade 

mark (the Trade Mark Regulation), and; 

• The UK Trade Marks Act 1994. 

At this stage it is felt that there is minimum risk posed by trade mark law, as non-

commercial use of a trade mark generally does not constitute trade mark infringement.  

Therefore, provided that it is made clear to Policy Makers (in the form of a 

recommended contract term) that they should respect the trade mark policy of SNSs 

interrogated, little more needs to be said about this area of law. 
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4.4. ETHICAL CONSIDERATIONS 

 

Ethical concerns particular to the intellectual property considerations of the WeGov 

project centre around use by the Policy Makers of third parties’ intellectual property, 

namely: copyright, the database right and, to a lesser extent, rights relating to trade marks. 

The ILAWS team do not consider that there are significant ethical considerations 

particular to Intellectual Property Rights raised by the Toolset. 
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CHAPTER 5 
_______________________________ 

MISCELLANEOUS 
  
 

This chapter discusses some of the key areas of concern, likely to be raised through the 

use of the Toolset.  In particular it focuses on liability for defamatory material; hate crime 

such as the stirring up of religious and racial hatred; cyber-bullying and harassment; the 

publishing and dissemination of terrorist material; with a brief discussion on the 

regulation of spam and software licensing. 

This Report provides the Consortium with a legal overview of these topics, and where 

possible best practice solutions where risks are identified. 

Throughout this chapter, references are made to individuals’ fundamental human rights 

as well as the defences provided to Information Society Service (ISS) providers as set out 

within the E-Commerce Directive.  In an attempt to avoid unnecessary repetition, this 

chapter begins with a look at certain provisions of the Human Convention for the 

Protection of Human Rights and Fundamental Freedoms (the “Convention”) as well as 

those defences relevant to ISS providers. 

The Convention Rights 

To recap the Convention is a treaty agreed by Member States of the Council of Europe, 

which sets out fundamental rights and freedoms to be enjoyed by all individuals. The 

rights contained within the Convention protect individuals against infringement of these 

rights, by Member States and not against private individuals.  In England and Wales the 

rights were incorporated into national law by the Human Rights Act 1998. 

The Convention rights of most relevance to this Chapter are Article 9 (freedom of 

thought, conscience and religion) and Article 10 (freedom of expression).  Other rights 

have however been briefly mentioned. 

Starting with Article 10, this fundamental right often conflicts with Article 8 (the right to 

respect for private and family life) and overlaps with Articles 9 and 11.  It states: 

1.  Everyone has the right to freedom of expression.  This right shall include 

freedom to hold opinions and to receive and impart information and ideas 

without interference by public authority and regardless of frontiers.  This Article 

shall not prevent States from requiring the licensing of broadcasting television or 

cinema enterprises. 
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It is a right that ‘protects the popular and the unpopular, including the right to ‘offend, shock or 

disturb.’  It encompasses the freedom to hold ideas, and to receive opinions and information, as well as the 

right to express them.’105 

The case of Stevens v UK106 held that ‘expression’ covers words, pictures, actions and 

images that are intended to express ideas or convey information. 

Whilst its scope is clearly wide the Article at paragraph 2 presents limitations.  This states: 

2.  The exercise of these freedoms, since it carries with it duties and responsibilities, 

may be subject to such formalities, conditions, restrictions or penalties as are 

prescribed by law and are necessary in a democratic society, in the interests of 

national security, territorial integrity or public safety, for the prevention of 

disorder of crime, for the protection of health or morals, for the protection of 

the reputation of the rights of others, for preventing the disclosure of 

information received in confidence, or for maintaining the authority and 

impartiality of the judiciary. 

Reference to this Article has been made in respect of most of the topics below. 

Article 9 (Freedom of Thought, Consciences and Religion) 

1. Everyone has the right to freedom of thought, conscience and religion; this right 

includes freedom to change his religion or belief and freedom, either alone or in 

community with others and in public or private, to manifest his religion or belief, 

in worship, teaching, practice and observance. 

2. Freedom to manifest one’s religion or beliefs shall be subject only to such 

limitations as are prescribed by law and are necessary in a democratic society in 

the interests of public safety, for the protection of public order, health or morals, 

or for the protection of the rights and freedoms of others. 

In determining what amounts to a manifestation the ECtHR identifies the nature and 

scope of the belief.    

‘The manifestation right requires a direct link between the relevant belief and the relevant act.  Thus, 

where a pacifist distributed leaflets to soldiers urging them to decline service in Northern Ireland, this was 

not an expression of her ‘pacifist ideas’ as it has a broader aim, to contest British policy in Northern 

Ireland107 ……. Article 9 relates only to acts that are an expression of a religion or belief not to acts 

that are merely influenced or motivated by it.’108 

This right overlaps with Articles 10 and 11, and there is a degree of overlap with Article 

14 which states that the rights and freedoms granted by the Convention Rights shall be 

                                                 
105 Wadham, J., Mountfield, H.,  Anna Edmundson and Gallagher, C., “Blackstone’s Guide to the Human Rights 
Act 1998”, pg. 191. 
106 (1986) 46 DR 245. 
107 Arrowsmith v UK [1978] 3 EHRR 218; (1978) 19 DR 5. 
108 Refer to footnote 105. 
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enjoyed without discrimination on any ground such as sex, race, colour, language, 

religion, political, or other opinion, national or social origin, association with a national 

minority, property, birth or other status. 

Article 13 provides a right to an effective remedy. 

‘Everyone whose rights and freedoms as set forth in this Convention are violated shall 

have an effective remedy before a national authority notwithstanding that the violation 

has been committed by persons acting in an official capacity.’ 

The scope of this right varies depending upon the nature of the complaint. Article 13 has 

not been directly incorporated within the Human Rights Act; however section 2 of the 

Act states that Strasbourg law must be taken into account when determining a question 

which has arisen under any statute in connection with a Convention right. 

E-Commerce Directive109 

This Directive was implemented in England and Wales by the Electronic Commerce (EC 

Directive) Regulations 2002 and requires some consideration as it limits the liability of 

intermediary Information Society Service (ISS) providers where they provide mere 

conduit, hosting or caching services.  In this respect it is necessary to determine whether 

Policy Makers would be able to take advantage of these provisions. 

When looking at (ISS) providers, as discussed previously, the E-Commerce Regulations 

defines these with reference to the E-Commerce Directive as ‘any service normally 

provided for remuneration at a distance, by means of electronic equipment for the 

processing (including digital compression) and storage of data, and at the individual 

request of a recipient of a service.’  

Recital 18 to the Directive adds that the definition includes ‘services which are not 

remunerated by those that receive them, such as those offering on-line information or 

commercial communications, or those providing tools allowing for search, access and 

retrieval of data’.   

As this report is based on the assumption that the Consortium is supplying a product, i.e. 

the Toolset, to the Policy Maker as opposed to a service these provisions cannot be 

relied upon.  The Directive aims to provide protection to intermediaries such as ISPs, 

and clearly Policy Makers are not adopting an intermediary role.  This becomes apparent 

when looking at the particular provisions dealing with ‘mere conduit, hosting and 

caching’. 

Article 12 sets out the ‘mere conduit’ defence. Member States shall ensure that ISS 

providers shall not be liable for the transmission of information, on the condition 

(a) it does not initiate the transmission; 

                                                 
109 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market. 
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(b) it does not select the receiver of the transmission; and 

(c) does not select or modify the information contained in the transmission 

Acts of transmission and provision of access to a communications network include the 

automatic, intermediate and transient storage of the transmitted information in so far as 

these activities take place for the sole purpose of carrying out the transmission in the 

communications network and provided information is not stored for any longer than is 

reasonably necessary for the transmission.   

Article 13 sets out the ‘caching’ defence.  This states that Member States shall ensure that 

ISS providers are not liable for the automatic, intermediate and temporary storage of 

information where the sole purpose is to make the information’s onward transmission 

more efficient  to other recipients of the service upon their request, on condition that: 

(a) the provider does not modify the information; 

(b) the provider complies with conditions on access to the information; 

(c) the provider complies with rules regarding the updating of the information, 

specified in a manner widely recognised and used by industry; 

(d) the provider does not interfere with the lawful use of technology, widely 

recognised and used by industry, to obtain data on the use of the information; 

and 

(e) the provider acts expeditiously to remove or to disable access to the information 

it has stored upon obtaining actual knowledge of the fact that the information at 

the initial source of the transmission has been removed from the network, or 

access to it has been disabled, or that a court or an administrative authority has 

ordered such removal or disablement. 

Article 14 deals with the ‘hosting defence’, which provides that Member States shall 

ensure that the ISS provider is not liable for the information stored at the request of a 

recipient of the service, on condition: 

(a) the provider does not have actual knowledge of illegal activity or information and, 

as regards claims for damage, is not aware of facts or circumstances from which 

the illegal activity or information is apparent; or 

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to 

remove to disable access to the information. 

Within the UK there has been much discussion on these defences by academics, 

following the implementation of the Directive and industry, with significant debate on 

the merits of extending their application to hyperlinks and search engine tools.  The 

Department of Trade and Industry issued a consultation paper in June 2005 on whether 

the protection should be extended to hyperlinks, and tools such as search engines and 
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content aggregators110.  Its response in late 2006 was that there was insufficient evidence 

at that time to justify an extension. 

Communications Act 2003  

Finally before moving on section 127 of the Communications Act 2003 is deserving of 

mention.  This Act, which conferred formal regulatory powers on the Office of 

Communications (OfCom) within England and Wales, also made it an offence for 

persons to use the public electronic communications network improperly.  Provisions to 

this effect are set out at section 127: 

 (1) A person is guilty of an offence if he- 

(a) sends by means of a public electronic communications network a message or 

other matter that is grossly offensive or of an indecent, obscene or menacing 

character; or 

(b) causes any such message or matter to be so sent. 

(2) A person is guilty of an offence if, for the purpose of causing annoyance, 

inconvenience or needless anxiety to another he- 

(a) sends by means of a public electronic communications network, a message that 

he knows to be false, 

(b) causes such a message to be sent; or 

(c) persistently makes use of a public electronic communications network. 

A person guilty of an offence under this section shall be liable, on summary conviction, 

to imprisonment for a term not exceeding six months or to a fine not exceeding level 5 

of the standard scale, or to both. 

                                                 
110 DTI, “DTI Consultation Document on the Electronic Commerce Directive: The liability of Hyperlinkers, Location Tool 
Services and Content Aggregators”, June 2005. 
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5.1. DEFAMATION 

 
A defamatory statement is defined by Smith111 as ‘one which would tend to lower the claimant in 

the estimation of right-thinking members of society generally or cause him to be shunned or avoided.’   

Such statements may either be spoken (slander) or be made in more permanent form 

(libel).  This distinction is important under the law of England and Wales, as generally 

proof of special damages must be shown before slander is actionable. 

Collins112 looks at the distinction in respect of material published via the internet and 

begins by reviewing section 166(1) of the Broadcasting Act 1990, which states: 

‘For the purposes of the law of libel and slander (including the law of criminal libel so far 

as it relates to the publication of defamatory matter) the publication of words in the 

course of any programme included in a programme service shall be treated as publication 

in permanent form.’ 

‘Programme’ is defined at section 202(1) of the Act including an advertisement and, in 

relation to any service, includes any item included in that service; and a ‘programme 

service’ is defined at section 201 and includes at paragraph (c) any other service which 

consists in the sending, by means of a telecommunication system, of sounds or visual 

images or both either— 

(i)for reception at two or more places in the United Kingdom (whether they are so sent 

for simultaneous reception or at different times in response to requests made by different 

users of the service); or 

(ii)for reception at a place in the United Kingdom for the purpose of being presented 

there to members of the public or to any group of persons. 

Collins considers that emails sent only to a recipient within the UK or to those outside of 

the UK would not for the purposes of section 166(1) amount to publications of a 

permanent form, as they would not have been received within two or more places within 

the UK and considers that this would also be the case with instantaneous forms of 

Internet communication, such as instant messaging, Internet Relay Chat, telephone and 

video-conferencing services.  In these instances, he adds whether such communications 

can be said to be libel or slander would require the application of the common law test.   

Common law looks at the form and mode of publication and Collins concludes that as 

many publications on the internet… ‘may be reviewed on demand at the leisure of the recipient, in 

much the same way as a reader may delve again and again into a book, or a newspaper, [when] applying 

the form of publication test, defamatory Internet publications would thus generally be libel, not slander, at 

common law. 

                                                 
111 Smith, G.J.H. “Internet Law and Regulation”, pg. 315. 
112 Collins, M., “The Law of Defamation and the Internet”. 
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Most Internet communications, being text- or graphics-based, are not communicated by word of mouth.  

The mode of publication test, therefore, also leads to the conclusion that most defamatory Internet 

publications are libel, not slander.’113 

 
On the assumption that material published on SNSs would be deemed libel, Policy 

Makers would be concerned with the following? 

1. To what extent would a Policy Maker be considered liable for defamatory 
material? 

2. How should Policy Makers best deal with defamatory material 

 
 
 
 
 
 
 
 
 
 
 
 
 

                                                 
113 Refer to footnote 112. pg. 59. 

Question 1:   To what extent would a Policy Maker be considered liable for 
defamatory material? 

 
Authors, publishers and editors are liable for defamatory material unless one of the defences 
applies.  These include justification, fair use in the public interest, privilege and innocent 
dissemination. 
 
This might be an issue for Policy Makers when injecting material into SNS, some of which 
may be links to contentious material or feedback on comments made by Users.  
 
In this regard, Policy Makers would primarily be concerned with how the law classifies 
editors and publishers. 
 
With regard to publishers, the Defamation Act 1996 makes a distinction between primary 
publishers and secondary publishers.   
 
Section 1 of the Act provides a defence to the latter and for the purposes of this defence 
only, a ‘publisher’ is defined as a commercial publisher, that is a person whose business is 
issuing material to the public, or a section of the public, who issues material containing the 
statement in the course of that business.’   
 
Although Policy Makers are unlikely to fall within this definition in order to avail themselves 
of the section 1 defence the person who is neither the author, editor or publisher (as 
specifically construed within this section) of the statement complained of must have taken 
reasonable care in relation to the publication of the statement and did not know or had no 
reason to believe, that what he did caused or contributed to the publication of a defamatory 
statement.   
 
This means that where the Policy Maker has reason to believe that its acts would result or 
contribute to the publication of a defamatory statement it would be unable to rely on this s.1 
defence. A Policy Maker may however rely on one of the other available defences. 
 
It should also be noted that in certain circumstances a Policy Maker might be considered an 
‘editor’. 
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LEGAL ANALYSIS (EU Perspective and England & Wales) 

It is considered that Policy Makers may potentially come into contact with libellous 

material in the following examples: 

a. Where Users are able to comment directly on a Policy Maker’s SNS page. 
b. When Policy Makers extract and analyse data from SNSs. 
c. Where Policy Makers create links to contentious material.  

In each of the above examples it is necessary to determine whether a Policy Maker would 

be classified an author, publisher or editor, as such persons are held liable under the law 

of defamation, unless a defence can be applied.   

This report takes the view that Policy Makers are unlikely to be classified as ‘authors’ 

unless the libellous material originates from them, therefore focuses on publishers and 

editors.   

The section provides a general overview of the law in this area with particular emphasis 

on the defences, before application to the examples above.     

It should also be noted that only the law of England and Wales has been discussed, as 

there is no specific EC Directive or Regulation harmonising the law in this area. 

The law of defamation in England and Wales is dealt with as a tort, whereas many other 

nations impose both civil and criminal liability.  The law of tort concerns civil wrongs 

that do not arise from contractual obligations.  Examples of torts include nuisance, 

negligence and as mentioned defamation.    

Generally, the law applicable to defamation and similar causes of action is the law of the 

country in which the damage occurs, that is true irrespective of the country in which the 

event giving rise to the damage happened. This being the case, where material can be 

published simultaneously worldwide via a SNS, the potential exposure for publishers is 

clearly a concern. Furthermore a claimant would have a choice of countries in which to 

bring a claim against a publisher. 

In the event of cross-border disputes the Rome II Regulations114  aimed at providing a 

degree of harmonisation by requiring the courts of Member States to apply the same law 

in matters arising from non-contractual obligations.  When these Regulations were being 

negotiated, there was much discussion over the inclusion of provisions relating to 

violations of privacy including defamation; which would have meant that at the time of 

the tort an action would be tried according to the law of the country of the victim’s 

habitual residence; however these proposed provisions were not included in the final 

Regulations.   

                                                 
114 Regulation (EC) No 864/2007 on the European Parliament and of the Council of 11 July 2007 on the 
law applicable to non-contractual obligations (Rome II). 
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The Law Commission at the request of the Lord Chancellor undertook a scoping study 

in 2002 looking at defamation and the internet.115  The responses highlighted four areas 

of concern, one of these being the exposure of internet publishers to liability in other 

jurisdictions. In this respect publishers highlighted amongst other things the concern that 

‘the global nature of the Internet increased their legal risks – raising the possibility that they might face 

actions throughout the world’; However as the study commented the problem was one of 

potential risks. ‘Few referred to actual experiences of foreign law suits.’  

The Brussels Convention of 1968; later replaced by the Brussels Regulation116 set out 

rules relating to jurisdiction within the EU. These rules were considered by the European 

Court of Justice (ECJ) in Shevill v Presse Alliance SA117. 

In this case, the Claimant, an English student who worked for the Paris bureau de 

change was accused of money laundering by a French newspaper.  The newspaper was 

also circulated in UK selling in the region of 230 copies. The claimant decided to sue in 

England only in respect of those copies circulated within England. 

The Court held that in such a scenario where defamatory material had been published in 

two or more EU Member States, the victim had a choice to either sue in the defendant’s 

“domiciled” State, in respect of the whole distribution, and claim for damage for 

reputation wherever in the EU that damage occurred, or alternatively to sue in each state 

where the defamation occurred and harm was caused, but only in respect of the harm 

arising within that state.   

The Law Commission’s study also considers the US case of Berezovsky v Michaels118 as an 

example of the complexity of rules on jurisdiction.  In this case, Forbes, a US magazine 

alleged that a Russian politician and businessman Boris Berezovsky, ran a Mafia-type 

organisation, responsible for murder.  The magazine sold 785,000 copies in the US, 2,000 

in England and 19 in Russia.  The Claimant’s estranged wife and children lived in 

England; where he also had business interests.  The Claimant decided to bring a libel 

action in England, confining his claim only to those publications that took place in 

England.  The House of Lords decided that the claim as confined should be heard in 

England on the basis that there was a substantial connection and the publication of 2,000 

was not negligible. 

Such cases clearly illustrate the risks publishers have over the issue of jurisdiction in 

defamation. 

Publishers generally 

                                                 
115 Law Commission, “Defamation and the Internet, a Preliminary Investigation.  Scoping Study No.2”, December 
2002. 
116 Council Regulation No 44/2001 of 22 December 2000 on jurisdiction and the recognition and 
enforcement of judgments in civil and commercial matters. 
117 [1995] ECR I-415. 
118 [2000] 1 WLR 1004. 
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When determining whether a Policy Maker would be considered a ‘publisher’ the law 

makes a distinction between publishers that merely act as facilitators and publishers 

authorising or participating in publications.   

Prior to 1996 the common law of England and Wales distinguished between those 

participating or authorising a publication and those merely facilitating.  The latter group 

were not liable. For those who had participated or authorised a publication, a further 

distinction was made between main publishers and secondary publishers or subordinate 

disseminators.  The liability of the former group being strict, but those considered to be 

secondary publishers were able to rely on the ‘distributor’s defence’ also known as the 

‘innocent dissemination’ defence, provided it could be shown; they did not know that the 

publication contained defamatory material; and they were not negligent in holding this 

view; and they did not know or ought to have known that the character of the 

publication was such that it was likely to contain defamatory material.   

As Smith comments: ‘Applying the traditional distinction to electronic dissemination is not easy.  In 

hard copy publishing the content tends to be selected, collated and conveniently wrapped inside discrete 

covers…..Much electronically disseminated content is created and distributed in unwrapped form, just as 

the author provides it.  So in many cases it is no longer easy or even possible to distinguish between 

publication and distribution.’119 

The UK’s Defamation Act 1996 maintained this distinction between primary and 

secondary publishers and updated and modified the innocent dissemination defence.   

The Act does not expressly abolish the common law defence, so as Collins comments 

‘[i]t is arguable that the common law defence of innocent dissemination continues to operate in the United 

Kingdom.’120 

Furthermore in taking this view he considers it is not clear whether the common law 

defence would be available to a subordinate distributor ‘who knows that a particular 

publication contains defamatory material, but believes there is a good defence available in respect of that 

material, such as a defence of justification, fair comment, or privilege, or has no view one way or the other 

as to the likely availability of such a defence.’ Collins concludes that most of the authorities 

suggest that the defence would be defeated ‘where the subordinate distributor knows that the 

publication contains a ‘libel’, as opposed merely to a defamatory statement.’121 

 
Section 1 of the Defamation Act  
 
Section 1(1) states that if: 
 
(a)  he was not the author, editor or publisher of the statement complained of,  
(b)  he took reasonable care in relation to its publication, and  
(c)  he did not know, and had no reason to believe, that what he did caused or  

contributed to the publication of a defamatory statement.  

                                                 
119 Smith, G.J.H., “Internet Law and Regulation ”,pg. 321. 
120 Collins, M., “The Law of Defamation and the Internet”, pg. 234. 
121 See footnote 120. Pg . 233. 
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An ‘author’, ‘editor’ and ‘publisher’ are terms defined at paragraph 2 as: 
 
‘author’ means the originator of the statement, but does not include a person who did 
not intend that his statement be published at all; 
 
‘editor’ means a person having editorial or equivalent responsibility for the content of the 
statement or the decision to publish it; and 
 
“publisher” means a commercial publisher, that is, a person whose business is issuing 
material to the public, or a section of the public, who issues material containing the 
statement in the course of that business. 
 
Section 1(3) states: 

A person shall not be considered the author, editor or publisher of a statement if he is 

only involved—  

(a) in printing, producing, distributing or selling printed material containing the 
statement;  

 
(b) in processing, making copies of, distributing, exhibiting or selling a film or sound 

recording (as defined in Part I of the [1988 c. 48.] Copyright, Designs and Patents 
Act 1988) containing the statement;  

 
(c) in processing, making copies of, distributing or selling any electronic medium in 

or on which the statement is recorded, or in operating or providing any 
equipment, system or service by means of which the statement is retrieved, 
copied, distributed or made available in electronic form;  

 
(e)  as the operator of or provider of access to a communications system by means 

of which the statement is transmitted, or made available, by a person over whom 
he has no effective control.  

 
Section 1(5) provides some guidance on sections 1(1)(b) and 1((1)(c) as to whether a 

person took reasonable care, or had reason to believe that what he did caused or 

contributed to the publication of a defamatory statement, regard shall be had to—  

(a)  the extent of his responsibility for the content of the statement or the decision to 
publish it,  

 
(b) the nature or circumstances of the publication, and 
  
(c) the previous conduct or character of the author, editor or publisher.  
 
Smith comments that the term publisher for the purpose of the section 1 defence ‘.. is 

confined to that section.  It is very different from the normal meaning of publisher (i.e. one who publishes) 

in defamation, and does not affect the normal meaning of ‘publish’ or ‘publication’ either in the Act or 

for other defamation purposes (s.17(1)). It therefore remains necessary to show that a defendant has 
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published the offending statement in the common law sense before proceeding to consider the question of 

whether he is a primary or secondary publisher within the meaning of the Act.’122 

It should also be noted that the Defamation Act provides that it is a criminal offence to 

publish a libel maliciously. 

 
Other defamation defences 
 
Justification or Truth. 
 
When considering this defence, the defendant’s intention is irrelevant.  This means that 

where the defendant cannot prove the truth of the defamatory statement, the defence 

will fail, even where the defendant genuinely believed the statement to be true. 

Policy Makers would also need to bear in the mind the ‘repetition rule’, which provides 

that a person repeating defamatory statements cannot simply refer to the original 

publication, but must prove the truth of that original statement. 

As Collins points out ‘to maximise the prospect of later being able to rely on a defence of justification, 

it is thus important for publishers who are not authors to satisfy themselves that the defamatory 

imputations borne by material for which they are responsible as publishers are substantially true.’123 

Fair Comment 

Where defamatory comments, opinions, judgments, remarks and such other statements 

are made in the public interest, which are based on true or absolutely privileged facts 

either indicated to or expressly contained within such statements, or are generally known, 

defendants may seek to rely upon this defence.  However, such defamatory statements 

must be fair and not made in malice. 

Collins concludes that ‘the fair comment defence may fail, where a comment published via the Internet 

is of only local concern, or of concern only to some sector of the community, but is published to persons 

outside the area of local concern, or to persons who have no legitimate interest in the subject of the 

comment.’ 

He also states ‘a comment based on facts which are not expressly stated in the material, but which are 

accessible by hyperlink or by reference to the URL, would be likely to be treated as being sufficiently 

indicated in the material.  Any reader of the comment is easily able to ascertain the facts on which the 

opinion is based, as long as the factual material contained in the hyperlinked web page or URL reference 

remains accessible.’ 

This defence is available to publishers where they are merely reproducing fair comments 

of another.  It is not necessary for the publisher to show that they too hold the views 

expressed.  Publication motivated by malice will however defeat this defence.   

                                                 
122 Refer to footnote 119. p 327. 
123 Refer to footnote 120. Pg 107. 
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Milmo and Rogers make the point that where an internet intermediary publishes a 

comment that it knows is not genuinely held by the author, this would amount to malice 

on the part of the intermediary.124   

Absolute Privilege 
 
There are a number of circumstances in which absolute privilege arises.  These include: 
 

• Statements made by MPs in the official capacity within the House of Parliament. 

• Oral and written statement made in the course of judicial proceedings. 

• Communications between Ministers of the Crown 

• Communications made between a solicitor and client. 

• All parliaments reports, papers etc published by both Houses of Parliament. 

• Fair and accurate reports of judicial proceedings if published contemporaneously. 
 
Collins comments that ‘where a report which is absolutely privileged in a jurisdiction is published via 

the internet in that jurisdiction, the publisher of the report will be entitled to the benefit of the privilege.  

The same publisher may not be entitled to the benefit of absolute privilege, however, in respect of 

publications of the same report occurring in other jurisdictions.’ 

 
Qualified Privilege 
 
In the absence of malice, this defence may be relied upon where either 
 

a) the publication was made in the performance of a duty or interest or  
b) it reports certain proceedings or extracts of publicly available documents. 

 
The first of these can be relied upon even where the statement is false, provided it has 

been published in the performance of a duty, whether legal or moral. In determining 

whether this duty arises, the test is an objective one having regard to persons of average 

intellect and moral principles. 

In addition this defence can be relied upon where a mutual duty and interest arises 

between the publisher of the material and recipient(s) of it.  

Collins provides a number of examples, some of which have been set out below125.  
 

• Communications among family members; 

• Communications among shareholders of a company in respect of discussions of 
company affairs; 

• Communications among members of clubs or associations in respect of the 
affairs of those clubs or associations; 

• Communication made by and to electors or candidates or those working for 
candidates during elections; and 

• Communications in special purpose subscription bulletins or newsletters.   

                                                 
124 Milmo, P. and Rogers, WVH, “Gately on Libel and Slander”. 
125 See footnote 120. Pg. 134. 
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With the last of these examples, consider the difference between publishing material on 

the internet on a bulletin board with restricted access and publishing generally on a 

website. 

It should be noted that each recipient of the defamatory material must have a mutual 

duty or interest otherwise the defence is likely to fail, unless the Reynolds defence 

(discussed below) the ‘public’s right to know’ can be applied. 

Turning to publications of reports of certain proceedings, such reports must be fair and 

accurate summaries. There is no need to show that the recipients of the report had an 

interest in receiving it.   

In addition to the common law position Schedule 1 of the Defamation Act 1996 

contains a list of protected statements. Parts I and II have been reproduced at ANNEX 

2. 

Offer of Amends 
 
Under the Defamation Act ss. 2-4 where the publisher of a defamatory statement offers 

to make amends and the victim refuses such offer, this amounts to a defence, provided 

section 4(3) does not apply. 

This section states that: 

[T]here is no such defence if the person by whom the offer was made knew or had 

reason to believe that the statement complained of—  

(a) referred to the aggrieved party or was likely to be understood as referring to him, and  

(b) was both false and defamatory of that party;  

but it shall be presumed until the contrary is shown that he did not know and had no 

reason to believe that was the case. 

Furthermore where this defence is raised the defendant may not rely on additional 

defences (s.4(4)), although pursuant to section 4(5) the offer may be relied on in 

mitigation of damages whether or not it was relied on as a defence. 

Any offer in addition to the offer to pay compensation, must include the offer to publish 

a suitable correction and apology. It must also be in writing.   

Defamation cases 

In England and Wales the first defamation case involving the Internet was Godfrey v 

Demon Internet Ltd126.  

                                                 
126 Godfrey v Demon Internet Ltd [2001] QB 201. 
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An unknown person in the US using an ISP (not the defendant) posted a defamatory 

article purporting to have come from the Claimant.  This article was received and stored 

on the Defendant’s news server.  The Claimant informed the Defendant that the article 

was defamatory and requested that it be removed.  The Defendant failed to do so until 

some time later.  An action was brought against the Defendant, and the Claimant made it 

clear that he was confining his claim to the period following which the ISP had been 

notified. The Defendant sought to rely on s.1(1) of the Defamation Act 1996, arguing 

that they were not the publisher of the defamatory statement, had taken reasonable care 

in relation to the publication and had no knowledge or reason to believe that they had 

caused or contributed to its publication.  The Claimant moved to strike out this part of 

their defence on the grounds that it disclosed no sustainable defence. 

Morley J granted the application, holding on the facts that the ISP was not merely a 

passive owner of an electronic device through which postings were transmitted.  It 

actively chose to receive and store the news group exchanges containing the posting, 

which could be accessed by their subscribers.  The ability to remove the posting was 

open to them, which they in fact did at a later stage.  

Morley J also held: 

“In my judgment the defendants, whenever they transmit and whenever there is transmitted from the 

storage of their news server a defamatory posting, publish that posting to any subscriber to their ISP who 

accesses the newsgroup containing that posting. Thus every time one of the defendants’ customers accesses 

soc.culture.thai and sees that posting defamatory of the plaintiff there is a publication to that customer”. 

In short it was held that the transmission involved a ‘publishing’ at common law but that 

the Internet Service Provider (ISP) was not a ‘publisher’ within the meaning of section 

1(2) and 1(3) of the Act, so it could avail itself of the defence at s1(1)(a).   

However following notice of the defamatory posting the defendant could no longer rely 

on the requirement at s.1(1)(b) that reasonable care had been taken or that it did not 

know or had no reason to believe, that what it did caused or contributed to the 

publication s.1(1)(c). 

In the case of John Bunt v David Tilley and others127, the Claimant brought an action against 

six defendants complaining of defamatory statements hosted on websites which were 

attributed to the first three defendants, and sought remedies against the ISPs of the three 

defendants.  The ISPs applied for orders that the claims against them be struck out.   

The court held that “[i]n determining responsibility for publication in the context of law of 

defamation, it seems to me to be important to focus on what the person did, or failed to do, in the chain of 

communication.  It is clear that the state of a defendant’s knowledge can be an important factor.  If a 

person knowingly permits another to communicate information which is defamatory, when there would be 

                                                 
127  John Bunt v David Tilley, Paul Hancox, Christopher Stevens, AOL UK Ltd, Tiscali UK Ltd, British 
Telecommunications plc [2007] 1 WLR 1243. 
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an opportunity to prevent the publication, there would seem to be no reason in principle why liability 

should not accrue”. 

However on the facts of the case the Claimant could not show that the ISPs, knowingly 

participated in the relevant publications.  The Hon. Mr Justice Eady held: 

“More generally, I am also prepared to hold as a matter of law that an ISP which performs no more 

than a passive role in facilitating postings on the internet cannot be deemed to be a publisher at common 

law.” 

In the case of Metropolitan International Schools Limited v Designtechnica Corporation, Google UK 

Limited, Google Inc128, the Claimant Metropolitan International Schools Ltd trading under 

the name of Scheidegger MIS between 1992 and 2004, was one of the largest providers 

of adult distance learning courses in Europe.  It also traded under the name “SkillsTrain” 

providing long distance courses in IT and book-keeping as well as the name 

“Train2Game” providing long distance courses in computer games and design. 

Designtechnica Corporation provides ‘news, professional reviews, and opportunities for public 

discussion of the latest consumer electronics products, services and trends’.  It also maintains 

numerous bulletin boards and forums.  Any internet user that wishes to comment or 

start a new thread is required to register their username with the website.  However, 

access to the forums is not restricted, so any one may read content. 

The Claimant made two complaints.  The first relating to a user starting a new forum 

thread entitled ‘Train2Game new SCAM for Scheidegger’. The thread consisted of 146 

separate postings. The second referred to another thread started by a different user 

relating to SkillsTrain comprising of 1,364 postings. 

The Claimant also sued the second and third Defendants as every time “Train2Game” 

was searched on the Internet, Google published or caused to be published the search 

results leading to the thread ‘Train2Game new SCAM for Scheidegger’.  These defamatory 

words were ranked for a number of weeks as the third and fourth highest search results.  

The Honourable Mr Justice Eady discussed the search engine of Google, which is 

entirely automated and it was held that Google could not be classified in these 

circumstances as a ‘publisher’.  In his judgment he drew an analogy with a "large conventional 

library”.  “If a scholar wishes to check for references to his research topic, he may well consult the library 

catalogue.” “It is hardly realistic to attribute responsibility for the content of those books to the compiler(s) 

of the catalogue.”  He went on to look at the helpful compiler selecting summaries from the 

books; however this would not apply in the case of search engines, due to the lack of 

human intervention as “[i]t has all been done by the web-crawling “robots”.” 

The judge went on to look at whether the position would be different had Google been 

informed of the defamatory content of the “snippet’” resulting from the search.  Godfrey v 

Demon Internet was considered, although search engines were distinguished from website 

                                                 
128  Metropolitan International Schools Limited (T/A Skillstrain and/or Train2Game) v Designtechnica Corporation 
(T/A Digital Trends), Google UK Limited, Google Inc [2009] EWHC 1765 (QB). 
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hosts.  “One cannot merely press a button to ensure that the offending words will never reappear on a 

Google search snippet: there is no control over the search terms typed in by future users.  If the words are 

thrown up in response to a future search, it would by no means follow that the Third Defendant has 

authorised or acquiesced in that process.”   

The judge considered steps taken by Google such as its “notice and take down” policy, 

as well as the blocking of URL’s although Google argued a more effective block could 

not be put in place without identifying specific URL’s, as this would block a huge 

amount of lawful material.  The judge considered it open to debate as to the further 

blocking steps Google would be open to take; this did not affect his overall conclusion. 

European Court of Human Rights (ECtHR) Cases 

Cases of the ECtHR have held that politicians are expected to accept a higher level of 

tolerance to criticism129.  Collins expands this point with reference to the cases of Nilsen 

and Johnsen v Norway130 and Jerusalem v Austria131 commenting that private individuals that 

enter the political arena ‘..lay themselves open to higher level of scrutiny…[a]lthough they may not 

have to accept the high level of tolerance expected of politicians, their decision to enter the political fray is a 

relevant factor in assessing whether any defamatory criticism of them is protected by Article 10.’132  

‘It would be wrong to think that Article 10 would invariably protect persons who publish 

unsubstantiated, defamatory allegations on bulleting boards or web pages.  The right to freedom of 

expression is not unlimited.  Whether Article 10 has been contravened will depend on a wide range of 

matters, including the nature of the content and extent of the publication, the extent to which the 

publisher attempted to verify or is able to substantiate any factual allegations, the state of mind of the 

publisher, and whether the defamed person has been offered a right of reply.’ 

‘Where political material, or material of general public concern is published on a bulletin board or a web 

page by ordinary members of the public, however, it is difficult to see why those responsible for its 

publication should not be afforded the same level of protection as journalists and traditional media 

outlets.’133 

The multiple publication rule 

Under the law of England and Wales each publication of a defamatory statement gives 

rise to a separate cause of action.  This has led to an unsettling position for publishers of 

internet material, as although a claimant has a period of 1 year from the date of 

publication to bring an action for defamation, a publisher may potentially be liable 

indefinitely where articles can be accessed from a website’s archive, as each time the 

article is retrieved it would give rise to a separate claim with the limitation period running 

from the date of retrieval, as opposed to the date of first publication on the website.  

                                                 
129 Feldek v Slovakia (ECtHR 12.07.01); Hrico v Slovakia (ECtHR 20.07.04). 
130 (2000) 30 EHRR 878, para 52. 
131 (2003) 37 EHRR 25, para 38. 
132 Refer to footnote 120. Pg. 406. 
133 Refer to footnote 120. Pg 412. 
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This issue was considered in the case of Loutchansky v The Times Newspapers Ltd134 The 

Claimant brought two actions against the Defendant The first in relation to articles 

describing the Claimant as a “suspected Mafia boss” and the second action in relation to 

those editions placed in the online archive, which remained accessible to the public.  The 

Defendant argued that the one year limitation ran from the date the defamatory article 

was first published on the website, and not from the date that the article could be 

subsequently accessed from the website’s archive. They submitted that the law must 

evolve as the rule effectively meant that website publishers would be indefinitely exposed 

to repeated defamation claims.  Furthermore the rule stood in conflict of Article 10 of 

the European Convention of Human Rights, (Freedom of Expression) as it had a chilling 

effect upon the freedom of expression that goes beyond what is necessary and 

proportionate in a democratic society for the protection of the reputation of others.  The 

defendants also sought to rely on the qualified privilege defence.   

The court held on the limitation point that maintaining archives was ‘a comparatively 

insignificant aspect of freedom of expression.’ Whilst is considered that actions based on fresh 

dissemination of previously published articles was ‘at odds with some of the reasons for the 

introduction of a twelve month limitation period’, the resulting damage was ‘likely to be modest.’ 

On the qualified privilege defence it was held that the failure of the newspaper to attach 

any qualification to the archived article stating that the statements were strongly 

contested could not be described as responsible journalism.  As such the Defendant 

could not rely on this defence. 

This limitation period rule relating to online archives was another area of concern within 

the Law Commission’s scoping study.   

When applying these principles to the examples provided at the beginning of this section, 

the following can be said. 

a) Where Policy Makers are creating individual accounts on SNSs, it would be open 

to Users to comment on a Policy Maker’s SNS page.  In such a situation it is 

considered that Policy Makers would not be the author, editor or publisher, and 

liability is unlikely to accrue.  However it raises the question of whether Policy 

Makers ought to take positive steps, such as reporting to the SNS or in extreme 

cases blocking Users from accessing their page.  Whilst taking some form of 

action would appear prudent, Policy Makers would also need to bear in mind 

individuals’ convention rights in particular Article 10 (freedom of expression) and 

Article 9 (freedom of thought, consciences and religion). 

b) The functions of the Toolset, which are likely to be fully automated will extract, 

and analyse data.  Whilst results are likely to be presented to the Policy Maker on 

the dashboard, care should be had when feed back is provided to Users by the 

Policy Maker on SNSs through the Toolset.   If the Toolset allows the Policy 

Maker to decide on how results should be presented, it is likely that Policy 

                                                 
134 [2001] EWCA Civ 1805. 
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Makers would be exercising editorial control. Even if this is not the case, and 

Policy Makers are only able to feed back results as provided to them by the 

Toolset, they would be considered publishers.  As secondary publishers for the 

purposes of the section 1 defence of the Defamation Act, once put on notice 

they would be unable to avail themselves of this defence.  Given the nature of 

politics, it is conceivable that Policy Makers may wish to publish contentious 

opinions in the public interest.   Where this is the case there are other defences 

available and of particular relevance is the defence of fair comment, although this 

must be made in the absence of malice.     

c) Where Policy Makers inject links into SNSs to articles or clips it raises the 

question of whether they might be held liable where links are created to 

potentially libellous material.  This matter has yet to be tested by the courts of 

England and Wales but the case Hird v Wood135 illustrates potential problems.  In 

this case a person pointing at a defamatory sign was found to have published it.  

As the Law Commission’s scoping study comments “By analogy, it could be argued 

that a hyperlink which “points” to a defamatory statement could amount to a secondary 

publication.  The person responsible for placing the link may be able to take advantage of the 

section 1 defence, but is not granted any additional immunities under the Directive or subsequent 

regulations.’  

Collins concurs with this conclusion that such persons creating such links would 

be treated as ‘publishers’.  ‘The linking or framing party has taken part in or authorised 

the publication of the defamatory material to those people who have followed the link or viewed 

the content through the frame.  In principle, this conclusion should hold even where the content of 

the linked or framed material has been changed since the time the link was created.  Liability is 

more likely to turn on whether the linking or framing party can establish a defence than on a 

negation of publication.’136 

In addition Collins considers that those creating links may be considered editors 

for the purposes of the section 1 defence of the Act.  ‘A person who links a 

defamatory statement to, or frames a defamatory statement on, a web page will generally have 

editorial or equivalent responsibility for the decision to cause that statement to be published.  The 

inclusion of the link or frame is the relevant decision; without that decision, the statement would 

not be published to those persons who see or read the defamatory statement as a result of visiting 

the linking or framing party’s web page.’137 

 

 
 
 

 
 

                                                 
135 [1894] 38 S.J. 234. 
136 Refer to footnote 120.  Pg. 76. 
137 Refer to footnote 120.  Pg. 210. 
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BEST PRACTICE: 

It is customary for ISPs and website owners to deal with defamatory statements through 

the issue of takedown notices.  Where Policy Makers have created groups or pages, as 

administrators they may be provided with a degree of control to remove postings; 

however this would depend upon the functionalities of the site.  Where such 

administrative tools are not available, the Policy Maker would be reliant upon the SNS’s 

reporting system.   

It is worth considering the opinion of ISPs within this area, which is calling for reform.  

The Law Commission’s report138 commented that industry, (mainly ISPs) made a number 

of criticisms relating to defamation complaints. First was the identification of defamation 

notification, as case law highlights once a complaint had been identified, it needed to be 

acted upon quickly.   

‘Secondly the industry felt uncomfortable about censoring material that may not in fact be libellous. ‘ISPs 

were reluctant to play judge and jury on the merit or truth of the allegations.’  

The study looks at the Article 10 Convention right of Freedom of Expression.   ‘The law 

accepts that in some circumstances it may be in the public interest for a statement to be published, even if 

the truth cannot be proved.  In Reynolds v Times Newspaper, the House of Lords developed the common 

law defence of qualified privilege to give protection to a newspaper article that implied the former Prime 

Minster of Eire had lied.  Lord Nicholls set out ten factors that needed to be taken into account, 

including the extent to which information was a matter of public concern, and the reliability of the source 

of the information.’  The study makes the point however that the Reynolds test ‘concerned the 

freedom of the press and set out standards of investigative reporting that may not translate to other forms 

of expression.’   ‘The crux of the problem is that the present law results in internet service providers 

removing material that may be in the public interest and well researched.  They may also remove material 

that is true. 

It was also considered that clear cut ‘notice and takedown procedures were needed.  And 

a code of practice was recommended by the ISP Association, underpinned by statute.  

‘This means that ISPs who followed the procedures would be protected from liability.  Codes would also 

                                                 
138 Refer to footnote 115 . 

Question 2: How should Policy Makers best deal with defamatory material? 
 
Notice and take down procedures are methods most generally used by website owners; 
however in circumstances where Users make defamatory statements on a Policy Maker’s SNS 
page or within forums on SNSs, Policy Makers may not (depending upon the SNS) have the 
control to remove content and would need to rely on the reporting systems of the SNS.  
Where the comments or material extracted from SNSs are of a defamatory nature, care should 
be taken in how such information is injected back into a SNS.  There are defences available 
such as fair comment in the public interest, justification etc.  These have been discussed in 
further detail below.  
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provide those involved in the procedure with greater legal certainty…. The most frequent demand was that 

the code of practice should contain guidance on what constitutes “notice”.’ 
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5.2. HATE CRIME, CYBER-BULLYING & DISSEMINATION OF 
TERRORIST MATERIALS. 

 
It would be beneficial for Policy Makers to know how best to deal with material that 

incites hatred, conduct that amounts to cyber-bullying or the dissemination of terrorist 

publications. For the purpose of this report a brief overview of these areas has been 

provided.   

 

5.2.1. Hate Crime 

‘An inevitable problem in any discussion of hate speech lies in the difficulty of defining what exactly the 

phrase refers to’139  Harris, Rowbotham and Stevenson argue that there are three approaches.  

The first is the content based concept where ‘certain statements or modes of expression are per se 

to be placed in a sui generis category known as ‘hate speech’ because of their offensive nature’ although it 

is argued that such a concept would be ‘insufficiently precise for most legal purposes.’ The 

second traditional approach ‘is to define hate speech by reference to the speaker’s intent, or the 

‘reasonable tendency’ of the expression in terms of outcomes i.e. if its intent or likely consequence is to 

cause a ‘hate crime’.’  The third approach might be an agreement on its core meaning, ‘the 

common features being strength of feeling in the way a thing is expressed, combined with central premise of 

antipathy towards an individual or group that is genuinely based on religion, race, ethnicity, sex or 

sexuality.’  

i) The EU Perspective 

The fact that the concept of hate speech remains difficult to define makes it all the more 

harder to regulate.  Nevertheless, the need to tackle hate crime has been recognised at an 

international level.  The objective of the Council of Europe’s Convention on Cybercrime 

aimed to promote co-operation and harmonisation of national laws dealing with a variety 

of cyber offences.  At the time it was not possible to agree provisions relating to hate 

speech and it was not until 2003 through the creation of the Additional Protocol that saw 

the criminalisation of acts of a racist and xenophobic nature.   

The Protocol defines racist and xenophobic material at Article 2(1) as the representation 

of ideas ‘which advocates, promotes or incites hatred, discrimination or violence, against 

any individual or group of individuals, based on race, colour, descent or national or 

ethnic origin, as well as religion if used as a pretext for any of these factors.’  It targets 

ideas, written material and images.  By Article 3 it seeks to criminalise the use of the 

internet to disseminate such material. 

The explanatory report at paragraph 14 provides some guidance on the terms ‘advocates’, 

‘promotes’ and ‘incites’. ‘Advocates’ refers to a plea in favour of hatred, discrimination or 

violence, ‘promotes’ refers to an encouragement to or advancing hatred, discrimination 

                                                 
139 Harris, C.,  Rowbotham, J. and Stevenson, K. “Truth, law and hate in the virtual marketplace of ideas: 
perspectives on the regulation of internet content.”. 
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or violence and ‘incites’ refers to urging others to hatred, discrimination or violence.’  

These are considered by Brennan 140  to be fairly vague; furthermore parties to the 

Convention are not obliged to refer to these definitions as they do not form part of the 

Protocol. 

It should be noted that the obligations on Party States to put in place measures to punish conduct relating 
to the dissemination of racist and xenophobic material is tempered by the reservation of articles 3(2) and 
3(3).  Article 3(2) states that a Party State may reserve the right not to attach criminal liability to 
conduct, where the material advocates, promotes or incites discrimination that is not associated with 
hatred or violence, provided that other effective remedies are available. In addition under article 3(3) 
paragraph 1 may not be applied where ‘due to established principles in its national legal system 
concerning freedom of expression, it cannot provide for effective remedies as referred to in the said 
paragraph 2.’ 
 
Brennan141 argues that this ‘get out clause’ undermines the power of the Protocol.  ‘It 

allows states to use the mantle of freedom of expression as a barrier to their powers to counter cyber race 

crime.  More importantly this fundamentally undermines the CoE’s [Council of Europe] own position 

that racism and xenophobia pose a threat to the rule of law, and so must be prohibited.’ 

The race crimes committed through a computer system (cyber race crimes) must have 

been intentionally committed, but it is left to each contracting state to determine the 

meaning of ‘intention’.   

Brennan comments that ‘intention defined at the national level will surely re-manufacture the 

problem that the Convention was designed to avoid – that the definition of such crimes by reference to 

national standards fails to provide a standard by which to prosecute cybercrime committed across 

territorial borders for which perpetrators have no respect.’  

The fact that ‘intent’ is an essential element provides a defence.  Paragraph 25 of the 

explanatory note discussed this in terms of ISPs ‘it is not sufficient, for example, for a 

service provider to be held criminally liable... that such a service provider served as a 

conduit for, or hosted a website or newsroom containing such material, without the 

required intent under domestic law in the particular case. Moreover, a service provider is 

not required to monitor conduct to avoid criminal liability.’   

Whilst it is unlikely that Policy Makers can be said to possess the necessary ‘intent’ when 

publishing comments of Users that may amount to race hate e.g. statements such as ‘say 

no to more immigrants’ or ‘England for the English’, this may raise concerns of reckless 

behaviour.  It is argued by Brennan that recklessness should be included within the fault 

element. Under English law ‘recklessness’ would include perpetrators that did not intend 

the result of their actions even though the risk was forseen as well as those perpetrators 

that perform actions that create an obvious risk and either goes no thought to the risk or 

does the act anyway or gives. 

                                                 
140 Brennan, F. “Legislating against Internet race hate.” 
141 Refer to footnote 140 . 
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ii) The law of England and Wales 

In England and Wales the Racial and Religious Hatred Act 2006 inserts a new Part 

3A into the Public Order Act 1986 which created a number of offences in England and 

Wales relating to the incitement of racial and religious hatred.    

Part 3A deals with hatred against persons on religious grounds and makes it an offence 

to use words or behaviour or display written material (s.29A), publish or distribute 

written material that is threatening (s.29B) intended to stir up religious hatred; it is also 

an offence to direct or perform a public performance that involves the use of threatening 

words or behaviour intended to stir up religious hatred (s.29D). 

There was concern that the Racial and Religious Hatred Act 2006 was at odds with the 

E-Commerce Directive 2000/31/EC and as such the Electronic Commerce Directive 

(Racial and Religious Hatred Act 2006) Regulations 2007 was implemented creating 

exceptions from liability under the 2006 Act for intermediary information society 

services where they provide mere conduit, caching or hosting services.  These mirror the 

defences contained with the E-Commerce Directive as discussed in detail within this 

chapter’s introduction. 

The explanatory note to the regulations also states that regulations 3 and 4 ensure that 

offences under Part 3A of the 1986 Act apply on a country of origin basis. Regulation 3 

extends the application of the offences under Part 3A so that these offences apply to ISS 

providers established in England & Wales not only where they provide ISS in England & 

Wales, but also where they provide ISS in EEA states other than the UK.  Regulation 4 

means that service providers who are established in an EEA state other than the UK can 

only be prosecuted for on offence under Part 3A where the conditions laid down in 

Article 3(4) of the Directive are satisfied. 

Following additional amendments to the Public Order Act 1986 by the 2008 Criminal 

Justice and Immigration Act which extended the offences relating to the incitement of 

racial and religious hatred to the stirring up of hatred on the grounds of sexual 

orientation, new regulations are needed to give effect to the E-Commerce Directive 

2000/31/EC.  Therefore the draft Electronic Commerce Directive (Hatred against 

Persons on Religious Grounds or the Grounds of Sexual Orientation) Regulations 2010 

are set to repeal and replace the 2007 Regulations.  The 2010 Regulations will extend the 

defence provided to intermediary service providers under the 2007 Regulations to 

offences stirring upon hatred on religious grounds as well as on grounds of sexual 

orientation. 
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5.2.2. Cyber-bullying & Harassment 

As Salter and Bryden 142  comment ‘It is an inevitable consequence of plausible anonymity and 

deliberately lax regulation that the potential for ‘virtual harassment’, malicious comment or ‘cyber-

stalking’ .....will increase the more widely available access to the Internet is.  The (relatively) recent 

explosion in casual exchange of personal information following the growth of sophisticated social 

networking platforms, the logical successors to more basic Internet chat-rooms, further opens the possibility 

of acquiring an unwanted connection with an obsessive party.’ 

In England & Wales victims of cyber-bullying & harassment must mainly rely on the 

Protection of Harassment Act 1997.  Whilst a widely drawn piece of legislation, it was 

not specifically designed to deal with online harassment and as such remedies under the 

Act are not particularly suited, particularly where (as is often the case) the perpetrator is 

unknown or resides in another jurisdiction.   

Under the Act there is a requirement that the victim shows a course of conduct 

amounting to harassment.  This phrase would therefore imply that one communication 

amounting to harassment is insufficient; however, Salter and Bryden make the point that 

the acts need not be directed at the same person, as long as it can be shown that the 

conduct has a common motive i.e. the harassment of the victim.   

The term ‘harassment’ is not defined within the Act, but ‘includes alarming a person or 

causing a person distress’ (s. 7(2)).  There is no requirement under the Act of physical 

threat or risk. 

The identification of perpetrators is a significant problem when dealing with cyber-

bullying or harassment given the prolific use of pseudononyms aliases or even those 

registering with false details; however it is often possible for ISPs to identify perpetrators, 

although such information is usually only disclosed following a court order under current 

legislation in force.  Furthermore even where identification can be made, there may be 

jurisdictional issues concerning the enforcement of remedies.  What may be considered 

unacceptable in England and Wales, may not be an offence in the perpetrator’s 

jurisdiction. 

Salter and Bryden suggest the introduction of a new type of Order, which they have 

called an Internet Abuse Order.  This would require the ‘mandatory disclosure of information 

giving the identity of perpetrators, a best practice code for social networking  and message board sites and 

a new civil wrong and criminal offence of knowing assistance in behaviour likely to breach an Internet 

Abuse Order.’ 

On the other hand any regulations would need to strike a careful balance between the 

protection of individuals and the infringement of fundamental human rights, in particular 

article 8 (the right to respect to private life ) and Article 10 (freedom of expression) of 

the Convention. 

 
                                                 
142 Salter, M. and Bryden, C. “I can see you: harassment and stalking on the Internet.”  
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5.2.3. Dissemination of Terrorist Publications 

 
Section 1 of the Terrorism Act 2006 creates an offence of publishing a statement that is 

likely to be understood by some or all members of the public as encouraging terrorism.  

Section 2 creates an offence if an individual engages in conduct relating to the 

dissemination of terrorist publications, where that individual intends to encourage or 

assist in the commission of acts of terrorism.  Sections 3 makes special provisions for the 

application of sections 1 & 2 to internet activities and section 4 provides for methods of 

delivering notice under section 3 of the Act. Under section 3 where a constable has given 

a publisher of a statement notice that in his opinion a statement is ‘unlawfully terrorism-

related’ and the publisher fails to remove or modify such statement within 2 working 

days of having received notice the publisher will be regarded as having endorsed the 

statement. In addition where a publisher has complied with the notice, he may still be 

liable under section 3(4) where the statement or one of similar effect is subsequently 

published, unless it can be shown that he has taken every reasonable step to prevent a 

repeat statement becoming publicly available and was at that time either not aware of the 

publication, or having become aware of the publication has taken every reasonable step 

to secure its removal or modification.   

There was concern that the Terrorism Act 2006 was at odds with the E-Commerce 

Directive 2000/31/EC and as such the Electronic Commerce Directive (Terrorism Act 

2006) Regulations 2007 was implemented creating exceptions for information society 

services based on those contained within the E-Commerce Directive. 

The explanatory note to these Regulations states that Regulations 3 and 4 ensure that 

section 1 to 4 of the Terrorism Act 2006 are applied on a country of origin basis.  

Regulation 3 extends the application of the offences in section 1 and 2 of the Act so that 

these offences apply to UK established information society service providers where they 

provide information society services in EEA states other than the UK.  Although, where 

section 17 of the Act, which relates to commission of offences abroad, applies, 

Regulation 3 does not apply.   

Regulation 4 means that service providers who are established in an EEA state other 

than the UK can only be prosecuted for an offence under section 1 or 2 of the Act or 

given a notice under section 4 where the conditions laid down in Article 3(4) of the 

Directive are satisfied. 

In relation to the matters contained under this section 5.2 Policy Makers may come 

across objectionable comments published on SNSs.  Whilst Policy Makers may be 

limited in how they are able to deal with such material it may place a moral obligation on 

them to report specific Users to the SNS; however such course of action would involve a 

balancing act with an individual’s Convention rights in particular Article 9 (freedom of 

thought, consciences and religion) and Article 10 (freedom of expression). 
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5.3. SPAM  

 

Policy Makers will undoubtedly be concerned to prevent spam mail as well as the dangers 

posed by viruses contained within such mail.  This section whilst providing a brief 

summary of the law suggests possible technical solutions in this area.  

The EU legislated against spam within the E-Privacy Directive143 in particular Article 13.  

Paragraph 1 states that the use of electronic mail for the purposes of direct marketing 

may only be allowed in respect of subscribers who have given their prior consent.  The 

issue of obtaining prior consent has been dealt with extensively at Chapter 3. 

The E-Privacy Directive places obligations on publicly available electronic 

communication service providers.   

Article 4(1) states that ‘appropriate technical and organisational measures’ should be 

undertaken by service providers in order ‘to safeguard the security of its services, if 

necessary in conjunction with the provider of the public communications network’.  It 

adds that regard should be had to the state of the art and the cost of implementing 

measures ‘to ensure a level of security appropriate to the risk presented.’ 

Article 4(2) states that in case of a breach, the service provider ‘must inform the 

subscribers concerning such risk and, where the risk lies outside the scope of the 

measures to be taken by the service provider, of any possible remedies, including an 

indication of the likely costs involved.’   

Recital 20 adds risks of a breach ‘may especially occur for electronic communications 

services over an open network such as the Internet…It is particularly important for 

subscribers and users of such services to be fully informed by their service provider of 

the existing security risks which lie outside the scope of possible remedies by the service 

provider. Service providers who offer publicly available electronic communications 

services over the Internet should inform users and subscribers of measures they can take 

to protect the security of their communications for instance by using specific types of 

software or encryption technologies.  The requirement does not discharge a service 

provider from the obligation to take, at its own costs, appropriate and immediate 

measures to remedy any new, unforeseen security risks and restore the normal security 

level of the service.’  

Ascher and Hoogcarspel144 comment that ‘several interpretations of Article 4 are possible...A 

restrictive interpretation would lead to the conclusion that the duty to take measures only points to an 

obligation to protect those data the service provider processes himself.  A broader interpretation would 

include the duty to protect against unsolicited or damaging information.’  

                                                 
143 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector. 
144 Refer to footnote 50. 
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They also consider that in relation to the measures set out within the Directive ‘[a] duty to 

act could be reasonable as soon as access to either network or services is threatened due to spam and 

viruses.  Service providers should inform their customers about their spam policy and possibly about 

available technological solutions.’ 

Whilst these statutory obligations are placed on publicly available electronic service 

provider, in relation to the Toolset, technical solutions ought to be considered, in order 

to provide some safeguards to the Policy Maker.   

These technical solutions may include filtering out inappropriate and offensive content, 

perhaps through the use of ‘blacklists’, although such lists have been criticized, as a 

significant proportion of spam is able to pass these filters and in addition it may also 

block innocent Users.  Another method is what is known as the consensus model where 

individuals report spam mail to an entity that uses a program to co-ordinate reports and 

compile a list of spammers.  It may also be possible to accept only electronic 

communications containing trusted digital signatures.  

Of course where spam mails are fraudulent or deceptive it is always open to recipients to 

seek remedies under criminal law. 

 

5.4.  SOFTWARE LICENCES 

 
The software components of the Toolset will be protected by copyright, which is a right 

that arises automatically.  The legal basis upon which the right to use the Toolset will be 

granted to Policy Makers is uncertain, but it is usual for a software licence agreement to 

be concluded.  The licensor of the agreement may not be the owner/developer of the 

Toolset as the licensor may be a distributor, so the entity to whom the right to distribute 

has been granted. 

Where Policy Makers are required to enter into a licence agreement, they must consider 

the extent of the warranties contained within the licence.  The licensor may seek to 

restrict use of the software and prohibit modifications. 

The issue of source code, which enables the software to be maintained, is another 

question for consideration by both the Consortium and Policy Makers and something 

that has yet to be decided.  In industry, it is common for the source code to be deposited 

with an escrow agent.  The benefit being that should the licensor be unable to maintain 

the product (normally in the case of liquidation, where the licensor ceases to trade, or 

where a receiver is appointed) upon the payment of a release fee, a copy of the code will 

be released to the licensee/user. 
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5.5 ETHICAL CONSIDERATIONS 

 
The areas of defamation, race hate and cyber-bullying raise wider ethical considerations 

that necessitate a balance between the fundamental rights and freedoms of individuals, 

with particular regard to the Convention rights discussed within the introduction of this 

chapter, and the need to provide protection to individuals who find themselves on the 

receiving end of defamatory statements, or are victimised. 

The law in this area is piecemeal and not particularly well equipped to deal with acts 

performed by way of the web, particularly having regard to issues of jurisdiction.   

In addition whilst statements or material may fall short of actual cyber-bullying, race hate 

crimes, or defamatory material as provided for by legislation, (e.g. where a course of 

conduct amounting to harassment cannot be shown, even though the offending post had 

been submitted to numerous members of a forum) the effect on the victim is none the 

less distressing.   

As such there arises a situation that where activities do not warrant legal intervention, 

they may still alienate or offend the sensibilities of Users. This brings us into the realm of 

ethical conduct, and begs the question of whether a code of conduct is required to be 

accepted by Users when participating in debates etc.  At the very least any code should 

include a general requirement of respect for other Users, and an agreement not to 

discriminate against others on the grounds of race, sex, sexuality religion, opinions, 

beliefs etc, however beyond this who knows; particularly when considering acceptable 

conduct differs from country to country as it is to a certain extent based on culture. Any 

code of conduct would need to bear in mind the fiercely protected Convention rights; 

furthermore this raises the question of adherence, without monitoring.  SNSs tend to 

stipulate within their terms of use that they have no obligation to monitor content; 

however they do provide rules on the content that may be posted and complaint and 

reporting procedures are provided.   In this regard it is considered that Users ought to be 

provided with similar reporting methods and Policy Makers should adopt procedures for 

dealing with complaints.    
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CHAPTER 6 
_____________________ 

SOCIAL NETWORKING SITES 
 

In light of the points arising from the previous chapters it would be beneficial to look at 

the terms of use/service and privacy policies of some of the major SNSs.  The 

Consortium has agreed that the ILAWS analysis should be limited to the following SNSs. 

• Facebook; 

• Twitter; 

• YouTube, and; 

• Delicious. 
  

It should also be mentioned that the terms of use/service as set out below are those that 

current at the date of this Report. 

6.1. FACEBOOK 

6.1.1 Terms of Use 

This governs Facebook’s relationship with both its users and with those that interact 

with Facebook. 

Facebook users must be over 13 to register and require users to register with their real 

names and information. Only one personal profile may be created and users must not 

create an account for anyone other than themselves without permission. 

Facebook provides special profiles to promote not for profit organizations, including 

political or charitable organizations.  These are called ‘Pages’ and in relation to which the 

creators or administrators must abide by the specific regulations relating to Pages. This is 

of note to Policy Makers as it might be a method used for the purposes of starting debate.   

In addition where other users’ information is collected the Page creator/administrator 

must comply with the additional special provisions relating to developers as discussed 

below.   

What is considered public information? 

Publishing information on Facebook’s ‘everyone’ setting means that information is 

accessible worldwide to anyone that wishes to access it including those off of Facebook. 

As has been discussed throughout this report it is arguable that where a Users’ account is 

set at ‘everyone’ use of their information should not give rise to privacy issues and it 

follows that the user has tacitly agreed to the use of the data for other purposes.   
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However to what extent can this really be true?  It is generally accepted that few amongst 

us read terms of use or privacy policies, so is the user fully aware of what the setting 

means, particularly if the setting ‘everyone’ applies in default?   

Information shared with third parties 

In addition to the user’s publicly available information when a user adds an application 

the user’s information and content is shared with that third party.  For other ways in 

which Facebook shares data with third parties, reference must be made to the site’s 

privacy policy (see below). 

IP 

Users own the information that they generate on the site; however they grant Facebook a 

non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use any 

protected content.   

Rules 

There are a number of rules relating to the use of the site, some of which are set out 

below.   

Users are prohibited from:- 

• Sending or posting spam.  

• Collecting other users’ information using automated means (such as harvesting 

bots, robots, spiders, or scrapers) without Facebook’s permission. 

• Engaging in unlawful multi-level marketing, such as a pyramid scheme. 

• Uploading viruses or malicious code. 

• Bullying intimidating or harassing any user. 

• Posting content of a hateful, threatening, pornographic or content showing 

gratuitous violence. 

• From using Facebook for any unlawful, misleading, malicious, or discriminatory 

activity.  

• From posting content that infringes someone else’s rights. Infringements of 

Intellectual Property Rights can be reported use Facebook’s special page.  Where  

a user’s content is removed following such report the user has a right to appeal.  

Repeated infringements will result in the disablement of a user’s account. 

• From using any of Facebook’s logos without written permission.  
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• Collecting information from other users, without obtaining their consent.  Where 

data is obtained with consent the collecting user must make it clear that is not for 

Facebook and must post a privacy policy explaining the information that has 

been collected and the purpose(s) for which it will be used. 

• Posting anyone's identification documents or sensitive financial information. 

• Sending email invitations to non-users without their consent.  

Special Provisions applicable to developers 

The Special Provisions Applicable to Developers/Operators of Applications and 

Websites include the following: 

Developers/Operators will: 

• Ensure that the application or platform use meet Facebook’s Developer 

Principles and Policies as well as its Advertising Guidelines.  

• Ensure that access to and use of the data received from Facebook will: 

- Only request data as required in order to operate the application. 

- Provide a privacy policy which clearly states what data is to be used, how 

it is to be used displayed or shared. 

- Not use display, or share a user's data in a manner inconsistent with the 

developer’s privacy policy. 

- Delete all data received from Facebook relating to any user if requested 

to by the user and provide a mechanism for this request to be made. 

- Comply with all other restrictions contained within the Developer’s 

principles and policies. 

- Abide by the limits set by Facebook (if any) in terms accessing data. 

• Not disclose to Facebook information independently collected from a user or a 

user's content without that user's consent.  

• Make it easy for users to remove or disconnect from the application and provide 

customer support for users of the application. 

• Provide easily accessible contact details. 

• Not show third party advertisements or web search boxes on Facebook.  
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• Facebook reserves the right to analyse applications, content and data for any 

purpose as well as the right to audit it. 

• Facebook also reserves the right to create an application that offers similar 

features and services. 

Provided the following terms are observed and performed Facebook provides 

developers/operators with rights to use the code, APIs or tools, but only in connection 

with the application.  There are additional rules and regulations that must be met, which 

have not been set out within this report.  

Violation of Facebook’s terms and condition may result in the termination of a user’s 

account.   

Special provisions apply to users outside of the US.  In such circumstances, such users 

consent to their personal data being transferred to and processed in the US upon 

accepting the Terms of Use. Facebook is however a certified licensee of the TRUSTe 

Privacy Seal Program and adheres to the EU Safe Harbor program.  There are additional 

terms relating to German users. 

6.1.3. Privacy Policy 

The Privacy Policy is split into sections setting out amongst things the information 

supplied by the user (such as data supplied on registration, completion of profile 

information, submission of content, transactional information and location information), 

how information is shared by the user, how Facebook uses the user’s information, how 

information is shared, how information can be changed or removed.  

Publicly available information 

A users’ name and profile picture does not have privacy settings, however a user may 

limit the ability of others to find this information through publicly available search 

ending through editing settings. 

With regard to posts, a privacy setting can be selected for each one created on the site, by 

clicking on the lock icon.  Where this is not done, posts will be published in accordance 

with the user’s ‘posts by me’ privacy setting. 

Gender and data of birth must be supplied on registration.  The user’s profile should be 

edited in order to hide such fields from other users. 

When posting information on another user’s page that information will be subject to that 

user’s privacy settings. 

“Everyone” setting: Information set to “everyone” is publicly available information, and 

may be accessed by everyone on the Internet. It is subject to indexing by third party 
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search engines, and may be imported and exported distributed and redistributed by 

Facebook and others without privacy limitations. The default privacy setting for certain 

types of information posted on Facebook is set to “everyone.”  

Information that is shared with third parties 

Some of the ways in which this may be done  are set out below: 

• Using Facebook’s platform service. These third parties are subject to special 

provisions applicable to developers/operators.  Furthermore Facebook uses 

technical measures to ensure that developers/operators only obtain aurthorised 

information. 

• Connecting with an application or website provides third parties with General 

Information about the user.  This term is defined to include the user’s name and 

friend’s names, profile picture, gender, user Ids, connections and other content 

shared using the ‘everyone’ setting. Information about the user’s computer 

location and age may be made available.  However should the third party require 

additional information it must obtain the user’s permission. 

• When a user’s friend connects with an application or website, it will be able to 

access the user’s name, profile picture, gender, user ID and information shared 

with ‘everyone’; however it will only be allowed to use that content and 

information about the user in connection with that friend.  Facebook also 

provides tools which control how a user’s information is shared when a friend 

makes these connections e.g. by limiting what information friends may make 

available to applications and websites or blocking specific applications and 

websites from accessing this information. 

•  General Information may be supplied by Facebook to pre-approved third party 

websites and applications.  In addition when a user’s friend visits one of these 

pre-approved sites the site will also received General Information about the user.  

These sites must go through an approval process and into separate agreements 

designed to protect users’ privacy.  these third parties. 

• The responsibility for keeping profile information up to date is placed on users. 

This may not in itself be sufficient to meet the requirements of EU data 

protection legislation which places an obligation on data controllers to keep data 

up to date.  

• Public search engines are given access to users publicly available information, so 

information set to ‘everyone’ (along with the user’s name and profile picture) and 

profile information available to everyone. 

• Aggregated information may be shared by Facebook with third parties to help 

improve or promote its services. 
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• To offer joint services. 

• To respond to legal requests and prevent harm. 

The Privacy Policy sets out the ways in which they use information collected from users. 

• To manage the service.  

• To prevent potentially illegal activities. 

• To enforce the terms of use, such as ensuring that members are over 13 when 

registering. 

• To contact users. 

• To serve personalized information with the user’s consent.  

• Facebook allows advertisers to choose the characteristics of users who will see 

their advertisements and it may use any of the non-personally identifiable 

attributes collected (including information a user may have decided not to show 

to other users, such as birth year or other sensitive personal information or 

preferences) to select the appropriate audience for those advertisements. 

However, the advertising companies are not told who a user is.   

• To serve social advertisements, although users may opt-out. 

• To supplement a user’s profile. 

• To make suggestions. 

• Downloadable software. 

• Memorializing accounts if notified of a user’s death. 

Users may view change or remove information at any time. When an account is 

deactivated other users will not be able to see the deactivated account, but it will not be 

deleted, in case that user decides to reactive their account; However when an account is 

deleted it is permanently deleted.  Removed and deleted information may persist in 

backup copies for up to 90 days, but will not be available to others. 

Facebook highlights that following the removal of information or deletion of account 

copies of a user’s information may be viewed elsewhere, as it may have been shared with 

other users.  



PART II – A GENERAL LEGAL AND ETHICAL CONTEXTUAL ANALYSIS BY AREA 
 

 

 154

6.2. TWITTER 

 

6.2.1. Terms of Use 

A user must be over 13 years of age to use Twitter’s services. 

Users are responsible for the content they post and it will be accessible by other users of 

Twitter and through third party services and websites unless account settings are altered. 

Twitter restricts its liability in respect of the content posted.  

The terms incorporate the Twitter Rules which are set out below.  Any information 

supplied is subject to Twitter’s Privacy Policy, which covers the collection and use of 

information submitted by users to Twitter.  By using Twitter’s services consent is granted 

by users for the purposes set out within the Privacy Policy, including the transfer of 

information to the United States and/or other countries for storage, processing and use 

by Twitter.  

Publicly available information 

The Terms of use that a user should only provide content that the user is comfortable 

with sharing.  ‘What you say on Twitter may be viewed all round the world instantly’. 

IP 

A user retains his rights in the content posted, submitted or displayed on Twitter, 

although by using Twitter’s services a ‘non-exclusive, royalty-free license (with the right 

to sublicense) to use, copy, reproduce, process, adapt, modify, publish, transmit, display 

and distribute such Content in any and all media or distribution methods (now known or 

later developed)’ is granted to it. 

By using Twitter’s service the user agrees that the license granted includes the right for 

Twitter to make such content available to other companies, organizations or individuals 

who partner with Twitter for the syndication, broadcast, distribution or publication of 

such Content on other media and services.  

Where a user believes that his copyright has been infringed by other users, there is a 

procedure for notifying Twitter.   A right is reserved in favour of Twitter to remove 

content alleged to be infringing without prior notification.  Twitter will also terminate a 

user’s account if the user is determined to be a repeat infringer.  

Twitter reserves the right to modify or adapt a user’s content in order to transmit, display 

or distribute it over computer networks and in various media.   



CHAPTER 6 – SNS 
 

 

 155

Users do not have the right to use the Twitter trademarks, logos, or domain names or 

other brand features.   

Disclosure of information to Third Parties 

Twitter reserves the right to access, read, preserve and disclose any information as it 

reasonably believes necessary in certain circumstances which include in satisfaction of 

any applicable law or through legal or governmental request, or to detect or prevent 

fraud, security or technical issues. 

Except as permitted through the Services (or the Twitter Terms a user must use the 

Twitter API for reproducing modifying, creating derivative works, distributing, selling, 

transferring, publicly displaying, publicly performing, transmitting, or otherwise using the 

Content or Services. 

A user may not do any of the following when using Twitter Services: 

(i) access, tamper with, or use non-public areas of the Services, Twitter’s computer 

systems, or the technical delivery systems of Twitter’s providers;  

(ii) probe, scan, or test the vulnerability of any system or network or breach or 

circumvent any security or authentication measures;  

(iii) access or search or attempt to access or search the services by any means (automated 

or otherwise) other than through Twitter’s currently available, published interfaces that 

are provided by Twitter (and only pursuant to those terms and conditions), unless 

specifically permitted by separate agreement with Twitter.  Crawling the services is 

permissible if done in accordance with the provisions of the robots.txt file, however, 

scraping the Services without the prior consent of Twitter is expressly prohibited); 

 (iv) forge any TCP/IP packet header or any part of the header information in any email 

or posting, or in any way use the Services to send altered, deceptive or false source-

identifying information; or  

(v) interfere with, or disrupt, (or attempt to do so), the access of any user, host or 

network, including, without limitation, sending a virus, overloading, flooding, spamming, 

mail-bombing the services, or by scripting the creation of Twitter content in such a 

manner as to interfere with or create an undue burden on the services. 

6.2.2. Twitter Rules  

These rules have been reproduced below: 
 
“Content Boundaries and Use of Twitter 
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In order to provide the Twitter service and the ability to communicate and stay 
connected with others, there are some limitations on the type of content that can be 
published with Twitter. These limitations comply with legal requirements and make 
Twitter a better experience for all. We may need to change these rules from time to time 
and reserve the right to do so. Please check back here to see the latest. 
 
*Impersonation: You may not impersonate others through the Twitter service in a 
manner that does or is intended to mislead, confuse, or deceive others 
 
*Trademark: We reserve the right to reclaim user names on behalf of businesses or 
individuals that hold legal claim or trademark on those user names. Accounts using 
business names and/or logos to mislead others will be permanently suspended. 
 
*Privacy: You may not publish or post other people's private and confidential 
information, such as credit card numbers, street address or Social Security/National 
Identity numbers, without their express authorization and permission. 
 
*Violence and Threats: You may not publish or post direct, specific threats of violence 
against others. 
 
*Copyright: We will respond to clear and complete notices of alleged copyright 
infringement. Our copyright procedures are set forth in the Terms of Service. 
 
*Unlawful Use: You may not use our service for any unlawful purposes or for 
promotion of illegal activities.  International users agree to comply with all local laws 
regarding online conduct and acceptable content. 
 
*Verified accounts: You may not use the Verified Account badge unless it is provided 
by Twitter. Accounts using the badge as part of profile pictures, background images, or 
in any way implying false verification will be permanently suspended. 
  
Spam and Abuse 
 
Twitter strives to protect its users from spam and abuse.  Technical abuse and user abuse 
is not tolerated on Twitter.com, and will result in permanent suspension. Any accounts 
engaging in the activities specified below are subject to permanent suspension. 
 
* Serial Accounts: You may not create serial accounts for disruptive or abusive 
purposes, or with overlapping use cases. Mass account creation may result in suspension 
of all related accounts. Please note that any violation of the Twitter Rules is cause for 
permanent suspension of all accounts. 
 
* Name Squatting: You may not engage in name squatting. Accounts that are inactive 
for more than 6 months may also be removed without further notice. Some of the 
factors that we take into account when determining what conduct is considered to be 
name squatting are: 
 

• the number of accounts created  

• creating accounts for the purpose of preventing others from using those account 

names  
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• creating accounts for the purpose of selling those accounts  

• using feeds of third-party content to update and maintain accounts under the 

names of those third parties  

*Invitation spam: You may not use Twitter.com's address book contact import to send 
repeat, mass invitations 
 
*Selling user names: Unless you have been specifically permitted to do so in a separate 
agreement with Twitter, you agree that you will not reproduce, duplicate, copy, sell, trade 
or resell the Services for any purpose. 
Where "Services" is defined as follows: Your use of Twitter’s products, services and web 
sites (referred to collectively as the “Services” in this document and excluding any 
services provided to you by Twitter under a separate written agreement) is subject to the 
terms of a legal agreement between you and Twitter. 
 
*Malware/Phishing: You may not publish or link to malicious content intended to 
damage or disrupt another user’s browser or computer or to compromise a user’s privacy. 
 
*Spam: You may not use the Twitter service for the purpose of spamming anyone. 
What constitutes “spamming” will evolve as we respond to new tricks and tactics by 
spammers. Some of the factors that we take into account when determining what 
conduct is considered to be spamming are: 
 

• If you have followed a large amount of users in a short amount of time;  

• If you have followed and unfollowed people in a short time period, particularly 

by automated means (aggressive follower churn);  

• If you repeatedly follow and unfollow people, whether to build followers or to 

garner more attention for your profile;  

• If you have a small number of followers compared to the amount of people you 

are following;  

• If your updates consist mainly of links, and not personal updates;  

• If you post misleading links;  

• If a large number of people are blocking you;  

• The number of spam complaints that have been filed against you;  

• If you post duplicate content over multiple accounts or multiple duplicate 

updates on one account;  

• If you post multiple unrelated updates to a topic using ‘#’;  

• If you post multiple unrelated updates to a trending or popular topic;  

• If you send large numbers of duplicate @replies;  
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• If you send large numbers of unsolicited @replies in an attempt to spam a service 

or link;  

• If you add a large number of unrelated users to lists in an attempt to spam a 

service or link;  

• If you repeatedly post other users' Tweets as your own;  

• If you have attempted to "sell" followers, particularly through tactics considered 

aggressive following or follower churn;  

• Using or promoting third-party sites that claim to get you more followers (such 

as follower trains, sites promising "more followers fast," or any other site that 

offers to automatically add followers to your account).  

Your account may be suspended for Terms of Service violations if any of the above is 
true. 
  
*Pornography: You may not use obscene or pornographic images in either your profile 
picture or user background.” 
 

Accounts engaging in any of these behaviors may be investigated for 

abuse.  Accounts under investigation may be removed from Search for 

quality.  Twitter reserves the right to immediately terminate your account without 

further notice in the event that, in its judgment, you violate these Rules or the Terms 

of Service. 
 

6.2.3. Privacy Policy 

This provides information on the collection, use and disclosure of data.  

Data or information is collected in a number of ways.  Some of it is obtained from data 

supplied by users upon registration.  Some of this data such as name and username are 

publicly listed on Twitter and the policy states that some of the services, such as search, 

public user profiles and viewing lists, do not require individuals to register in order to 

view.  Twitter may use contact information to send users information about its services 

of for marketing purposes. Users may however opt-out from receiving these messages. 

Where a user emails Twitter, it may keep the user’s message, email address and contact 

information. 

User’s are provided with the tools to access or modify the personal information supplied 

to Twitter. 

Publicly available information 

The policy highlights that most of the information provided by users is public 

information. This includes not only the messages a user Tweets, but also the metadata 
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provided with Tweets, the lists created, the people followed, the Tweets marked as 

favourites etc.  Twitter’s default settings are in their words almost always to make the 

information provided public; however these settling can be altered.   

Any public information is broadly and instantly disseminated. Public Tweets are 

searchable by many search engines and are immediately delivered via SMS and Twitter’s 

APIs to a wide range of users and services.   

Again this raises the questions of whether Policy Makers can rely on such a statement for 

privacy and data protection purposes.  In argument for, when considering a person’s 

expectation of privacy, it can be said that Twitter is generally perceived as an open and 

public network, more so than perhaps Facebook. 

Disclosure of private information by Twitter: 
 

• With the user’s consent. 

• To trusted third parties in order to provide services to the user, but only to such 

extend as is necessary to provide these service and under terms mirroring the 

protections contained within Twitter’s privacy policy.  

• If Twitter believes is reasonably necessary to comply with a law, regulation or 

legal request; to protect the safety of any person; to address fraud, security or 

technical issues; or to protect Twitter's rights or property. 

• For the purpose of business transfers (i.e. Twitter’s bankruptcy, merger, 

acquisition etc.). 

• Where the information is non-private or non-personal. 
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6.3. YOUTUBE 

6.3.1 Terms of Service 

 
The use of YouTube’s services is considered by it as an acceptance of their Terms of 

Service, which incorporate the terms of use, YouTube’s Privacy Policy and Community 

Guidelines. 

The Terms of Service contain a number of general restrictions on use such as:  

• Not to distribute any part of or parts of their website including content 

submitted by users without YouTube’s prior written authorisation. 

• Not to access the content of users through any means other than the video 

playback pages of YouTube’s website, the YouTube player and such other means 

as are designated by YouTube. 

• If using YouTube Player on your website a prominent link back to YouTube  

must be placed on that page and the Player may not be modified in any way. 

• Not to launch or use any automated system, which includes robots or spiders, 

that accesses the Website in a manner that sends more request messages to the 

YouTube servers in a period than a human can reasonably produce during that 

same period using a standard web browser. 

• Not to collect or harvest any personal data of any user of the Website or any 

Service (and agree that this shall be deemed to include YouTube account names).  

(This prohibition is not qualified.  So specific consent would need to be obtained 

from YouTube). 

• Not to access User Videos for any other reason, other than for personal non-

commercial use solely as intended through and permitted by the normal 

functionality of the Services and solely for streaming. 

• The operators of public search engines are granted permission to use spiders to 

copy materials from the website in order to create publicly available searchable 

indices.  The permission does not extend to caching or creating archives. 

IP 

The user warranties that he has all necessary licences, rights, consents and permissions in 

respect of the content that the user submits on YouTube.  Whilst the user in respect of 

their content retains copyright in their submissions, the following licences are granted: 

a. A worldwide, non-exclusive, royalty fee transferable licence to YouTube to use, 

reproduce, and otherwise deal with the work in connection with the provision of 

its services, including promotion and redistribution of all or part of its website. 
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b. A worldwide, non-exclusive, royalty fee transferable licence to other users of the 

website for the purposes of accessing the work, and to use reproduce and other 

wise deal with the submission, but only to the extent permitted by the 

functionality of the Website. 

YouTube has a copyright policy and procedure in place for reporting alleged 

infringements.  For repeat infringers YouTube will terminate user access to their Website.  

A repeat infringer is defined within the terms as a user that has been notified of 

infringing material more than twice. 

User Content 

In relation to content generated by the user the Terms of Service stipulate: 

• Confidentiality is not guaranteed. 

• The user is solely responsible for their submissions and YouTube does not 

endorse any opinion or recommendation expressed by users, and disclaims all 

liability in connection with such submissions. 

• The user’s conduct on the website must comply with the community guidelines 

as reproduced in full below. 

• The user agrees not to post or upload any submissions which are unlawful, which 

are subject to third party proprietary rights (unless a formal licence has been 

granted by the owner). 

• YouTube reserves the right to terminate remove submissions and/or terminate a 

user’s account without prior notice, where it considers within its sole discretion 

that the user is in breach of the terms. 

• YouTube also states that by using its services, the user may be exposed to 

objectionable material submitted by other users, and users agree to waive any 

rights or remedies that they may have against YouTube in respect of such 

submissions. 

Links   

Where hyperlinks are provided to other web sites that are not owned or controlled by 

YouTube, it assumes no responsibility for the content, privacy policies or practices of 

any of these websites.  Furthermore it does not endorse any advertising, products or 

other materials on or available from such web sites or resources.  As such YouTube 

encourages that users upon leaving YouTube read the terms and conditions and privacy 

policy of each of the websites visited. 
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6.3.2  Privacy Policy 

Following Google’s acquisition of YouTube in 2006, YouTube’s Privacy Policy now 

refers to Google’s Privacy Policy, with some additional provisions added that are specific 

to YouTube. 

Google – 11 March 2009 

Google adheres to the US Safe Harbor Privacy Principles as is required by the US Safe 

Harbor Programme. Furthermore it stipulates that it processes personal information on 

its servers in the USA and in other countries.   

When using any of Google services its privacy policy sets out the ways and purposes for 

which personal information is processed.  Some of these are set out below: 

• Upon registration with Google services personal information will be asked for.  

Information received may be combined with other Google services or third 

parties.  For certain services users are given the opportunity of opting out of 

combining information. 

• Cookies are used by Google and one or more may be set in the user’s browser. 

• When accessing Google’s services, its servers automatically record information a 

user’s browser sends when visiting websites.  The server logs may include 

information such as web request, IP address, browser type and language and one 

or more cookies that may uniquely identify the browser. 

• Emails or other communications sent to Google may be retained in order to 

process enquiries and respond to requests. 

• Where Google services are offered through affiliated websites, personal 

information provided on those sites will be sent to Google for processing, 

however users should read the affiliated sites privacy policy. 

• Information collected by third party application providers is governed by their 

privacy policy. 

• The policy states that Google will not collect or use sensitive information other 

than for the reasons contained within its privacy policy and other supplementary 

notices, unless the user’s prior consent is obtained. 

• DoubleClick Cookies are used by Google, although users may opt-out. 

Information sharing 

Google states that it only shares personal information with third parties where: 

1) The user has consented.  Where sensitive personal information is shared, 

opt-in consent is required 
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2) It is used by Google’s subsidiaries, affiliated companies or other trusted 

businesses or persons for the purpose of processing personal information on 

Google’s behalf.  These parties are required to process the information in 

accordance with Google’s instructions and in compliance with Google’s Privacy 

Policy. 

3) Disclosure is necessary in order to comply with law, legal process or enforceable 

governmental request, enforce the Terms of Service, detect or prevent fraud, 

security or technical issues or to protect against harm to the rights, property or 

safety of Google, its users or the public, as required or permitted by law. 

4) A merger, or acquisition or form of sale of all or part of Google’s assets. 

5) Aggregated non-personal information may be shared with third parties 

(e.g. the number of users who searched for a particular term). 

Accessing and updating  

Google provides users with access to their personal information and makes good faith 

effort to either correct the data or delete it at the user’s request, unless required to be 

retained by law or legitimate business purposes.  Users are required to identify 

themselves and the information that they request be accessed, corrected or removed.  

Google may refuse to process such requests that are unreasonably repetitive or 

systematic, require disproportionate technical effort, jeopardise the privacy of others or 

would be extremely impractical or for which access is not otherwise required.  Where 

such service is performed it shall be carried out free of charge, except where it requires a 

disproportionate effort. 

YouTube  

In addition to the information contained above YouTube’s Privacy Policy contains 

provisions specific to the use of their services.  Some are set out as follows: 

• When using YouTube, it may record information about usage of the site e.g. 

channels, groups of a user, the videos watched by a user and the other users he 

communicates with, the frequency and size of data transfers and information 

displayed about the user and clicked on by that user in YouTube.   

• Any content submitted may be used by collected and used by others. 

• When submitting personal information to YouTube, it may be used to improve 

the functionality and operation of its services.  Email addresses may be used 

without a user’s consent for non-marketing or administrative purpose. 

• Cookies, web beacons and log-file information are used to  

(a) Store information that will not need to be re-entered by the user upon next visit. 
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(b) Provide personalised content and information. 

(c) Monitor the effectiveness of marketing campaigns. 

(d) Monitor aggregate metrics. 

(e) Track a user’s entries, submissions and status in promotions, sweepstakes and 

contests. 

Publicly Available Information 

Upon setting up an account some of a user’s information will be provided to other 

YouTube users, such as date of opening account, date of last log in, the country and 

number of videos watched. 

Any videos submitted may be redistributed through the Internet and other media 

channels and may be viewed by the general public as well. 

If a user chooses to add personal information such as name, gender, profile picture these 

may be viewed by other YouTube users.  Adding certain features and a user’s activity in 

association with these features will also be visible. 

A user may control the information available to other users by editing settings.  A user 

may also update details and correct profile information by visiting their account profile 

page. 

6.3.3 Community Guidelines 

The Guidelines have been reproduced from the YouTube website 

Videos Flagged As Inappropriate 

When a video gets flagged as inappropriate, we review the video to determine whether it 

violates our Terms of Use—flagged videos are not taken down automatically by the 

system. If we remove your video after reviewing it, you can assume that we removed it 

purposefully and you should take our warning notification seriously.  

Don't Cross the Line 

• Here are some common-sense rules that will help you steer clear of trouble: 

YouTube is not for pornography or sexually explicit content. If this describes 

your video, even if it's a video of yourself, don't post it on YouTube. Also, be 

advised that we work closely with law enforcement and we report child 

exploitation. Please read our Safety Tips and stay safe on YouTube.  

• Don't post videos showing things like animal abuse, drug abuse or bomb making. 

Graphic or gratuitous violence is not allowed. If your video shows someone 

getting hurt, attacked or humiliated, don't post it.  
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• YouTube is not a shock site. Don't post disgusting videos of accidents, dead 

bodies and similar things.  

• Respect copyright. Only upload videos that you made or that you are authorised 

to use. This means don't upload videos that you didn't make or use content in 

your videos to which someone else owns the copyright, such as music tracks, 

snippets of copyrighted programmes or videos made by other users, without 

necessary authorisation. Read our Copyright Tips for more information.  

• We encourage free speech and defend everyone's right to express unpopular 

points of view. But we do not permit hate speech (speech which attacks or 

demeans a group based on race or ethnic origin, religion, disability, gender, age, 

veteran status and sexual orientation/gender identity).  

• There is zero tolerance for predatory behavior, stalking, threats, harassment, 

invading privacy or the revealing of other members' personal information. 

Anyone caught doing these things may be banned permanently from YouTube.  

• Everyone hates spam. Do not create misleading descriptions, tags, titles or 

thumbnails in order to increase views. It's not OK to post large amounts of 

untargeted, unwanted or repetitive content, including comments and private 

messages.  

Violations of the Terms of Use may result in a warning notification or termination of 

your account. If your account is terminated, you are prohibited from creating any 

new accounts. 

YouTube is for the Community 

Remember that this is your community! Each and every user of YouTube makes the site 

what it is, so don't be afraid to dig in and get involved! 

� Have fun with the site. There's a lot here to see and lots of people making 

amazing stuff—one of them might be you! Equipment's getting cheaper and 

easier to use all the time, so dive in and enjoy.  

� Let people know what you think. Feedback's part of the experience and, 

when done with respect, can be a great way to make friends, share stories and 

make your time on YouTube richer. So leave comments, rate videos, make 

your own responses to videos that affect you, enter contests of interest—

there's a lot going on and a lot of ways to participate here.  

� You may not like everything that you see. Some of the content here may 

offend you—if you find that it violates our Terms of Use, then click "Flag as 

Inappropriate" under the video you're watching to submit it for review by 

YouTube staff. If it doesn't, then just consider clicking something else—why 

waste time watching videos that you don't like?  
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6.4 DELICIOUS 
 

6.4.1 Terms of Use 

 
Delicious is a service provided by Yahoo Inc. 
 
By accessing or using its services a user agrees to its terms of use and privacy policy, the 
key aspects of which are described below. 
 
User Responsibility 
 
Delicious states that it is merely a repository of information, that users are solely 

responsible for the information they post and that such submissions do not represent the 

views, advice or beliefs of Yahoo.   

No warranty as to accuracy of the information submitted by users is made by Delicious.   

Where links are used the linked website’s content, business practices and privacy policies 

are not under the control of Delicious.  Neither is it responsible for the content 

contained within these sites. The inclusion of such links does not imply or infer any 

endorsement of affiliation with Delicious. 

Users agree that when using Delicious they may come across objectionable material but 

by accepting the terms agree that their only recourse is to stop using Delicious. 

The creation of bookmarks for the purposes of specifically boosting exposure of a site in 

Delicious and/or search engines is a breach of the Terms and such entries will be viewed 

as spam.   

Whilst users may remove their posted content from Delicious, this does not extend to 

copies other users have made or copies made by Delicious for back up purposes. 

 
IP  
 
A user when posting content grants Delicious and other users of Delicious permission to 

access it and use it in connection with Delicious or its affiliates’ businesses.   

A user may mark content as private granting access to specific users.  For publicly 

accessible content a user may label their content with one of several possible licenses, 

although this will not affect Delicious’ right to access and use as stated above. 

Any use or reproduction of user-generated content must comply with the terms of the 

respective license(s) and must include a label indicating such licence. 

Access by third parties 
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Delicious allows access to portions of its website through the use of RSS feeds and an 

API.  These tools may not be used to display a substantial part of its database to be 

displayed or reproduced or to duplicate or copy Delicious.  

It is not responsible for how third parties access or use public content and is not obliged 

to disable or restrict this access. 

6.4.2 Privacy Policy 

 
Delicious may collect personal information including email addresses upon registration, 

when posting a link or submitting questions or comments or bug reports.  IP addresses 

may also be collected regarding usage of Delicious’s website and services.  The IP 

address may be used to track movement within the website and deny service if necessary 

where a user breaches the terms of service.  Information relating to the referring URL, 

access times and browser type may also be collected. 

Personal information, IP addresses and usage information will only be shared with third 

parties with the user’s consent, if required by law or in aggregate or anonymous form. 

Cookies are used to store and track information about users.  Yahoo! uses web beacons 

to research usage and activities of Yahoo! sites including Delicious.   The Policy states 

that no personally identifiable information from a user’s account is collected using web 

beacons. (It does not mention whether you are able to opt out of this) 

Delicious will not collect age information for users under the age of 18. 

 

6.5. COMMENT & COMPARISON 

 
The terms of use/service of the SNSs relevant to the WeGov project are important in a 

number of respects, not the least as they incorporate the applicable privacy policies.  The 

terms of use/service are particularly significant in that Policy Makers, in using the 

Toolset, will be relying to some degree on these terms for implied consent from Users 

(albeit as is made clear below, and in Part IV, sole reliance on implied consent is almost 

certainly insufficient from a legal perspective).  The terms of use/service also have 

import for the extent that Users have granted permission to the reuse/reproduction of 

their content.   

Two points should be emphasised at this stage: first, that terms of use/service are subject 

to change, and second that they do differ, sometimes considerably, between different 

SNS providers. The table below captures what ILAWS has identified as the key points of 

comparison between the four SNSs reviewed: 
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 FaceBook Twitter YouTube Delicious 

Publicly 
available 
information 

-‘everyone’ setting 
 
-some profile info 
unless privacy 
settings altered 
 
 

- most info 
submitted on site 
unless settings are 
altered 

some info about 
account is 
provided to other 
users of site 

-videos may be 
redistributed 
through the 
internet generally 

- most content is 
public, but user has 
the ability to mark 
content as private. 

Disclosure of 
content to third 
parties  

- publicly available 
information. 

 - general info 
supplied to pre-
approved websites 
or applications 

- when the user 
uses Facebook’s 
platform 
(application or 
website) 

- general 
information when 
a user’s friend 
connects with a 
pre-approved 
website or 
application or uses 
platform 

- publicly available 
information. 

- publicly available 
information 

 

- publicly available 
information 

 

Copyright in 
Users’ content 

- a licence granted 
by user to FB 
(which is sub-
licensable) 

- publishing under 
‘everyone’ allows 
everyone including 
those off of 
Facebook to use 
the information 
and associate it 
with the user.   

-a licence granted 
by user to Twitter 
and Twitter’s 
partners. 

- a licence granted 
by the user to 
YouTube 

-a licence is also 
granted by the user 
to each user of the 
site to use, 
reproduce etc. a 
user’s content but 
only to the extent 
permitted by the 
functionality of the 
site. 

- The user 
provides a 
warranty that it has 
all necessary rights 
in relation to the 
videos/content 
uploaded 

- a licence is 
granted to the site 
and its affiliates’ 
businesses. 

- In relation to 
content that is 
publicly accessible 
a licence may be 
attached to the 
content.  Others 
must respect the 
terms of this 
licence and any 
reproduction must 
include a label 
indicating the 
licence. 

Objectionable 
material 

- rules about 
posting content 

- reporting 

- rules about 
posting content. 

- reporting 

- rules about 
posting content 

-users can flag 

- there does not 
appear to be any 
specific provisions. 
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 FaceBook Twitter YouTube Delicious 

procedures 
provided to users. 

procedures 
provided to users 

videos as 
inappropriate.  
These are then 
reviewed by the 
site. 

Safe harbor or 
a licensee of a 
‘truste’ 
certified 
privacy 
program. 

 

yes yes Yes yes 

 

  Some additional points to note: 

• Generally crawlers are prohibited except with the SNS’s permission.  Where 

access is permitted through the SNS’s API, this must be done in accordance with 

the API’s terms of use. There is some uncertainty on third party use of 

Facebook’s and YouTube’s API, as Facebook specifically permits use of their 

API to developers and operators of applications and websites and YouTube 

mentions access to public search engines.  Both do not appear to contain general 

provisions permitting access to third parties and this must be clarified.  

• Most terms of use/service and privacy policies stipulate that a User’s information 

may be passed to third parties so it is arguable that users have tacitly agreed to 

any use of their data by third parties. Whilst such an argument in relation to 

crawling publicly available information may be reasonable, can the same be said 

where data is extracted, for analysis and possibly reproduced for comment?  This 

does not obviate the requirement under regional and national data protection 

legislation to inform data subjects of the purpose(s) for which their data is to be 

used.  In addition SNSs may require third parties to provide their users with 

privacy policies.   

• It is considered that it would be legally and ethically imprudent to rely on implicit 

consent of Users, particularly given the nature of the data collected and the political 

focus of this project.  Furthermore the following points should be considered.  Are 

some SNSs perceived by Users to be more public than others? To what extent are 

Users aware of the provisions of the SNS’s terms of use/service and privacy policy? 

To what extent are users aware of the consequences of not altering default settings? 

This is of particular importance as generally default settings allow the sharing of 

public information with third parties, thus effectively the User is required to opt-out 

as opposed to opt-in.  Such considerations may, to some extent, inform choice of 

SNS for the end-user Scenarios. 
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CHAPTER 7 
______________________ 

METHODOLOGY 
 

7.1 BACKGROUND ON LEGAL METHODOLOGY 

 

So-called ‘black letter law’ involves legal analysis of primary legal materials (e.g. legislation 

and, in common law jurisdictions, legal cases), without much regard to sources outside 

these conventional legal sources.  This expository, doctrinal approach can be regarded as 

the dominant form of legal analysis, both in legal practice and legal academe, involving – 

as it does – providing interpretative and qualitative answers to the question ‘what is the 

law on [issue x]’?   

Whilst it should be recognised that primary legal materials are not static sources, legal 

reform and development generally occurs at a relatively slow pace, albeit in unpredictable 

directions.  It is therefore unsurprising that there is relatively little in the way of primary 

legal material of England and Wales and the EU (the jurisdictional nexus of this report) 

specifically directed to the regulation of the arena that the WeGov project concerns - 

political opinion in SNSs.  Thus, whilst the ILAWS team’s research efforts have mainly 

focused on using the black letter legal approach to apply the primary legal materials to 

this relatively novel arena, it was always recognised that the ILAWS team would also: (i) 

consider soft law sources, such as those found in Guidelines and Codes of Practice, and 

(ii) would also scope relevant current best practice considerations.    

The consideration of these less formal legal resources, however, required very specific  

details of planned work by the WeGov Scenario Partners which was not available to  the 

ILAWS team to allow the three to four best practice interviews, originally planned, to 

take place  Therefore, the ILAWS team has, instead, engaged in a less-structured and 

more limited interrogation of other sources of best practice, viz., interrogation of best 

practice documents 145 , engagement in legal practitioner forums and discussions 

(principally GPSBaker Webinars146 and consideration of standard terms147), discussions at 

conferences148 and an informal meeting with a SNS-based service focusing on political 

opinion and views149. 

 

                                                 
145E.g. ICO good practice guidelines (available at 
 http://www.ico.gov.uk/for_organisations/good_practice.aspx).  
146 Participation by invitation (www.bakermckenzie.com). 
147 Principally, utilisation of the subscription PLC service (http://uk.practicallaw.com/). 
148 E.g. during the 2010 Web Science Conference, Raleigh, North Carolina, US (www.websci10.org).  
149 This service is Tweetminster ((see www.tweetminster.co.uk): a Twitter-based sentiment-mining service 
relating to UK political figures and views.  This informal meeting took place with Mr F. Fallon (Hansard 
Society) and Caroline Wilson (ILAWS) with Andrew Walker of Tweetminster on March 26, 2010. 
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7.2 THE ILAWS METHODOLOGY AND APPROACH TO THE 

WEGOV PROJECT 

The ILAWS approach, and methodologies employed, in the WeGov project can be 

summarised succinctly.  The WeGov project design itself envisages an iterative 

law/technology process.  In terms of the ILAWS contribution to this process, dialogue 

with other members of the Consortium has been used to focus the black letter legal 

analysis in order to scope the legal considerations relevant to the project.  Further 

research scoping possible ethical issues relevant has also been undertaken. 

This legal and ethical analysis can then be applied to the (future) activities of the WeGov 

scenario partners in what, earlier in this report, has been described as Stage 2 of the 

WeGov project150, resulting in a basic  analysis of examples drawn from these activities as 

planned (please refer to Section 4 of the Deliverable)   

The result of this work is reported in Parts II-IV of this report.   

As the WeGov project progresses, it is anticipated that the continued intergration of legal 

and ethical concerns into the Project risk management process will ensure the on-going 

iteration of legal and ethical concerns informing the technological development that 

forms the heart of the WeGov project.  As the ILAWS involvement in the WeGov 

project is a primarily up-front contribution (with ILAWS substantive legal and ethical 

contributions taking place within the first six months of the project), the methodology 

employed by ILAWS has taken this into account, viz. the development of a novel and 

experimental methodology that both extends (in terms of the fact that it extends beyond 

data protection/privacy) and reduces (in terms of the way it has been designed with the 

WeGov context in mind) the well-known ‘Privacy by Design’ approach (see Section 7.3, 

below) to what has been termed ‘Law by Design’.  It is hoped that other WeGov 

Consortium members will find the ‘Law by Design’ approach to be useful as part of the 

on-going iteration of legal and ethical concerns informing the technological development 

noted at the beginning of this paragraph. 

Below, an introduction to the source model for ‘Law by Design’ – Privacy by Design’ is 

provided (section 7.1).  Thereafter the basic ‘Law by Design’ model, in the form of a 

simple ‘checklist-style’ table is set out, before a summary is provided in section 7.3. 

 

7.3 ‘LAW BY DESIGN’ 

In the WeGov documentation sent to the Commission151, the concept of ‘Privacy by 

Design’ was noted.  There is more than one definition of ‘Privacy by Design’, but the 

term is usually taken to refer to the deployment of Privacy Enhancing Technologies 

                                                 
150 See p.18, above. 
151 Seventh Framework Programme, Theme ICT 2009.7.3: ICT for Governance and Policy Modelling; 
Grant Agreement for: Collaborative project “WeGov – Where eGovernment meets the eSociety” 
4.11.2009. 
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(PETs) as part of a process of giving due consideration to privacy needs at every stage of 

developing new informational systems or processes.  In particular, ILAWS undertook to 

consider as part of the Legal and Ethical review, the merits of a ‘Privacy by Design’ 

approach to the WeGov project.  The implicit rationale for this was two-fold: 

• Process: ‘Privacy by Design’ (PbD) is, or should be, a law/technology 

iterative process, and so could provide guidance as to the process of the 

iterative approach taken in the WeGov project,  and; 

• Content: PbD explicitly addresses one of the main themes of the WeGov 

project – privacy. 

Although PbD approaches had become increasingly popular in some countries, for 

example, the UK ICO has advocated PbD since 2008152, the ILAWS team would like to 

highlight the fact that since the start of the WeGov project, PbD approaches have 

received increasing attention at the EC level.  In particular, there have recently been calls 

for PbD to be embedded in reforms of regional data protection law153.  Clearly, for a 

number of reasons, consideration of PbD is merited in the WeGov project. 

The intention of the ILAWS team, however, was (and remains) to take the opportunity 

to extend the basic model of PbD beyond the domain of privacy, to a nascent ‘Law by 

Design’ model (i.e. a version of PbD that is extended to addresses the IPR and other 

miscellaneous issues germane to the WeGov project), in the form of developing a simple 

checklist of legal issues and concerns presented in an easy-to-read and understand format.  

One of the possible benefits of this is that this accessible checklist may then be used by 

the Scenario Partners to inform the risk management process after the main ILAWS 

contribution to the WeGov project ceases after month 6 of the project. 

7.3.1 Privacy By Design: Context 

In concept, PbD concerns embedding privacy concerns ‘up front’ in the design of new 

systems.  Thus, one embeds means of addressing privacy concerns raised by technology 

in the architecture and tools of said technology: as one leading academic commentator 

has observed: 

“..The answer to the machine is in the machine.”154 

The origins of PbD lie in Canadian and Dutch initiatives, specifically in two reports155 

published in 1995.  There is, unhelpfully, no definitive agreement as to what PbD 

                                                 
152 See ICO ‘Privacy by Design’ 26th November 2008 (available at 
http://www.ico.gov.uk/upload/documents/pdb_report_html/privacy_by_design_report_v2.pdf).  
153 EDPS opinion on privacy in the digital age: "Privacy by Design" as a key tool to ensure citizens' trust in 
ICTs (EDPS/10/6, Brussels, Monday 22 March 2010), available at 
http://europa.eu/rapid/pressReleasesAction.do?reference=EDPS/10/6.  
154 Poullet, Y Conference on Privacy and Data Protection (CPDP) 2009, available at http://www.data-
protection.be/Resources/Poullet.pdf. 
155 Information and Privacy Commissioner, Ontario, Canada and Registratiekamer, the Netherlands 
“Privacy-Enhancing Technologies: The Path to Anonymity” (Volume I and Volume II, August 1, 1995), available at 
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encompasses, but it generally concerns the development of privacy-enhancing 

technologies (PETs) and, as noted above (at p.173), it is an approach that is of increasing 

import.  The concept of ‘Privacy by design’ has been gaining support as a practical and 

yet robust means of addressing privacy concerns in an iterative manner in the design, 

implementation and review of systems (both digital and non-digital).  It might be 

appropriate at this stage to note that the authors of this ILAWS Report consider that 

PbD is mis-named: it is primarily directed to data protection aspects of privacy (hence the 

support for this system by national (such as the UK ICO156) and EU (such as the 

EPDS157) data protection agencies. 

The ILAWS team regard the UK ICO model158 to be a useful PbD exemplar, and have 

therefore relied on the UK ICO PbD guidance in developing the basic ‘Law by Design’ 

model that is set out in Section 7.3.2 below.  

At this point it is appropriate to consider why the ILAWS team has decided to develop a 

new model (‘Law by Design’), rather than just recommending that the Consortium 

consider using the PbD model.  The main such reasons here are set out below: 

• Although the PbD model has many merits (principally in embedding legal and 

ethical privacy and data protection concerns in the process of technological 

developments), the scope of PbD is too limited in legal scope for the WeGov 

Project, a Project where a wider range of legal and ethical issues are raised (see 

Parts II and IV of this Report); 

• The technological context of the WeGov project is very particular – use of SNSs – 

which allows a more targeted approach, and; 

• There are issues of methodological conflict and complexity.  In terms of conflict, risk 

analysis is a key part of the WeGov methodology and the ILAWS team always 

intended that their methodological contribution(s) would complement and 

support, rather than add to or conflict with the risk management process.  For 

this reason, the basic ‘Law by Design’ model presented below consists of 

checklist issues.  In terms of complexity, the UK ICO PbD approach is thorough 

but, necessarily, generic: the main ICO PbD Report takes over thirty pages to 

elucidate standalone relevant risks and considerations pertaining to privacy and 

data protection: it was not thought to be practical to sustain this level of detail in 

developing a ‘Law by Design’ model that is meant to be complementary (as 

opposed to standing alone) with risk management.  There are two additional 

factors relevant here: (i) The ‘Law by Design’ model is experimental, and thus 

confined to first principles, and; (ii) No legally-trained personnel are expected to 

be involved in the WeGov project once the ILAWS contribution has been made, 

                                                                                                                                            
http://www.ipc.on.ca/english/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=329 and 
http://www.ipc.on.ca/english/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=242).  
156 See http://www.ico.gov.uk/upload/documents/pdb_report_html/html/1-foreword.html.  
157 See www.edps.europa.eu/.../EDPS-2010-06_Privacy%20in%20digital%20age_EN.pdf.  
158 See http://www.ico.gov.uk/about_us/news_and_views/current_topics/privacy_by_design.aspx.  
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so it was felt important to make the  ‘Law by Design’ model simple and 

accessible. 

Below, the basic ‘Law by Design’ model is introduced.  Thereafter, at 7.3.3 a brief 

summary is provided. 

7.3.2 A Basic Model of ‘Law by Design’ 

Law by Design: Summary of Barriers, Desired Outcomes and Recommendations 
for the WeGov Project159 

 
 
Themes 

 

 
Obstacles to Law 

By Design 

 
Desired System 
Outcome(s) 

 
Suggestions for 
implementing 
Law by Design 

 
Securing 
Commitment 
to Law By 
Design 

Need to identify the 
organisational and 
individual 
responsibilities and 
accountability for legal 
compliance. 

The WeGov 
Consortium and 
WeGov Toolset policy 
users to understand 
their responsibilities in 
law and engage with 
SNS users in as 
transparent and 
accountable way as 
possible. 

Legal 
considerations to 
continue to be 
embedded in the 
iterative process of 
developing the 
Toolset. 
 
This Legal and 
Ethical Report has 
already scoped 
these issues in 
general, but as the 
Scenarios are 
further defined, 
further 
consideration of 
specific legal issues 
in each scenario 
context will be 
required. 

Preparing for 
Law by 
Design 

Legal terminology is 
often unclear to non-
legal specialists. 

Legal considerations to 
be managed through 
the development and 
use of the WeGov 
Toolset. 

The commitment 
to an up-front 
Legal and Ethical 
review (as reported 
in this Legal and 
Ethical Report) 
provides a 
foundation for 

                                                 
159 It should be noted that the contents of this Table extend (with a more concise presentation) upon the 
model developed by the ICO – see 
 http://www.ico.gov.uk/upload/documents/pdb_report_html/html/2a-summary_table.html.  As the 
deployment of technological solutions is embedded in the WeGov Consortium’s methodology, it is not 
necessary to include a separate section on technological solutions in this table. 
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Themes 

 

 
Obstacles to Law 

By Design 

 
Desired System 
Outcome(s) 

 
Suggestions for 
implementing 
Law by Design 

 
Project risk 
management to 
embed legal risks 
and management. 

Legal 
Concerns 

Commercial risks and 
benefits of legal 
compliance can be 
unclear 

The WeGov 
Consortium and 
WeGov Toolset policy 
users to ensure that 
they engage in risk 
management taking full 
account of relevant 
legal concerns. 

Legal concerns to 
be taken into 
account in the 
further 
development of the 
WeGov Scenarios 
and specific 
contractual terms 
and procedures 
developed to 
mange these. 
 
Recommendation 
that a clause be 
inserted in any 
agreement/Terms 
and Conditions 
etc., alerting User 
Policy Makers to 
the need to have 
regard to legal and 
ethical use of the 
WeGov Toolset 
(with appropriate 
disclaimers).  

Developing 
Best Practice 

Risk management 
needs to be on-going 
(both in the Toolset 
development and in the 
application to 
individual Scenarios), 
but this is onerous.  

Targeted (case-by-case) 
outcomes of risk 
management of the 
legal concerns: 
standard contractual 
terms and robust 
procedures.  

As above. 

Regulation, 
Ethics, 
Compliance 
and 
Reputation 

A case-by-case 
approach is required, 
with complexity added 
by the relevance of 
multiple legal 
jurisdictions (which will 
also have differing 
ethical and compliance 
issues).  Maintaining a 
good reputation 

The WeGov 
Consortium and 
WeGov Toolset policy 
users able to operate 
consistently within 
legal norms. 
Awareness and 
management of ethical, 
other compliance and 
reputational also 

As above. 
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Themes 

 

 
Obstacles to Law 

By Design 

 
Desired System 
Outcome(s) 

 
Suggestions for 
implementing 
Law by Design 

 
amongst SNS users (by 
matching or exceeding 
their expectations) is 
also onerous.  

embedded. 

 

7.3.3 Summary 

In Sections 7.3.1 and 7.3.2 above, the background to developing a ‘Law by Design’ 

approach, and the basic model or approach itself, are set out.  As is made clear, the 

ILAWS team intends that this model will be available to the ILAWS Consortium, serving 

the function of a basic legal checklist in considering the risks, and management of said 

risks, of legal issues going forward, once the ILAWS contribution to this project ceases. 

The limitations of this Report, as noted at pp.7-8 of this Report should, again, be noted. 
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CHAPTER 8 

______________________ 

CONCLUSION 
 
 

As noted at pg. 7-8 of this Report, there are two significant limitations to this WeGov 

legal and ethical review, to paraphrase these:  

 

(a) Regulatory change.  Changes to the legal and ethical considerations relevant to the 

WeGov project.  This primarily relates to three sub-factors: 

(i) The evolving user scenarios (and the on-going development of the 

Toolset); 

(ii) As the user scenarios (and Toolset) are refined and defined, additional 

(and more specific) issues of law, ethics and best practice can be expected 

to emerge, and; 

(iii) Legal changes: the possibility of changes in the law between June 30, 

2010 and the end of the WeGov project, resulting in additional and/or 

changes to the legal and ethical considerations relevant to the WeGov 

project.  And; 

(b) Limitations on jurisdiction.  The review of law and ethics undertaken by ILAWS is 

limited to the consideration of the law if England and Wales and the applicable 

elements of the EU regime, and not all points made in this review will be 

applicable in the national laws of other EU countries.  

It should also be noted that the ILAWS research on legal and ethical issues pertaining to 

the WeGov project ceases after month 6 of the WeGov project. 

Within these limitations, ILAWS has sought to scope the key legal and ethical challenge 

posed by the WeGov Toolset (as currently envisaged) as applied to the User Scenarios 

(as currently developed): the results of this are reported at Section 4 of the main body to 

the Deliverable. In undertaking this task, it has become clear to ILAWS that there are 

areas of legal uncertainty (e.g. see pg. 19) for the unresolved question as to whether there 

is a legitimate expectation of privacy on an avowedly ‘public’ SNS) and that best practice 

in this area is evolving160: these two factors lead ILAWS to conclude that it is correct to 

suggest, in this Conclusion, some areas for further research, as well as summarising here 

the general conclusions to be drawn from the ILAWS legal and ethical review (see below): 

                                                 
160 E.g. see, above. 
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• Methodology. The methodology and resources employed in this legal and ethical 

review are set out at pg. 171-177.  The methodologies employed can be regarded 

as being standard within commercial legal research.  A modest methodological 

contribution made in this Report is the introduction of a basic ‘Law by Design’ 

model, which, it is hoped, will be of use as part of the on-going risk analysis 

model. 

o Recommendation: Further research and development of the ‘Law by Design’ 

model. 

• General Ethics.  It is concluded that ethical considerations are both important and 

embedded in the WeGov Consortium’s approach to the project161 and that ethical 

considerations may be considered to have three temporal stages in this project162.  

Although ethical considerations are difficult to scope 163  and require careful 

management, the primary focus of ILAWS research here can be said to lie in 

privacy considerations.  Although there is no obviously-applicable formal ethical 

code applicable to the WeGov Toolset, it is considered that the following should 

be noted: (i) the ongoing consideration of ethical considerations as part of the 

WeGov risk analysis process (e.g. the Consortium has already designated an 

Ethical Officer), and; (ii) the need to consider how end users (Policy Makers) of 

the Toolset might be prompted to give due consideration to ethical concerns in 

planning to use the Toolset164.  It is concluded that the aspirational nature of 

ethics means that the most reasonable method of addressing ethical concerns in 

the WeGov project is to ensure that the expectations of SNS end-users are 

respected: this is most effectively done by mechanisms of active consent being in 

place before SNS users participate in deployment of the Toolset (by the Scenario 

Partners or the Policy Makers).    

• Recommendations: 

o The use of active consent mechanisms before SNS users participate in 

deployment of the Toolset.  Where this is not the case, it is considered 

that the risks of unethical behaviour can be reduced by (i) seeking prior 

authorisation from a national data protection authority (ii) ensuring that 

user generated content is being targeted from public SNS fora and is not 

targeted to individuals; (iii) avoiding the processing of any personal data, 

and/or carrying out a review of ethical (and legal) issues (see footnote 

166, below), and; 

                                                 
161 See pg.19-20, above. 
162 See pg.19, above. 
163 See pg.15, above. 
164 See pg.19, above.  This could be addressed by contract: a requirement that end users have regard to legal 
and ethical considerations in the use of the Toolset.  A more onerous requirement might be to insist that 
end users undertake a Privacy Impact Assessment (PIA) in planning how to use the Toolset. 
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o The lack of an appropriate ethical regime and the relative dearth of best 

practice is not particular to the use of sentiment mining and associated 

technologies as applied to political opinions, it is true of the commercial 

use of such technologies, also165.  ILAWS would suggest that there is 

scope for the development of an EU federation or organisation of 

sentiment-mining organisations, with the aim of establishing best practice 

(including ethical best practice) in sentiment mining and associated 

technologies. 

• Privacy and Data Protection.  It is concluded that privacy and data protection 

concerns form the primary legal (and ethical) challenges to be managed in the 

WeGov project.  Having, in particular, noted the particular sensitivity of political 

opinion within the applicable regulatory regime166 and the particular concerns 

posed by ‘scraping’ where there is no explicit SNS user consent167, the importance 

of a robust approach to addressing data protection and privacy concerns has 

been emphasised168.   

• Recommendations:  

o The effective use of contract law to ensure both the appropriate consent 

from SNS users (this would be the most effective way of managing 

privacy, data protection, confidentiality and surveillance concerns) and to 

ensure that any third party data processors are appropriately bound 

(particularly important given the usage of cloud technologies); 

o That there continues to be due consideration of data security 

technologies and procedures169; 

o That the scenario partners notify their national data protection 

authorities170 in good time; 

o In terms of recommendations for further legal research, it is considered 

that whilst data protection legislation does address data aggregation by a 

single party (or related parties), it does not effectively address the issue of 

what ILAWS terms the downstream identification (with the use of additional 

information) of data subjects: by such downstream considerations, we are 

referring to the identification of a data subject by triangulation enabled 

with reference to other data sources.  Further research on the risks posed 

by this and the scope to address such concerns within the existing data 

protection regime is needed.  

                                                 
165 See pg.16, above. 
166 See pg. 21, above. 
167 See, for example, pg.18-19 above. 
168 See pg. 21-86, above. 
169 See pg. 49-50 and 56-57, above. 
170 See, for example, pg.54. 
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• Intellectual Property.  Copyright law and the protection of databases (both in 

copyright and by the sui generis database right) are noted in this Report.  It 

should be noted that practice in these areas of intellectual property law do differ 

in different EU member states and that the policies of SNSs here (particularly 

where an SNS requires that consent is needed to extract data) need also to be 

taken into consideration. 

• Recommendations:  

o It is recommended that it be assumed that all user generated content is 

subject to protection by copyright law; 

o The usage of links and thumbnails to ‘seed’ discussion in use of the 

Toolset be avoided, and; 

o It is recommended that further legal research be carried out as to the legal 

issues posed here within EU states other than the UK. 

• Miscellaneous issues.  A range of issues, from defamation to hate crime and spam 

are considered in this Report.  

• Recommendations:  

o As much of the relevant regulation in this area is likely to differ from 

state to state, careful consideration of national best practice is required 

here, and; 

o  It is recommended that further legal research be carried out as to the 

legal issues posed here within EU states other than the UK. 

Overall, it can be seen that contract law and proper procedures are likely to play a crucial 

role in managing the risks posed by the legal context of the WeGov project.  To a certain 

extent, the contractual model(s) chosen will be dependant on factors such as jurisdiction, 

the SNSs used and the use that the Toolset is being placed. There is no ‘one size fits all’ 

contractual model: careful consideration of specific legal and ethical issues and the 

contractual and procedural mechanisms for addressing these will need to be undertaken 

as the WeGov Scenarios and Toolset is further refined. 
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ANNEX 1.  SCHEDULES 2 & 3 - DPA 1998 
 

SCHEDULES 2 & 3 
Data Protection Act 1998 

 
SCHEDULE 2: Conditions relevant for purposes of the first principle: processing 
of any personal data 
  
1 The data subject has given his consent to the processing.  

2 The processing is necessary—  

(a) for the performance of a contract to which the data subject is a party, or  

(b) for the taking of steps at the request of the data subject with a view to entering into a 
contract.  

3 The processing is necessary for compliance with any legal obligation to which the data 
controller is subject, other than an obligation imposed by contract.  

4 The processing is necessary in order to protect the vital interests of the data subject.  

5 The processing is necessary—  

(a) for the administration of justice,  

(b) for the exercise of any functions conferred on any person by or under any enactment,  

(c) for the exercise of any functions of the Crown, a Minister of the Crown or a 
government department, or  

(d) for the exercise of any other functions of a public nature exercised in the public 
interest by any person.  

6 (1) The processing is necessary for the purposes of legitimate interests pursued by the 
data controller or by the third party or parties to whom the data are disclosed, except 
where the processing is unwarranted in any particular case by reason of prejudice to the 
rights and freedoms or legitimate interests of the data subject.  

(2) The Secretary of State may by order specify particular circumstances in which this 
condition is, or is not, to be taken to be satisfied.  

 
 
SCHEDULE 3: Conditions relevant for purposes of the first principle: processing 
of sensitive personal data  
 
1 The data subject has given his explicit consent to the processing of the personal data.  

2 (1) The processing is necessary for the purposes of exercising or performing any right 
or obligation which is conferred or imposed by law on the data controller in connection 
with employment.  

(2) The Secretary of State may by order—  

(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or  
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(b) provide that, in such cases as may be specified, the condition in sub-paragraph (1) is 
not to be regarded as satisfied unless such further conditions as may be specified in the 
order are also satisfied.  

3 The processing is necessary—  

(a) in order to protect the vital interests of the data subject or another person, in a case 
where—  

(i) consent cannot be given by or on behalf of the data subject, or  

(ii) the data controller cannot reasonably be expected to obtain the consent of the data 
subject, or  

(b) in order to protect the vital interests of another person, in a case where consent by or 
on behalf of the data subject has been unreasonably withheld.  

4 The processing—  

(a) is carried out in the course of its legitimate activities by any body or association 
which—  

(i) is not established or conducted for profit, and  

(ii) exists for political, philosophical, religious or trade-union purposes,  

(b) is carried out with appropriate safeguards for the rights and freedoms of data subjects,  

(c) relates only to individuals who either are members of the body or association or have 
regular contact with it in connection with its purposes, and  

(d) does not involve disclosure of the personal data to a third party without the consent 
of the data subject.  

5 The information contained in the personal data has been made public as a result of 
steps deliberately taken by the data subject.  

6 The processing—  

(a) is necessary for the purpose of, or in connection with, any legal proceedings 
(including prospective legal proceedings),  

(b) is necessary for the purpose of obtaining legal advice, or  

(c) is otherwise necessary for the purposes of establishing, exercising or defending legal 
rights.  

7 (1) The processing is necessary—  

(a) for the administration of justice,  

(b) for the exercise of any functions conferred on any person by or under an enactment, 
or  

(c) for the exercise of any functions of the Crown, a Minister of the Crown or a 
government department.  

(2) The Secretary of State may by order—  

(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or  

(b) provide that, in such cases as may be specified, the condition in sub-paragraph (1) is 
not to be regarded as satisfied unless such further conditions as may be specified in the 
order are also satisfied.  
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8 (1) The processing is necessary for medical purposes and is undertaken by—  

(a) a health professional, or  

(b) a person who in the circumstances owes a duty of confidentiality which is equivalent 
to that which would arise if that person were a health professional.  

(2) In this paragraph “medical purposes” includes the purposes of preventative medicine, 
medical diagnosis, medical research, the provision of care and treatment and the 
management of healthcare services.  

9 (1) The processing—  

(a) is of sensitive personal data consisting of information as to racial or ethnic origin,  

(b) is necessary for the purpose of identifying or keeping under review the existence or 
absence of equality of opportunity or treatment between persons of different racial or 
ethnic origins, with a view to enabling such equality to be promoted or maintained, and  

(c) is carried out with appropriate safeguards for the rights and freedoms of data subjects.  

(2) The Secretary of State may by order specify circumstances in which processing falling 
within sub-paragraph (1)(a) and (b) is, or is not, to be taken for the purposes of sub-
paragraph (1)(c) to be carried out with appropriate safeguards for the rights and 
freedoms of data subjects.  

10 The personal data are processed in circumstances specified in an order made by the 
Secretary of State for the purposes of this paragraph.  
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ANNEX 2. SCHEUDLE 1 –DEFAMATION ACT 1996 
 

SCHEDULE 1 to the Defamation Act 1996 
Privileged Statements 

 
Part I Statements having qualified privilege without explanation or contradiction 
 
1 A fair and accurate report of proceedings in public of a legislature anywhere in the 
world.  

2 A fair and accurate report of proceedings in public before a court anywhere in the 
world.  

3 A fair and accurate report of proceedings in public of a person appointed to hold a 
public inquiry by a government or legislature anywhere in the world.  

4 A fair and accurate report of proceedings in public anywhere in the world of an 
international organisation or an international conference.  

5 A fair and accurate copy of or extract from any register or other document required by 
law to be open to public inspection.  

6 A notice or advertisement published by or on the authority of a court, or of a judge or 
officer of a court, anywhere in the world.  

7 A fair and accurate copy of or extract from matter published by or on the authority of 
a government or legislature anywhere in the world.  

8 A fair and accurate copy of or extract from matter published anywhere in the world by 
an international organisation or an international conference.  

 
Part II Statements privileged subject to explanation or contradiction 
 
9 (1) A fair and accurate copy of or extract from a notice or other matter issued for the 
information of the public by or on behalf of—  

(a) a legislature in any member State or the European Parliament;  

(b) the government of any member State, or any authority performing governmental 
functions in any member State or part of a member State, or the European Commission;  

(c) an international organisation or international conference.  

(2) In this paragraph “governmental functions” includes police functions.  

10 A fair and accurate copy of or extract from a document made available by a court in 
any member State or the European Court of Justice (or any court attached to that court), 
or by a judge or officer of any such court.  

11 (1) A fair and accurate report of proceedings at any public meeting or sitting in the 
United Kingdom of—  

(a) a local authority or local authority committee;  

(b) a justice or justices of the peace acting otherwise than as a court exercising judicial 
authority;  
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(c) a commission, tribunal, committee or person appointed for the purposes of any 
inquiry by any statutory provision, by Her Majesty or by a Minister of the Crown or a 
Northern Ireland Department;  

(d) a person appointed by a local authority to hold a local inquiry in pursuance of any 
statutory provision;  

(e) any other tribunal, board, committee or body constituted by or under, and exercising 
functions under, any statutory provision.  

(2) In sub-paragraph (1)(a)—  

 “local authority” means— 

(a) in relation to England and Wales, a principal council within the meaning of the [1972 
c. 70.] Local Government Act 1972, any body falling within any paragraph of section 
100J(1) of that Act or an authority or body to which the [1960 c. 67.] Public Bodies 
(Admission to Meetings) Act 1960 applies, 

 
(b) in relation to Scotland, a council constituted under section 2 of the [1994 c. 39.] 

Local Government etc. (Scotland) Act 1994 or an authority or body to which the 
Public Bodies (Admission to Meetings) Act 1960 applies, 

 
(c) in relation to Northern Ireland, any authority or body to which sections 23 to 27 of 

the [1972 c. 9 (N.I.).] Local Government Act (Northern Ireland) 1972 apply; and 
 

“local authority committee” means any committee of a local authority or of local 
authorities, and includes— 

(a) any committee or sub-committee in relation to which sections 100A to 100D of the 
Local Government Act 1972 apply by virtue of section 100E of that Act (whether or 
not also by virtue of section 100J of that Act), and 

 
(b) any committee or sub-committee in relation to which sections 50A to 50D of the 

Local Government (Scotland) Act 1973 apply by virtue of section 50E of that Act. 
 
(3) A fair and accurate report of any corresponding proceedings in any of the Channel 
Islands or the Isle of Man or in another member State.  

12 (1) A fair and accurate report of proceedings at any public meeting held in a member 
State.  

(2) In this paragraph a “public meeting” means a meeting bona fide and lawfully held for 
a lawful purpose and for the furtherance or discussion of a matter of public concern, 
whether admission to the meeting is general or restricted.  

13 (1) A fair and accurate report of proceedings at a general meeting of a UK public 
company.  

(2) A fair and accurate copy of or extract from any document circulated to members of a 
UK public company—  

(a) by or with the authority of the board of directors of the company,  

(b) by the auditors of the company, or  

(c) by any member of the company in pursuance of a right conferred by any statutory 
provision.  
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(3) A fair and accurate copy of or extract from any document circulated to members of a 
UK public company which relates to the appointment, resignation, retirement or 
dismissal of directors of the company.  

(4) In this paragraph “UK public company” means—  

(a) a public company within the meaning of section 1(3) of the [1985 c. 6.] Companies 
Act 1985 or Article 12(3) of the [S.I. 1986/1032 (N.I. 6).] Companies (Northern Ireland) 
Order 1986, or  

(b) a body corporate incorporated by or registered under any other statutory provision, 
or by Royal Charter, or formed in pursuance of letters patent.  

(5) A fair and accurate report of proceedings at any corresponding meeting of, or copy of 
or extract from any corresponding document circulated to members of, a public 
company formed under the law of any of the Channel Islands or the Isle of Man or of 
another member State.  

14 A fair and accurate report of any finding or decision of any of the following 
descriptions of association, formed in the United Kingdom or another member State, or 
of any committee or governing body of such an association—  

(a) an association formed for the purpose of promoting or encouraging the exercise of or 
interest in any art, science, religion or learning, and empowered by its constitution to 
exercise control over or adjudicate on matters of interest or concern to the association, 
or the actions or conduct of any person subject to such control or adjudication;  

(b) an association formed for the purpose of promoting or safeguarding the interests of 
any trade, business, industry or profession, or of the persons carrying on or engaged in 
any trade, business, industry or profession, and empowered by its constitution to exercise 
control over or adjudicate upon matters connected with that trade, business, industry or 
profession, or the actions or conduct of those persons;  

(c) an association formed for the purpose of promoting or safeguarding the interests of a 
game, sport or pastime to the playing or exercise of which members of the public are 
invited or admitted, and empowered by its constitution to exercise control over or 
adjudicate upon persons connected with or taking part in the game, sport or pastime;  

(d) an association formed for the purpose of promoting charitable objects or other 
objects beneficial to the community and empowered by its constitution to exercise 
control over or to adjudicate on matters of interest or concern to the association, or the 
actions or conduct of any person subject to such control or adjudication.  

15 (1) A fair and accurate report of, or copy of or extract from, any adjudication, report, 
statement or notice issued by a body, officer or other person designated for the purposes 
of this paragraph—  

(a) for England and Wales or Northern Ireland, by order of the Lord Chancellor, and  

(b) for Scotland, by order of the Secretary of State.  

(2) An order under this paragraph shall be made by statutory instrument which shall be 
subject to annulment in pursuance of a resolution of either House of Parliament. 
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